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Notice of Meeting  
To the President, Deputy and Councillors  
 

The next Agenda Briefing will be held on Wednesday, 15 July 2026 in the Council Chamber, 7 
Thomas Street, Halls Creek commencing at 3.00 PM. 

The next Ordinary Council Meeting will be held on Thursday, 23 July 2026 in the Council 
Chamber, 7 Thomas Street, Halls Creek commencing at 4.30 PM. 

 

Meeting Agenda Attached 

 

 

 

Susan Leonard 

Chief Executive Officer  
8 July 2026 
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Information  

This agenda contains the business to be considered by Council at this meeting. In accordance 
with the Local Government Act 1995 and applicable meeting procedures, Council can only 
consider matters that have been included on the published agenda. 

Members wishing to raise matters not included on the agenda are encouraged to submit 
them in writing to the Chief Executive Officer and Shire President for consideration and, 
where appropriate, inclusion on a future Council agenda. 

If you have any enquiries regarding meeting procedures or agenda items, please contact the 
Shire at hcshire@hcshire.wa.gov.au. 

 

Question Time for the Public  

An opportunity is available at Council meetings for members of the public to ask a question 
about any issue relating to the Shire. This time is available only for asking questions and not 
for making statements. Complex questions requiring research should be submitted as early as 
possible to allow the Shire time to prepare a response.  

The Presiding Person may nominate a member of staff to answer the question and may also 
determine that any complex question requiring research be answered in writing. No debate 
or discussion can take place on any question or answer.  

Any comments made by a member of the public become a matter of public record as they 
are minuted by Council. Members of the public are advised that they are deemed to be held 
personally responsible and legally liable for any comments made by them that might be 
construed as defamatory or otherwise considered offensive by any other party. 

To ask a question, please complete the Public Question Time form available on the Shire 
website https://www.hallscreek.wa.gov.au/council/meetings.  

 

Draft Minutes Availability 

Draft minutes of Council meetings are made available on the Shire of Halls Creek website as 
soon as practicable following each meeting and can be accessed at: 
https://www.hallscreek.wa.gov.au/council/meetings 

Councillors are responsible for reviewing the draft minutes online prior to the subsequent 
meeting at which they will be presented for confirmation. Any corrections or amendments 
should be raised formally at that time in accordance with meeting procedures. 
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2026 AGENDA BREIFING DATES 

The following Agenda Briefing dates and times have been resolved by Council.   

15 July 2026 Council Chamber, Halls Creek 3.00pm 

19 August 2026 Council Chamber, Halls Creek 3.00pm 

16 September 2026 Council Chamber, Halls Creek 3.00pm 

14 October 2026 Council Chamber, Halls Creek 3.00pm 

18 November 2026 Council Chamber, Halls Creek 3.00pm 

4 December 2026 Council Chamber, Halls Creek 3.00pm 

 

2026 COUNCIL MEETING DATES 

The following Council Meeting dates and times have been resolved by Council.   

23 July 2026 Council Chamber, Halls Creek 4.30pm 

27 August 2026 Council Chamber, Halls Creek 4.30pm 

24 September 2026 Council Chamber, Halls Creek 4.30pm 

22 October 2026 Council Chamber, Halls Creek 4.30pm 

26 November 2026 Council Chamber, Halls Creek 4.30pm 

10 December 2026 Council Chamber, Halls Creek 4.30pm 

 

 

 

 

DISCLAIMER 

Members of the public should note that in any discussion during a meeting regarding any 
item, a statement or indication of approval by any council member, committee member or 
officer of the Shire is not intended to be, and should not be taken as, notice of approval from 
the Shire. No action should be taken on any item discussed at a meeting of a Committee prior 
to written advice on the Committee or Council’s resolution being received.  

Any plans or documents contained in these minutes may be subject to copyright law 
provisions (Copyright Act 1968, as amended) and the express permission of the copyright 
owner(s) should be sought prior to their reproduction.  



Ordinary Council Meeting 
23 July 2026 

COUNCIL ATTENDANCE RECORD 
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30 October 2025     E   
27 November 2025      A  
18 December 2025   A   A  
26 February 2026    A    
26 March 2026     A   
23 April 2026 NA A NA NA NA  NA 
6 May 2026  NA  NA NA  NA NA 
21 May 2026 E   NA   NA 
25 June 2026 E   NA    
23 July 2026        
27 August 2026        
24 September 2026        
22 October 2026        
26 November 2026        
10 December 2026        

 LOA = Leave of Absences 
 A = Apology 
 E = Attended Electronically  

 NA = Non-Attendance 
 R = Resignation 

 
 
Local Government Act 1995 

2.25. Disqualification for failure to attend meetings  

(1) A council may, by resolution, grant leave of absence, to a member. 

(2) Leave is not to be granted to a member in respect of more than 6 consecutive  
 ordinary meetings of the council without the approval of the Minister, unless  
 all of the meetings are within a period of 3 months.  

(3A) Leave is not to be granted in respect of —  

(a) a meeting that has concluded; or 
(b) the part of a meeting before the granting of leave.  

(3)  The granting of the leave, or refusal to grant the leave and reasons for that 
 refusal, is to be recorded in the minutes of the meeting.  

(4)  A member who is absent, without obtaining leave of the council, throughout 3 
 consecutive ordinary meetings of the council is disqualified from continuing his or her 
 membership of the council, unless all of the meetings are within a 2-month period.  

(5A) If a council holds 3 or more ordinary meetings within a 2-month period, and a 
 member is absent without leave throughout each of those meetings, the  member is 
 disqualified if he or she is absent without leave throughout the ordinary meeting  of 
 the council immediately following the end of that period.   
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DISCLOSURE OF FINANCIAL/ IMPARTIALITY/ PROXIMITY INTERESTS 

Local Government Act 1995 – Section 5.65, 5.70 and 5.71  
Local Government (Model Code of Conduct) Regulations 2021 

This form is provided to enable members and officers to disclose an Interest in a matter in 
accordance with the regulations of Section 5.65, 5.70 and 5.71 of the Local Government Act 
1995 and Local Government (Model Code of Conduct) Regulations 2021 

Name  

Position  

Date of Meeting  

Type of Meeting  
(Please circle one) 

Council Meeting/ Committee Meeting/ Special Council Meeting / 
Workshop/ Public Agenda Briefing/ Confidential Briefing 

Interest Disclosed  

Item Number and 
Title 

 

Nature of Interest  

Type of Interest  
(please circle one) 

Financial / Proximity / Impartiality 

Interest Disclosed  

Item Number and 
Title 

 

Nature of Interest  

Type of Interest  
(please circle one) 

Financial / Proximity / Impartiality 

 

 

Signature: _________________________________Date: ____________________________ 

 

Important Note  

Should you declare a Financial or Proximity Interest, in accordance with the Act and Regulations noted above, 
you are required to leave the room while the item is being considered.  

For an Impartiality Interest, you must state the following prior to consideration of the item:  

“With regard to agenda item (read item number and title), I disclose that I have an impartiality interest because 
(read your reason for interest). As a consequence, there may be a perception that my impartiality on the matter 
may be affected. I declare that I will consider this matter on its merits and vote accordingly.”  
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3.2 Attendance by Telephone / Instantaneous Communications ........................ 8 
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3.4  Approved Leave of Absence .................................................................... 9 
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4. Application for leave of Absence ....................................................................... 9 
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  Allocation for 2026-27 ...................................................................... 317 

11.4 Financial Reports [Nil] ........................................................................ 320 

12. New Business of an Urgent Nature (Late Items) ................................................ 321 

12.1 Monthly Financial Report for the period ending 30 June 2026 ..................... 321 

12.2 Accounts paid by Authority (Summary) June 2026 ...................................... 321 

13. Motions of Which Previous Notice has been given ............................................ 321 

14. Matters for Which Meeting May be Closed (Confidential Matter) ........................ 321 
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15.1 Date of Next Meeting ......................................................................... 321 
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1. Opening of Meeting 

The Presiding Member is to declare the meeting open at 4.30 pm. 

2. Acknowledgement of Traditional Owners 

The Presiding Member acknowledges the Traditional Owners and Custodians of the land on 
which the Shire operates and delivers services. The Shire recognises the deep and ongoing 
connection of Aboriginal peoples to country, culture, community, and law, and acknowledges 
that these lands have never been ceded. 

The Shire pays respect to Elders past, present and emerging, and extends that respect to all 
Aboriginal and Torres Strait Islander peoples within the community. The Shire is committed 
to working respectfully and collaboratively with Traditional Owners to support reconciliation, 
cultural understanding, and sustainable outcomes for current and future generations. 

3. Record of Attendance 

3.1 Attendance 
Important Note: This meeting of the Shire of Halls Creek is video and audio recorded for the 
purposes of accurate minute-taking. Recordings may be made available to third parties upon 
request in accordance with relevant legislation and the Shire’s governance processes.  In 
accordance with the Shire of Halls Creek Standing Orders Local Law, members of the public 
are not permitted to use any visual or audio recording device during a meeting unless prior 
permission has been granted by the Presiding Member. Members of the public are also 
reminded that mobile telephones must be switched off or placed on silent and must not be 
used during the meeting. 

Scheduled Present  

Presiding Member Brenda Garstone  
Deputy Presiding Member Raymond Simpson  
Councillor Judith Butters 
Councillor Kenneth Martin 
Councillor Patricia McKay 
Councillor  Paul Robson 
Councillor Rosemary Stretch 

Administration Attendance  
Chief Executive Officers Sue Leonard  
Director Governance and Sustainability Margaret Glass 
Director Community Development Christine George 
Director Health and Regulatory Services Neroli Logan 
Director Infrastructure & Assets  Peter Toboss 
Executive Assistant to CEO Dianne Rowbottom 
Scheduled for Attendance  
Greenfield Technical Services Joshua Kirk  
Financial Services Travis Bate (RSM) 

3.2 Attendance by Telephone / Instantaneous Communications 
Dianne Rowbottom, Joshua Kirk and Travis Bate 
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3.3  Apologies 
Nil  

3.4  Approved Leave of Absence 
Nil  

3.5  Disclosures of Interest 
Nil  

4. Application for leave of Absence 

5. Public Participation 

5.1 Response to questions taken on notice from public  
Nil 

5.2 Public Question Time 

5.3 Petitions / Deputations / Presentations / Submissions 

5.4 Correspondence 

6. Questions from Members where due Notice has been given  

Nil 

7. Announcements by Presiding Member without Discussion 

8. Declarations of All Members to have given due consideration to all matters contained in the 
Business Papers before the meeting 

This item requires all Council Members to declare that they have reviewed and given due 
consideration to the full set of Business Papers prior to attending the meeting by show of 
hands. 

The declaration confirms that Members have read the agenda, reports, and supporting 
documentation in advance, enabling informed participation, discussion, and decision-making 
in accordance with their responsibilities as outlined in the Local Government Act 1995.  

The Presiding member is to declare that all Councillors have given due consideration to all 
matters contained in the agenda by show of hands. 

9. Confirmation of Minutes of Previous Meeting 

Confirmation of minutes of 25 June will be considered at the meeting to be held on 23 July 
2026.  
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10. Reports of Committees 

10.1 Audit Risk and Improvement Committee – Unconfirmed Minutes 11 June 2026  
 

Author:  Director Governance and Sustainability  

Authorising Officers:  Chief Executive Officer  

Voting Requirements:  Simple Majority  

Disclosure of Interest:  The Author and Authorising Officer declare that they do not have 
any conflicts of interest in relation to this item. 

Attachments:  Attachment 1:  Unconfirmed Minutes June 2026   

 

Matters for Consideration  
1. The purpose of this report is to present the minutes and recommendations of the Audit, 

Risk and Improvement Committee (ARIC) meeting to Council for consideration. In 
accordance with the Committee's Terms of Reference, the minutes and any 
recommendations of the Committee are submitted to Council for noting and, where 
required, endorsement or adoption. 

 

Recommendation 
That Council:  

1. receives the minutes of the Audit, Risk and Improvement Committee meeting held 
on 11 June 2026;  

2. adopts the implementation of the Business Continuity Plan and ICT Disaster 
Recovery Plan;  

3. adopts OP-ICT-005 – Digital Device Use by Elected Members Policy;  
4. notes the completion of the ICT Governance Uplift Project;  
5. notes the progress of the Digital Transformation Program;  
6. notes the completion of the Chart of Accounts Review;  
7. notes the ICT Operational Policies implemented by the Chief Executive Officer; and  
8. notes the Financial Performance Report. 

 

Background 
2. The Audit, Risk and Improvement Committee (ARIC) is a standing committee of Council 

established under the Local Government Act 1995 to assist Council in fulfilling its 
responsibilities for financial management, governance, risk management, internal 
control and organisational improvement. 

3. The Committee operates in accordance with its adopted Terms of Reference and 
provides independent oversight and advice to Council on matters relating to: 

a. external and internal audit activities and the implementation of audit 
recommendations; 

b. financial reporting and financial management practices; 
c. enterprise risk management and internal control systems; 
d. legislative compliance and governance frameworks; 
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e. organisational improvement initiatives, including business continuity and 
corporate performance; and 

f. policies, strategies and projects referred to the Committee by Council or the 
Chief Executive Officer. 

4. The Committee is an advisory committee and does not make decisions on behalf of 
Council. Recommendations of the Committee are submitted to Council for consideration 
and formal determination. This governance process ensures that significant audit, risk 
and improvement matters are independently reviewed before being presented to 
Council, supporting informed decision-making, transparency and accountability. 

5. The Committee met on 11 June 2026 to consider a range of governance, financial, risk 
management and organisational improvement matters in accordance with its Terms of 
Reference. 

6. The Committee considered updates on the Digital Transformation Program, the 
completion of the ICT Governance Uplift Project, the implementation of the Business 
Continuity Plan and ICT Disaster Recovery Plan, the Chart of Accounts Review, ICT 
operational policies, the proposed OP-ICT-005 – Digital Device Use by Elected Members 
Policy, and the Financial Performance Report. 

7. In accordance with the Committee's Terms of Reference, the minutes of the meeting and 
the Committee's recommendations are presented to Council for consideration and 
adoption. 

 

Comments 
8. Over the past six months, the Governance and Sustainability Directorate has undertaken 

a significant body of work to strengthen the Shire's information and communication 
technology (ICT) governance framework. These initiatives have been driven by findings 
identified through the annual financial audit and internal governance reviews, which 
highlighted the need to improve ICT governance, business continuity, cyber security, 
policy frameworks and organisational resilience. 

9. During this period, the Shire has completed the ICT Governance Uplift Project, 
implemented the Business Continuity Plan and ICT Disaster Recovery Plan, progressed its 
Digital Transformation Program and developed a suite of contemporary ICT operational 
policies to support improved governance and compliance. 

10. In addition, a new Council Policy relating to Digital Device Use by Elected Members has 
been developed to establish clear expectations regarding the appropriate use of Shire-
issued digital devices, information security and legislative compliance. 

11. Collectively, these initiatives represent a significant improvement in the Shire's 
governance maturity and directly address a number of historical audit observations and 
organisational risks. The projects strengthen internal controls, improve operational 
resilience, support compliance with legislative obligations and provide a stronger 
governance framework for the future. 

12. The Committee reviewed these initiatives at its meeting on 11 June 2026 and supported 
the recommendations now presented to Council for consideration. 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 
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Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.1  Provide strong, effective and functional 
governance and leadership in the Shire  

 

Legislation and Policy   

Legislation:   Local Government Act 1995 
Local Government Amendment Act 2024 
Local Government (Administration) Regulations 1996 
Local Government (Financial Management) Regulations 1996 

Policy:  Audit, Risk and Improvement Committee Terms of Reference 
Council Policy Framework 
Business Continuity Plan 
ICT Disaster Recovery Plan 
OP-ICT-005 – Digital Device Use by Elected Members Policy 

 

Financial Implications  
13. There are no direct financial implications arising from the adoption of the officer's 

recommendation. The initiatives outlined within the Audit, Risk and Improvement 
Committee minutes have been delivered within existing operational budgets or through 
previously approved project funding. Any future budget implications associated with 
ongoing governance, ICT or organisational improvement initiatives will be presented to 
Council for consideration as part of the annual budget process or through separate 
reports where required. 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from adoption 
of the officer’s recommendation. 

Economic:  There are no significant identifiable environmental impacts arising from adoption 
of the officer’s recommendation. 

Social:  There are no significant identifiable environmental impacts arising from adoption 
of the officer’s recommendation. 

Risk Type:  Governance  

Risk Category:  Governance and Compliance 

Cause:  Failure to consider and adopt the recommendations of the Audit, Risk and 
Improvement Committee, resulting in delayed implementation of governance, 
risk management and organisational improvement initiatives. 

Effect: Increased exposure to governance, financial, cyber security and legislative 
compliance risks, reduced organisational resilience, and the potential for 
recurring audit findings. 

Risk 
Treatment:   

Treat – Council receives and considers the Audit, Risk and Improvement 
Committee minutes and adopts the Committee's recommendations to 
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strengthen governance, improve organisational performance, address audit 
findings and ensure ongoing compliance with legislative and best practice 
requirements. 

 

 

 

Further information 
14. Nil   
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Minutes 

Audit, Risk & Improvement Committee 
Thursday 11 June 2026 

Date: Thursday 11 June 2026 
Time: 5.00pm 
Location: Shire of Halls Creek Council Chambers 
Distribution Date: Friday 19 June 2026 

Minutes to be confirmed at the next Audit, Risk and Improvement Committee Meeting 

Presiding member’s signature: ______________________    Date: ________________ 
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DISCLAIMER 
Members of the public are advised that any statement, comment, or indication made during 
a meeting of the Audit, Risk and Improvement Committee by a Committee Member, Council 
Member, or Officer of the Shire of Halls Creek does not constitute, and must not be taken as, 
formal approval by the Shire. 

No action should be taken in relation to any matter discussed at an Audit, Risk and 
Improvement Committee meeting unless and until written advice confirming the relevant 
Committee recommendation or Council resolution has been formally issued by the Shire in 
accordance with its governance processes. 

Any plans, reports, or documents contained within these minutes may be subject to 
copyright protection under the Copyright Act 1968 (as amended). Permission must be 
obtained from the relevant copyright owner(s) prior to any reproduction or reuse. 

2
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2026 ARIC MEETING DATES  
 
The following Meeting dates and times have been resolved by Council.    
 

05 February 2026 Council Chamber, Halls Creek 5.00pm 

17 March 2026 (Special) Council Chamber, Halls Creek 5.00pm 

11 June 2026 Council Chamber, Halls Creek 5.00pm 

03 September 2026 Council Chamber, Halls Creek 5.00pm 

05 November 2026 Council Chamber, Halls Creek 5.00pm 
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1. Declaration of Opening 
The Presiding Member declares the Audit, Risk and Improvement Committee open at 5.00pm. 

2. Acknowledgement of Traditional Owners 
The Shire of Halls Creek acknowledges the Traditional Owners and Custodians of the land on which 
the Shire operates and delivers services. The Shire recognises the deep and ongoing connection of 
Aboriginal peoples to Country, culture, community, and law, and acknowledges that these lands have 
never been ceded. 
 
The Shire pays its respects to Elders past, present and emerging, and extends that respect to all 
Aboriginal and Torres Strait Islander peoples within the community. The Shire is committed to 
working respectfully and collaboratively with Traditional Owners to support reconciliation, cultural 
understanding, and sustainable outcomes for current and future generations. 

3. Attendance 
Members in Attendance  

Presiding Member Baptiste Isambert  

Deputy Presiding Member Duy Vo (Teams) 

Shire President  Cr Brenda Garstone  

Deputy Shire President Cr Raymond Simpson 

Officers in Attendance  

Chief Executive Officers Sue Leonard  

Director Governance & Sustainability Margaret Glass 

Principle Governance Officer Tanay Bulich-Carroll (Teams) 

Financial Services Travis Bate (Teams) 

Guest Attendance  

Rapid Platform Services Danny Rattu (Teams) 

Rapid Platform Services Kim Aitken (Teams) 

Public Gallery  

Nil  

3.1 Apologies 

Nil 

3.2 Approved Leave of Absence 

Nil 

3.3  Application for Leave of Absence  

Nil 
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3.4  Disclosures of Interest 

Nil 

3.5  Response to Previous Questions 

Nil 

3.6  Public Question Time 

The Presiding Member declares Public Question Time open at 5.01pm. 
No public members present. 
The Presiding Member declares Public Question Time closed at 5.02pm. 

4. Declarations of All Members to have given due consideration to all 
matters contained in the Business Papers before the meeting. 
The Presiding Member asked all Presiding Members to confirm that they had reviewed and 
given due consideration to all matters contained in the agenda and business papers. 
 
Presiding Members indicating, they had reviewed the business papers: 
Shire President Brenda Garstone, Deputy Shire President Raymond Simpson, Independent 
Presiding Member Baptiste Isambert and Presiding Member Duy Vo. 

5. Confirmation of Previous Minutes  
 

(ARIC-2026/014) Committee Decision 
 

Mover: Deputy Shire President Raymond Simpson 
Seconder: Shire President Brenda Garstone 
 
That Committee CONFIRMS the minutes of the Special Meeting Audit, Risk and 
Improvement Committee held on the 5th of February 2026 as a true and correct record. 
 
 CARRIED UNOPPOSED (4/0) 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil  

6
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6. Business Arising 

6.1 Digital Transformation Update 

 

Matters for Consideration  
1. The Committee is requested to receive a demonstration of the Shire’s new Rapid 

Platform internal control systems, including: 
a. Management Action Plan (MAP) Reporting System; and 
b. Delegations Register.  

 

(ARIC-2026/015) Committee Decision 
Mover: Shire President Brenda Garstone 
Seconder: Independent Presiding Member Baptiste Isambert 
 

That the Audit, Risk and Improvement Committee recommend to Council that it: 
 

1. receives the Rapid Platform Demonstration report; and 
2. notes the implementation of the Management Action Plan (MAP) and Delegations 

Register systems as part of the Shire’s broader governance and digital 
transformation programme. 

3. notes the ongoing development of additional governance, compliance and 
operational systems through the Rapid Platform framework; and 

4. provides feedback regarding any additional governance, compliance or reporting 
system development priorities for future consideration by the Shire as outlined in 
Attachment 1: Modules under Development. 

 
 
 

MOTION CARRIED (4/0) 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil 
 
 
Notes:   Nil 
 

 

Author Director Governance and Sustainability  

Authorising Officers Chief Executive Officer 

Voting Recruitments Absolute Majority 

Attachments Attachment 1 - Modules Under Development  
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Background 
2. The Shire has commenced a broader organisational digital transformation and

governance improvement programme aimed at modernising internal reporting,
compliance monitoring and operational governance systems.

3. Historically, all of our governance and operational registers, action plans and reporting
systems were maintained through fragmented spreadsheets, manual reporting
processes and disconnected record keeping practices. These processes created
administrative inefficiencies, version control risks and limitations in real-time reporting
capability.

4. To improve governance oversight, reporting consistency and organisational
accountability, the Shire has implemented new digital governance systems through the
Rapid Platform framework.

5. The initial implementation phase for ARIC-specific governance systems has focused on:
a. Management Action Plan (MAP) reporting and tracking; and
b. Delegations Register and Management.

Comments 
6. The Rapid Platform systems have been developed internally as part of the Shire’s

broader organisational digital transformation, governance uplift and operational
improvement programme. The programme is intended to modernise how the Shire
manages governance reporting, compliance monitoring, operational oversight and
organisational information management across the organisation.

7. Historically, many governance and operational functions relied heavily on spreadsheets,
manual workflows, email-based approvals and disconnected records management
practices. While these systems supported operational requirements at the time, they
created a number of organisational risks and limitations including:

a. fragmented reporting processes;
b. duplication of information across multiple systems;
c. version control and document management issues;
d. limited real-time reporting capability;
e. reduced visibility of organisational actions and compliance obligations;
f. difficulties tracking accountability and progress against actions; and
g. increased administrative burden associated with manual reporting and audit

preparation.
8. The implementation of the Rapid Platform framework is intended to address these

issues through the development of centralised digital systems capable of supporting
improved governance oversight, organisational accountability, reporting capability and
operational efficiency.

9. Management Action Plan (MAP) Reporting System enables officers to:

• assign responsibility for actions;

• monitor action status and due dates;

• upload supporting evidence and documentation;

• track progress against recommendations;

• provide real-time reporting updates; and

• generate governance reporting dashboards and reports.
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10. The system is expected to significantly improve organisational visibility and 
accountability in relation to audit findings, governance actions and organisational 
improvement initiatives. 

11. The system will also support improved reporting to the Audit, Risk and Improvement 
Committee through more streamlined, transparent and consistent reporting processes. 

12. The Delegations Register has been developed to modernise the management of 
statutory and administrative delegations across the organisation. 

13. The system is intended to: 

• centralise delegation records (Council and CEO Financial Delegation to Staff); 

• improve accessibility of delegation information; 

• monitor review and expiry requirements; 

• improve compliance oversight; 

• support operational decision-making; and 

• reduce risks associated with outdated or inconsistent delegation records. 
14. The Delegations Register is also intended to support future integration with 

procurement, approvals and governance reporting systems to improve organisational 
controls and compliance monitoring. 

15. The Rapid Platform implementation forms part of a much broader organisational digital 
transformation programme currently underway across governance, finance, human 
resources, infrastructure, community services and operational areas. 

16. The programme also aims to reduce reliance on manual paper-based and spreadsheet-
based processes while improving organisational consistency and long-term operational 
sustainability. 

17. Officers will provide the Committee with a live demonstration of the Rapid Platform 
systems during the meeting, including current functionality and future development 
pathways (see Attachment 1). 

18. Committee members are invited to provide feedback or identify any additional 
governance, compliance or reporting systems they consider would assist the 
Committee or Council in improving governance oversight, reporting capability or 
operational efficiency. 

19. Where appropriate, additional development requests may be incorporated into the 
broader Rapid Platform digital transformation programme and prioritised on behalf of 
Council, subject to organisational capacity, risk priorities and operational requirements. 

 
 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.2  Consistent and impartial application of Council 
policies and provision of services 
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Legislation and Policy   

Legislation:   • Local Government Act 1995 

• Local Government Amendment Act 2024 

• Local Government (Administration) Regulations 1996 

• Local Government (Financial Management) Regulations 
1996 

• State Records Act 2000 

• State Records Commission Standards 

• Freedom of Information Act 1992 

• Work Health and Safety Act 2020 (in relation to 
governance and organisational risk management 
obligations) 

Policy:  • Audit and Risk Improvement Committee Terms of 
Reference 

 

Financial Implications  
20. In November 2025, Council approved funding of $525,000 over a two-year period to 

support the Shire’s broader digital transformation and governance improvement 
programme through the Rapid Platform framework. 

21. The approved funding allocation included: 

• annual software licensing and platform costs; and 

• staged development and implementation of governance, compliance, operational 
and organisational systems. 

22. The programme funding has already been incorporated within the 2025/2026 adopted 
budget, with remaining forecast expenditure to be considered as part of the 2026/2027 
budget process. 

23. Year-to-date expenditure includes approximately: 

• $60,000 associated with annual licensing and platform costs; and 

• $55,000 associated with application development and system implementation 
works. 

 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising 
from adoption of the officer’s recommendation. 

Economic:  Improved organisational efficiency, reduced administrative 
duplication, enhanced reporting capability and stronger long-term 
governance and compliance management through centralised digital 
systems. 

Social:  Improved organisational transparency, accountability, governance 
oversight and accessibility of information to support informed 
decision-making and community confidence in local government 
operations. 

Risk Type:  Governance and Operational 

Risk Category:  Compliance and Information Management 
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Cause: Reliance on manual spreadsheets, disconnected reporting systems 
and inconsistent record management processes. 

Effect Reduced reporting visibility, governance oversight and organisational 
efficiency. 

Risk Treatment Implementation of centralised Rapid Platform digital governance and 
reporting systems. 

Further information 
24. Nil
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Attachment 1: Modules Under Development 

Area Modules Under Development 

Community 

CRM Case Management; Community Grants Management; Community 

Metrics Dashboard; Pool Attendance Register; Facility Hire Application 

Form 

Community & 

Regulatory 

Customer Request CRM; Environmental Health Register; Local Laws 

Management; Ranger Activity Logs; Waste Collection Schedules; Illegal 

Dumping Register; Animal Management Register; Media and Promotion 

Approval Workflow; Planning Application Register; Building Application 

Register; Septic Application Register; BSL Levy; Venue Hire Form; Food 

Licences Process; Complaints Management; Turf Maintenance 

Council Hub 

OCM Digital Agendas and Minutes; Audit and Risk Committee Workspace; 

Executive Task Register; Council Training Register; Primary and Annual 

Returns; Communications Agreement (Elected Members); Common Seal 

Register; Electronic Attendance Approval & Declaration Portal; Councillor 

Remuneration Payments 

Economic 

Development 

Strategic Project Register; Strategic Project Dashboard; Economic Data 

Repository; Investment Pipeline Tracker; Tourism Metrics Dashboard; 

Crime Dashboard 

Finance 

Budget Management Repository; Financial Reporting Library; Budget vs 

Actual Dashboard; Procurement Register; Contract Management & Expiry 

Alerts; Insurance Claims Register; FOI Register; Recordkeeping Plan 

Management; Grants Register and Acquittals; Purchasing Card Register; 

Gift & Benefits Register; Records Disposal Tracking; Procurement Spend 

Analytics; Rates; Housing Allowances (Electricity and Water) 

Governance & 

Compliance 

Integrated Planning and Reporting Library; Code of Conduct Register; 

Public Interest Disclosure Register; Delegations Register; Policy Register 

and Review Tracker; Strategic Risk Register; Annual Statutory Compliance 

Calendar; EM Complaints Handling; Annual Report Library; Legislative 

Obligations Reporting; Conflict of Interest Register; Annual Operational 

Planning; Records Management Review; Financial Delegations; 

Operational Risk Register; Strategic Risk Import 

Human Resources 

Hub 

Workforce and Establishment v1; Recruiting v1; Online Induction & 

Mandatory Training; Performance & Conduct; Learning and 

Development; Onboarding v1; WHS Incident Reporting; WHS Analytics 

12



    Audit and Risk Improvement Committee Minutes
 11 June 2026 

Area Modules Under Development 

Dashboard; Training Compliance Tracking; Staff Housing Register; 

Performance Review System; Probity Declaration Register; Workforce 

Analytics; Probation Assessment Program 

Infrastructure & 

Asset 

Management 

Asset Management Plans Repository; Capital Works Program; Capital 

Projects Dashboard; Maintenance Backlog Register; Fleet Management 

System; Vehicle Prestart Checklist 

Planning & 

Building Services 

Planning Scheme Repository; Development Application Register; 

Landholdings Register; Inspection Management System; Building 

Compliance Register; Asbestos Register; Building and Pool Safety 

Inspections 
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6.2 Business Continuity Plan and ICT Disaster recovery Plan 

 

Matters for Consideration  
1. The Committee is requested to review the Shire of Halls Creek new Business Continuity 

Plan and ICT Disaster Recovery Plan and consider the proposed governance and 
operational framework for business continuity and disaster recovery management across 
the organisation. 

 

(ARIC-2026/016) Committee Decision 
Mover: Deputy Shire President Raymond Simpson 
Seconder: Shire President Brenda Garstone 
  

That the Audit, Risk and Improvement Committee recommend to Council that it: 
 

1. receives the Business Continuity Plan and Information and Communication 
Technology Disaster Recovery Plan reports. 

2. endorses the Business Continuity Plan and Information and Communication 
Technology Disaster Recovery Plan for submission to Council for approval. 

 
 CARRIED UNOPPOSED (4/0) 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil 
 
 
Notes:  Nil 
 
 
 

Background 
2. The Shire is responsible for delivering a range of essential local government services, 

operational functions and statutory responsibilities across a remote and geographically 
dispersed region. As a result, the organisation remains exposed to operational risks 
associated with natural disasters, extreme weather events, cyber security incidents, 

Reporting Officer Director Governance and Sustainability  

Authorising Officers Chief Executive Officer 

Voting Recruitments Simple Majority 

Attachments Attachment 1 - Business Continuity Plan  
Attachment 2 - ICT Disaster Recovery Plan  
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infrastructure failure, telecommunications outages, workforce disruption and loss of 
critical information systems. 

3. The purpose of the Business Continuity Plan is to establish a structured framework to 
support the continuation and recovery of critical business operations during and following 
a significant disruption event. The Information and Communication Technology Disaster 
Recovery Plan specifically addresses the recovery of critical information technology 
systems, infrastructure, cloud environments and organisational data following an 
information technology related incident or system failure. 

4. The plans have been developed to support organisational resilience, minimise service 
disruption, clarify governance responsibilities and strengthen operational preparedness 
across the organisation. 
 

Comments 
5. Officers note that contemporary local government governance frameworks require 

organisations to maintain appropriate business continuity and disaster recovery 
arrangements capable of supporting operational resilience, information security and 
continuity of essential services. 

6. Officers note that the Shire has not maintained formal Business Continuity or Information 
and Communication Technology Disaster Recovery Plans for more than eight years, 
acknowledges that this was identified as a critical finding in previous audit reports, and 
recognises the development of these plans as a significant governance and organisational 
resilience initiative. 

7. The updated plans establish governance arrangements, incident response procedures, 
communication protocols, system recovery priorities and operational recovery processes 
relevant to the Shire’s current operating environment. 

8. The Information and Communication Technology Disaster Recovery Plan includes 
consideration of: 

(a) critical business systems and applications; 
(b) cloud and hosted service recovery arrangements; 
(c) system restoration priorities and recovery time objectives; 
(d) cyber security incident response processes; 
(e) data backup and restoration procedures; and 
(f) internal and external communication protocols during a disruption event. 

9. Officers note that business continuity and disaster recovery planning is an ongoing 
organisational process requiring periodic review, testing and continuous improvement to 
ensure plans remain operationally effective and aligned with evolving risks and 
organisational changes. 

10. The plans also support broader governance, audit, cyber security and risk management 
initiatives currently being progressed across the organisation. 
 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 
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Strategy:  Civic - 4.1.2  Consistent and impartial application of Council 
policies and provision of services 

 

Legislation and Policy   

Legislation:   Local Government Act 1995 
Local Government Amendment Act 2024 
Local Government (Financial Management) Regulations 

Policy:  Business Continuity Policy 

 

Financial Implications  
11. There are no immediate direct financial implications arising from the officer 

recommendation. Ongoing implementation, testing, cyber security improvements and 
disaster recovery capability enhancements may require future operational expenditure 
and resource allocation. 

 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising 
from adoption of the officer recommendation. 

Economic:  Improved organisational resilience and continuity planning reduces 
the potential financial impact associated with operational disruption, 
system failure and service interruption. 

Social:  Improved continuity planning supports the Shire’s ability to maintain 
critical services, communication and community support during 
emergency or disruption events. 

Risk Type:  Operational / Information Technology / Governance 

Risk Category:  Business Continuity and Disaster Recovery 

Cause:  Operational disruption, cyber incident, infrastructure failure, 
telecommunications outage or loss of critical business systems 

Effect Interruption to critical services, loss of operational capability, financial 
impact, reputational damage and inability to meet statutory 
obligations. 

Risk Treatment  Treat 

Implementation and ongoing review of the Business Continuity Plan and Information and 
Communication Technology Disaster Recovery Plan, including periodic testing, staff 
awareness and governance oversight. 

 

Further information 

12. Nil  
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DISCLAIMER 

This Business Continuity and Disaster Recovery Plan is an internal operational planning 
document prepared to support the Shire’s response to significant business disruption, 
emergency events, ICT failures, cyber incidents, and other disaster recovery situations. 

The Plan provides guidance only and does not limit the authority of the Chief Executive 
Officer, emergency services, statutory authorities, or other authorised agencies to make 
decisions or give directions during an incident. In the event of an emergency, all staff, 
contractors, elected members, and stakeholders must comply with lawful directions issued 
by emergency services and authorised officers. 

The actions, timeframes, contact details, procedures, and recovery arrangements contained 
in this Plan are subject to change depending on the nature, severity, location, and impact of 
the incident. The Shire accepts that recovery actions may need to be adapted in real time to 
protect life, property, essential services, records, ICT systems, and community wellbeing. 

This Plan should be read in conjunction with relevant legislation, emergency management 
arrangements, risk management documents, ICT procedures, records disaster recovery 
arrangements, insurance requirements, and any directions issued by State or Commonwealth 
agencies.  
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1 POLICY DETAILS 

Elected Members Policies| Corporate Services & Governance  

EMP-GOV-0015| Business Continuity Policy 

Strategic Context 

Strategic Link Policy Objective 

☑ United 
☑ Safe & Healthy 
☑ Beautiful & Respected 
☑ Prosperous & Equitable 

To ensure the Shire is appropriately prepared to respond to disruptive risk events 
and maintain or restore critical services with minimal disruption to the 
community, staff, operations and assets. 

1. Introduction 

The Shire of Halls Creek recognises the importance of maintaining critical services and 
operational capability during and following disruptive events. Effective business continuity 
planning strengthens organisational resilience, supports sound governance, protects 
community confidence, and minimises operational disruption. 

This Policy establishes the Shire’s commitment to maintaining a structured Business 
Continuity Management framework to prepare for, respond to, and recover from disruptive 
risk events. 

2. Purpose 

The purpose of this Policy is to: 

 establish the Shire’s commitment to business continuity planning and organisational 
resilience; 

 support the continuation and restoration of critical services during disruptive events; 

 minimise impacts on people, assets, information, infrastructure and service delivery; 

 ensure appropriate governance, accountability and preparedness arrangements are 
maintained; and 

 provide a framework for the development and maintenance of business continuity 
plans and supporting procedures. 

3. Policy Scope 

This Policy applies to all Shire of Halls Creek operations, employees, contractors, systems, 
facilities, and services across all directorates and operational areas. 

This Policy applies to all disruptive risk events that may impact the Shire’s ability to deliver 
critical services, including but not limited to: 

 information technology outages; 

 cyber security incidents; 

 infrastructure failures; 

 natural disasters; 

 workforce disruptions; 
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 utility interruptions; and 

 emergency or crisis events. 

 

4. Policy Statement  

The Shire of Halls Creek is committed to maintaining an effective Business Continuity 
Management framework that supports organisational resilience and enables the continuation 
or timely restoration of critical services during disruptive risk events. 

The Shire will: 

 identify and assess critical services and operational risks; 

 maintain appropriate business continuity and disaster recovery arrangements; 

 implement response and recovery procedures; 

 ensure staff awareness and organisational preparedness; 

 regularly review and test business continuity arrangements; and 

 align business continuity practices with recognised standards and good governance 
principles. 

5. Principles Underpinning the Policy  

Principle Name Principle Definition  

Organisational Resilience The Shire will maintain systems and processes that strengthen the ability to respond 
to and recover from disruptions. 

Risk Management Business continuity planning will be integrated with strategic and operational risk 
management processes. 

Service Continuity Critical services will be prioritised to minimise disruption to the community and 
stakeholders. 

Preparedness Staff, systems and resources will be appropriately prepared to respond to disruptive 
events. 

Continuous Improvement Business continuity arrangements will be regularly reviewed, tested and improved. 

Governance and Accountability Clear responsibilities and oversight will support effective implementation and 
management of business continuity arrangements. 

 

6. Definitions  

Term Meaning 

Business Continuity Management Processes and procedures that enable continuation and recovery of critical services 
during disruptive events. 

Critical Services Services identified as essential to maintain organisational operations and community 
outcomes. 

Disruptive Risk Event An event that significantly disrupts normal operations or service delivery. 
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Disaster Recovery The restoration of ICT systems, infrastructure, applications and data following a 
disruption. 

Emergency Management Immediate response activities undertaken to protect life, property and assets during 
emergencies. 

Crisis Management Coordinated management of significant incidents impacting the organisation. 

 

7. Policy Details 

7.1 Business Continuity Framework 

The Shire will maintain a Business Continuity Management framework that includes: 

 business continuity planning; 

 disaster recovery planning; 

 incident response arrangements; 

 communication protocols; 

 risk assessments and business impact analysis; and 

 testing and review processes. 

 

7.2 Risk and Business Impact Assessment 

The Shire will identify critical services, assess operational risks, determine acceptable outage 
periods, and establish appropriate response and recovery priorities. 

Risk registers and operational planning processes are to consider disruptive risk events and 
appropriate mitigation strategies. 

 

7.3 Training, Testing and Review 

The Shire will: 

 provide staff awareness and training; 

 undertake regular testing and exercising of plans; 

 review business continuity documentation periodically; and 

 update plans following testing, incidents or organisational changes. 

 

8. Accountability  

The Chief Executive Officer is responsible for ensuring the implementation and oversight of 
this Policy. 
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Directors and Managers are responsible for: 

 identifying critical services within their operational areas; 

 supporting business continuity planning and testing; 

 ensuring staff awareness; and 

 implementing response and recovery procedures where required. 

All employees are responsible for complying with business continuity procedures and 
participating in training and exercises as required. 

 

9. Related Documentation / Legislation  

Legislation Shire of Halls Creek Documentation 

a. Local Government Act 1995 
b. Work Health and Safety Act 2020 
c. State Emergency Management Framework 
d. AS/NZS 5050:2010 Business Continuity – Managing 

Disruption Related Risks 
e. ISO 22301 Business Continuity Management 

Systems 

a. Risk Management Framework 
b. Business Continuity Plan 
c. ICT Disaster Recovery Plan 
d. Emergency Management Arrangements  

 

10. Policy Review 

This Policy will be reviewed every two years, or earlier where legislative, operational or 
organisational changes require amendment. 

11. Document Control 

Relevant delegations Nil 

Risk Evaluation High 

Council adoption TBA Resolution TBC 

Reviewed TBA 

Next review due TBA 

2 KEY CONTACT SHEET 
Person Position Mobile Number Responsibilities incident 

Response (IR) Team Leader 

Susan Leonard Chief Executive Officers 0438 994 932 IR Team Leader 

Brenda Garstone Shire President  IR Team Member 

Raymond Simpson Deputy Shire President  IR Team Member 

Christine George Director Community 
Development 

0472 870 851 IR Team Member 

Vacant  Director Infrastructure 
Servicers 

 IR Team Member 

Lui Young  Operations Officer - 
Infrastructure Servicers 

0459 541 740 IR Team Member 
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3 INTRODUCTION 

3.1 Overview 
A disaster or disruptive event is any occurrence that significantly impacts the ability of the 
Shire of Halls Creek (the Shire) to deliver its normal services to the community. This may 
include natural hazards, infrastructure failure, human-caused incidents, or technology-
related disruptions. 

This Business Continuity and Disaster Recovery Plan (the Plan) will provide a structured 
approach to ensure the Shire can continue delivering critical services at an acceptable level 
during, and in the aftermath of, a disruption. It establishes the framework for preparedness, 
response, and recovery to minimise operational, financial, and reputational impacts. 

The Shire operates in a remote environment where service delivery is particularly vulnerable 
to external factors. Events such as flooding, bushfires, cyclones, extreme weather, 
infrastructure outages, vandalism, workforce disruption, and cyber incidents have the 
potential to significantly affect operations. This plan identifies these risks and outlines 
practical measures to reduce their impact, support timely recovery, and maintain continuity 
of essential services to the community. 

3.2 Objectives 

The objective of this plan is to provide a structured and coordinated framework that enables 
the Shire to effectively respond to and recover from disruptions, ensuring the continuity of 
essential services in a remote operating environment. 

Specifically, this plan aims to: 

 ensure the safety and wellbeing of staff, elected members and the community during 
and following a disruptive event;  

 maintain the delivery of critical local government services across the district at an 
acceptable level;  

 support the timely and prioritised restoration of operational capability;  

 protect and preserve critical records, information systems and infrastructure assets; 
and  

 maintain legislative compliance and continuity of governance and decision-making 
functions.  

This plan supports the Shire’s broader risk management and governance framework and 
aligns with the anticipated outcomes of the Strategic Community Plan, taking into account 
the operational complexities and constraints associated with remote service delivery. 

3.3 Availability of the Plan 

This plan will be maintained as a controlled document and made accessible to relevant staff, 
executive management and key decision-makers to ensure an effective and timely response 
to any disruption. 

The Plan will be stored in secure electronic locations, including the Shire’s document 
management system and designated shared drives, with appropriate access controls in place. 
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A current version will also be available to the Chief Executive Officer and Directors to support 
immediate activation where required. 

To support operational readiness, key components of the Plan, including contact lists and 
response procedures, may be made available in alternative formats or offline where 
necessary, recognising the potential for system outages in a disruption scenario. 

Access to the Plan will be managed to ensure it is readily available to those responsible for 
implementation, while maintaining the integrity and security of sensitive information. Regular 
reviews and updates will ensure the Plan remains current and fit-for-purpose. 

3.4 The Relationship between Business Continuity Plan and Disaster Recovery 
Business continuity planning and disaster recovery are complementary components of the 
Plan, working together to ensure the Shire can effectively respond to and recover from 
disruptions. 

Business continuity planning focuses on maintaining the delivery of critical services during a 
disruption. It addresses the continuity of people, processes and service delivery functions, 
ensuring that essential operations can continue at an acceptable level. 

Disaster recovery, by contrast, focuses on the restoration of systems, infrastructure and 
technology following a disruption. This includes the recovery of information and 
communication technology (ICT) systems, data, and critical assets required to support 
business operations. 

It is acknowledged that elements of disaster response and broader community recovery may 
fall within the remit of the Local Emergency Management Committee and other external 
agencies under emergency management arrangements. While there is natural overlap, 
particularly during significant events, the Plan is specifically focused on the Shire’s internal 
organisational continuity and recovery. 

Accordingly, this plan is concerned with ensuring the Shire can continue to operate, support 
the community, and restore its own services and functions, while working in coordination 
with the Local Emergency Management Committee and other stakeholders where required. 

Together, business continuity planning and disaster recovery provide a coordinated 
framework that enables the Shire to manage internal response, sustain critical services, and 
restore full operational capability in a structured and prioritised manner. 

3.5 The Governance Framework for Information and Communication Technology Business 
Continuity and Disaster Recovery 

Information and Communication Technology (ICT) is a critical enabler of the Shire’s 
operations, supporting service delivery, communications, governance, financial management, 
recordkeeping and operational continuity. Effective ICT Business Continuity and Disaster 
Recovery governance is therefore essential to ensure systems, data and critical infrastructure 
remain secure, resilient and recoverable during and following a disruption. 

Under this Plan, ICT governance is supported through clearly defined roles, responsibilities, 
controls and recovery arrangements that align with the Shire’s broader governance, risk 
management, information management and business continuity frameworks. Strategic 
oversight is provided by the Chief Executive Officer and Executive Management Team, while 
operational responsibility for ICT continuity, recovery coordination and system restoration 
rests with the relevant Director, ICT function and engaged Service Providers (contractors etc). 
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The framework establishes the governance arrangements for the protection, recovery and 
restoration of critical ICT systems and services, including: 

 cloud-based and on-premises systems; 
 network and telecommunications infrastructure; 
 data backup and recovery processes; 
 cyber security incident response; 
 system redundancy and failover arrangements; and 
 recovery prioritisation based on operational criticality. 

The governance framework also incorporates key recovery metrics, including: 

 Recovery Point Objective (RPO) – the maximum acceptable amount of data loss 
measured in time; 

 Recovery Time Objective (RTO) – the target timeframe for restoring systems and 
services following a disruption; and 

 Maximum Tolerable Period of Disruption (MTPD) – the maximum duration critical 
business functions can remain unavailable before significant operational 
consequences occur. 

These measures support prioritised recovery planning, investment decisions, system 
resilience and service restoration activities across all ICT environments. 

Recognising the Shire’s remote operating environment and reliance on external connectivity 
and service providers, the framework places particular emphasis on: 

 clear contractual obligations and service level expectations with ICT providers; 
 regular backup testing and validation processes; 
 secure data storage and cyber security controls; 
 integration between ICT disaster recovery and broader business continuity 

arrangements; 
 alternative communication and connectivity options; and 
 continuous review, testing and improvement of recovery procedures. 

This governance framework ensures the Shire can respond to ICT disruptions in a 
coordinated, controlled and timely manner, minimising operational impacts while supporting 
the continued delivery of critical local government services to the community. 

3.6 Scope of Recovery 
The Plan is designed to address disruptions impacting the Shire’s operational capability, with 
a primary focus on the recovery of critical ICT systems and telecommunication services that 
support core business functions. 

This includes systems and infrastructure essential to service delivery, governance, financial 
management, communication, and recordkeeping. The scope extends across all ICT 
environments, including cloud-based platforms, hosted systems, and on-premises 
infrastructure, as well as network connectivity and telecommunication services critical to a 
remote operating environment. 

While the Plan recognises the broader impacts of disruptive events, its primary focus is the 
restoration of the Shire’s internal systems and operational capability. It does not replace 
broader emergency management arrangements but operates alongside them to ensure the 

27



Business Continuity and Disaster 
Recovery Plan 2026 

 

Shire can continue to function, support the community, and progressively return to normal 
operations following a disruption. 

4 BUSINESS CONTINUITY APPROACH OVERVIEW 

4.1 Business Continuity Scenarios 
Business continuity scenarios are used to anticipate and plan for events that may disrupt the 
Shire’s ability to deliver services. These scenarios are not exhaustive but represent credible 
risks relevant to the Shire’s operating environment, particularly in a remote context. 

Key scenarios include: 

 Natural hazards: flooding, cyclones, bushfires and extreme weather events impacting 
infrastructure, access and service delivery  

 Infrastructure and utility failures: power outages, water supply disruptions, fuel 
shortages or failure of critical plant and equipment  

 ICT and telecommunications disruptions: system outages, cyber incidents, loss of 
connectivity or failure of critical software platforms  

 Workforce disruption: unavailability of staff due to illness, unwillingness to reside in 
remote areas, emergency events, or access constraints  

 Facility loss or inaccessibility: damage to or loss of key buildings, depots or 
operational sites  

 Security incidents: vandalism, theft or unauthorised access to systems or facilities.  

These scenarios inform planning assumptions, response strategies and recovery priorities 
under the Plan, ensuring the Shire is prepared to respond in a coordinated and effective 
manner. 

The table below identifies typical Business Continuity scenarios and the Shire’s approach for 
activating this plan, associated communications and return to business as usual. 

Event Example 
Circumstances 

Activation 
Timeframe 

Notify 

Natural Hazards / 
Disasters 

 Flooding / road 
isolation (Tanami / 
Great Northern 
Highway)  

 Bushfires impacting 
assets or townsite  

 Cyclones / severe 
storms  

 Extreme heat events 
affecting 
infrastructure or 
workforce 

Activated 
immediately upon 
confirmation of 
significant impact 
or threat to 
operations 

 All Staff  
 Public (as 

required)  
 Emergency 

Services  
 Local Emergency 

Management 
Committee 
(LEMC) 

Power and Utility 
Failure 

 Extended power 
outage  

 Water supply 
disruption  

Activated where 
disruption exceeds 
4 hours or is 

 All Staff  
 Utility Providers  
 ICT Support  
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 Fuel shortages 
impacting plant or 
generators  

 Failure of critical 
infrastructure (e.g. 
sewer, bore systems) 

expected to impact 
critical services 

 Contractors / 
Mechanics (as 
required) 

ICT and 
Telecommunication 
Failure 

 Network outage / 
loss of internet 
connectivity  

 Server or system 
failure  

 Inability to access 
core business 
systems (finance, 
records, email)  

 Mobile or radio 
communication 
outages 

Activated where 
systems cannot be 
restored within 4 
hours or where 
critical systems are 
unavailable 

 All Staff  
 ICT Support 

/Service Provider  
 Application 

Vendors  
 Public (CEO 

decision) 

Cyber Security 
Incident 

 Ransomware or 
malware attack  

 Data breach or 
unauthorised access  

 System compromise 
impacting availability 
or integrity of data 

Activated 
immediately upon 
detection or 
suspicion of a 
cyber incident 

 All Staff  
 ICT Support / 

Providers  
 Application 

Vendors  
 Australian Cyber 

Security Centre 
(ACSC)  

 Office of the 
Australian 
Information 
Commissioner 
(OAIC)  

 Cyber Insurer  
 Police 

Workforce 
Disruption 

 Staff shortages due 
to illness, emergency 
or inability to access 
site  

 Critical staff 
unavailable (e.g. 
single point of failure 
roles)  

 Industrial action or 
accommodation 
issues 

Activated where 
critical service 
delivery is 
impacted or at risk 

 Executive 
Management 
Team  

 All Staff  
 Contractors / 

Support Services 
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Facility Loss or 
Inaccessibility 

 Damage to Shire 
offices, depot or 
critical buildings  

 Restricted access 
due to emergency 
event or safety 
concerns  

 Loss of 
accommodation 
impacting workforce 
availability 

Activated 
immediately where 
facilities are unsafe 
or unusable 

 All Staff  
 Emergency 

Services  
 Contractors / 

Insurers  
 Public (as 

required) 

Human Error / 
Operational Failure 

 Accidental data loss  
 Incorrect system 

configuration  
 Damage to 

infrastructure or 
assets due to error 

Activated 
immediately upon 
identification of 
significant impact 

 Relevant Staff  
 ICT Support / 

Vendors  
 Executive 

Management (as 
required) 

Other Critical 
Incidents 

 Any event 
determined by the 
CEO or Executive 
Management to 
significantly disrupt 
operations  

 Community or 
regional incidents 
impacting Shire 
capability 

Activated as soon 
as the incident is 
assessed as critical 

 All Staff  
 Relevant 

Stakeholders 
 External Agencies 

(as required) 

 

4.2 Evacuation Procedures 
Relevant evacuation procedures and plans are developed, implemented, and regularly 
reviewed in accordance with the Shire’s Work Health and Safety (WHS) requirements and 
procedures. These procedures are clearly displayed at all Shire facilities and are supported 
through regular training and evacuation drills to ensure staff are familiar with their roles and 
responsibilities in an emergency. 

4.3 Emergency Kit 
If a Shire facility becomes unsafe, inaccessible, or unserviceable, and operations are required 
to be relocated to an alternate site, a designated emergency kit will be maintained to support 
the immediate continuation of critical functions. 

The emergency kit is to be securely stored in a known and accessible location and must be 
capable of being quickly retrieved and transported by authorised personnel during an 
evacuation or disruption. 

The emergency kit will include, but is not limited to, the following: 

Documents: 

 A current copy of the Plan, including key contact lists  

30



Business Continuity and Disaster 
Recovery Plan 2026 

 

 Building and site plans, including the location of essential services (power, water, gas 
shut-offs)  

 Evacuation procedures and assembly point details  

 Critical records required to support manual operations (e.g. financial transactions, 
contractor details, banking information where appropriate)  

 Instructions for the diversion or redirection of telecommunication services  

 Official stationery, common seals and other governance documentation as required. 

Equipment: 

 Spare keys, access cards and relevant security access information  

 Communication materials (message pads, notebooks, flip charts)  

 Marker pens and signage materials for temporary directions or notices  

 General stationery (pens, paper and related supplies). 

The contents of the emergency kit are to be reviewed regularly to ensure accuracy, currency 
and operational readiness, and responsibilities for its maintenance and accessibility are to be 
clearly assigned. 

4.4 Communication Plan 
Effective communication is critical to ensuring a coordinated and controlled response during 
a disruption. Clear, timely and accurate communication supports decision-making, maintains 
service continuity, and preserves public confidence in the Shire. 

The Plan establishes a structured approach to both internal and external communications 
during an incident, ensuring all relevant stakeholders are informed, aligned and able to 
respond appropriately. 

Objectives 

The communication approach under the Plan is designed to: 

1. ensure staff, elected members, contractors/service providers, stakeholders and the 
community are informed of the incident, its impacts and recovery actions;  

2. support informed and timely decision-making by the Incident Management and 
Recovery Team;  

3. provide accurate, consistent and transparent information to maintain trust and 
confidence; and  

4. minimise disruption by reducing misinformation, confusion and uncertainty during an 
incident. 

Strategies for Delivering Information 

1. Communication Frequency 
Communication frequency will be determined by the Incident Management and Recovery 
Team based on the nature, severity and duration of the incident. Updates will be provided at 
intervals appropriate to the situation, with more frequent communication during critical or 
rapidly evolving events. 
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2. Communication Channels 
The Shire will utilise a range of communication channels to ensure information is 
disseminated effectively: 

 Primary channels: email and telephone communication  

 Public information: Shire website and official social media platforms (e.g. Facebook)  

 Alternative methods: direct phone calls, SMS messaging, radio or in-person 
communication where primary systems are unavailable.  

Where operational, the Shire’s Facebook page will serve as the central source of truth for 
public updates and service status information. 

3. Roles and Responsibilities 
Clear accountability for communications will be maintained to ensure consistency and 
control: 

 Internal communications: coordinated by the Chief Executive Officer (or delegated 
officer)  

 External communications: managed and authorised by the Chief Executive Officer or 
Shire President 

 Operational updates: provided by relevant Directors to support accurate and timely 
messaging     

No unauthorised staff are to comment on social media, provide public statements, or engage 
with the media during an incident. This includes personal social media accounts. Staff must 
not comment on, share, or respond to official Shire posts in a way that could be interpreted 
as representing the organisation or providing operational updates. All public communications 
must be authorised and coordinated through the Chief Executive Officer or delegated officer 
to ensure accuracy, consistency and appropriate governance. 

This communication plan ensures that information is delivered in a consistent, controlled and 
effective manner, supporting both operational response and community confidence 
throughout the disruption and recovery process. 

4.5 Return to Business as Usual  
As systems, infrastructure and services are progressively restored, the Shire will transition 
from continuity or recovery arrangements back to standard business as usual operations in a 
controlled and structured manner. 

This process includes the deactivation of temporary workarounds, restoration of normal 
processes and controls, and validation that systems and services are operating effectively and 
securely. Care must be taken to ensure that any interim measures implemented during the 
disruption do not introduce ongoing risks or inefficiencies. 

Prior to full transition to business as usual, the Shire will confirm that: 

 critical systems and services are stable and fully functional  

 data integrity has been verified and restored where required  

 staff have resumed normal roles and responsibilities  

 any temporary controls or manual processes have been appropriately closed out.  
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Following the return to business as usual, a post-incident review will be undertaken to 
identify the root cause of the disruption, assess the effectiveness of the response, and 
implement corrective actions to reduce the likelihood of recurrence. Lessons learned will be 
incorporated into updates to the Plan and associated procedures to support continuous 
improvement. 

5 INCIDENT MANAGEMENT 

5.1 Roles And Responsibilities 
In the event of a significant disruption, the Shire will convene an Incident Management and 
Recovery Team. The Incident Management and Recovery Team is responsible for assessing 
the nature and severity of the incident, determining whether activation of the Plan is 
required, and coordinating the Shire’s response and recovery activities. 

The Incident Management and Recovery Team provides leadership, direction and oversight 
to ensure a structured and effective response, with clearly defined roles and responsibilities 
as outlined below. 

Incident Management and Recovery Team 

Role Responsibility 

Shire President  Authorise emergency expenditure in accordance with 
delegated authority  

 Support and endorse external communications as required  
 Represent the Council in a governance capacity  

Recovery Team Leader 
Chief Executive Officer 
 
Express Power or Duty 
Delegated: 
Local Government Act 
1995 – s.9.10(2) 
(Appointment of 
authorised persons) 

 Provide overall leadership and strategic direction during the 
incident and recovery process  

 Determine activation of the Plan and oversee its 
implementation.  

 Act as primary point of contact for recovery activities  
 Lead external stakeholder engagement and act as official 

spokesperson  
 Determine when it is appropriate to return to normal 

operations  
 Oversee post-incident review and reporting 
 Delegation Register 1.3.9 

Recovery Coordinator 
Director (or delegated 
officer) 

 Coordinate operational response across departments  
 Lead internal communications to staff  
 Ensure alignment and prioritisation of recovery activities  
 Monitor progress and escalate issues to the CEO  
 Identify lessons learned and support continuous 

improvement 

Administration Support 
Executive Assistant and 
Principal Communications 
Officer to the CEO 

 Record Incident Management and Recovery Team meetings, 
decisions and actions  

 Coordinate logistics, meetings and communications  
 Assist with engagement of contractors and external parties  
 Support documentation and tracking of recovery actions 
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ICT Recovery   
ICT Service Provider / 
Internal ICT Function 

 Restore ICT systems, infrastructure and connectivity  
 Re-establish critical applications, servers and network 

services  
 Coordinate with software vendors and service providers  
 Implement data recovery processes and validate system 

integrity  
 Support cyber incident response and evidence collection 

where required 

Network Services 
Recovery  
Internet and 
Telecommunications 
Providers 

 Restore voice and data network services  
 Re-establish connectivity to critical systems and recovery 

environments  
 Support continuity of communications infrastructure 

 

5.2 Incident Management Response Process 
The following information outlines the Shire Incident Management Response Process. While 
not all incidents will constitute a disaster, this process is to be applied to any event that 
significantly impacts, or has the potential to impact, service delivery. 

The process provides a structured and consistent approach to managing incidents, ensuring 
timely escalation, coordinated response, and effective recovery. It is designed to support the 
Incident Management and Recovery Team in making informed decisions and minimising 
disruption to operations. 

The incident management process generally follows the phases below: 

 Detection and Notification: identification of an incident and prompt escalation to the 
appropriate personnel for assessment  

 Assessment and Activation: evaluation of the severity and impact of the incident, and 
determination of whether to activate the Plan and convene the Incident Management 
and Recovery Team  

 Response and Containment: implementation of immediate actions to stabilise the 
situation, protect people and assets, and prevent further impact  

 Recovery: restoration of critical systems, services and operational capability in a 
prioritised manner  

 Return to Business as Usual: transition from recovery arrangements back to normal 
operations once stability is confirmed  

 Review and Improvement: post-incident evaluation to identify root causes, lessons 
learned and required improvements to strengthen future response.  

Each phase includes defined actions and responsibilities, ensuring a coordinated and 
effective response from initial detection through to recovery and continuous improvement. 

Step 1 – Detection and Initial Assessment 

Once an incident has been identified, an initial assessment must be undertaken to determine 
the nature, scope and severity of the event, and whether it constitutes a disruption requiring 
activation of the Plan. 
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This assessment will inform whether the Incident Management and Recovery Team is to be 
convened. Consideration should be given to the impact on service delivery, safety, 
infrastructure, ICT systems, and governance functions. 

Where the incident involves, or is suspected to involve, a cyber security breach, data loss, or 
unauthorised access to information, early escalation is critical. This may require notification 
to relevant external authorities, including national cyber security agencies, regulators, law 
enforcement, and insurers. Early identification also ensures appropriate evidence is 
preserved to support investigation, compliance obligations, and insurance claims. 

Key External Contacts 

Organisation Contact Number Notes 

Australian Cyber Security Centre 
(ACSC) 

1300 CYBER1 
(1300 292 371) Available 24/7 

Office of the Australian Information 
Commissioner (OAIC) 1300 363 992 

Monday to Thursday, 10:00am – 
4:00pm (AEST/AEDT) 

WA Police (08) 9168 9777 or 
131 444 

Mon–Fri, 8:00am – 4:00pm 
Anytime 

Insurance (LGIS WA) (08) 9483 8888 Claims and incident notification 

Appropriate records must be maintained from the outset of the incident, including actions 
taken, decisions made, and any supporting evidence. This ensures compliance with legislative 
requirements and supports effective recovery and review. 

Step 2 – Assessment and Activation 

Following initial assessment, the incident must be formally evaluated to determine its 
severity, potential escalation, and impact on the Shire’s operations. This includes 
consideration of risks to safety, service delivery, infrastructure, ICT systems, and governance 
functions. 

Where the incident is assessed as significant, the Chief Executive Officer (or delegated 
officer) will determine whether to activate the Plan and convene the Incident Management 
and Recovery Team. 

Key actions include: 

 confirming incident classification and impact level  

 activating the Incident Management and Recovery Team and assigning roles and 
responsibilities  

 establishing initial priorities and response objectives  

 determining communication requirements (internal and external)  

 identifying immediate resource requirements.  

 

Level Description Impact Indicators Examples IMRT 
Activation 
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Level 1 – 
Minor 

Localised 
incident with 
minimal 
impact on 
operations 

 No impact to critical 
services 

 Easily managed 
within team  

 No safety risk  
 Short duration (< 2 

hours) 

 Minor system 
glitch 

 Small equipment 
failure  

 Localised power 
interruption 

Not required 

Level 2 – 
Moderate 

Disruption 
impacting a 
service area 
but 
manageable 
without full 
activation 

 Limited service 
disruption  

 Minimal safety risk  
 Short-term 

workaround available  
 Duration 2–8 hours 

 ICT outage 
affecting one 
system  

 Partial facility 
closure  

 Staff shortage 
impacting service 
delivery 

Consider 
partial 
activation 
(Director 
level) 

Level 3 – 
Major 

Significant 
disruption 
impacting 
multiple 
services or 
requiring 
coordinated 
response 

 Multiple services 
affected  

 Potential safety risk  
 No immediate 

workaround  
 Duration > 8 hours  
 Reputational risk 

emerging 

 Extended ICT 
outage  

 Major plant or 
infrastructure 
failure 

 Facility 
inaccessible 

 Localised 
flooding 

IMRT 
activation 
required 
(Director 
level) 

Level 4 – 
Severe / 
Disaster 

Critical event 
with 
widespread 
impact 
requiring full 
organisational 
response 

 Critical services 
unavailable  

 High safety risk to 
staff/community  

 Significant 
infrastructure or ICT 
failure  

 Prolonged disruption 
(>24 hours)  

 External agency 
involvement required 

 Cyclone / major 
flood event  

 Cyber attack / 
ransomware  

 Complete 
network outage  

 Evacuation of 
facilities 

Full IMRT 
activation 
(CEO led) 

 

Step 3 – Response and Containment 

Once activated, the Incident Management and Recovery Team will implement immediate 
actions to stabilise the situation and prevent further impact. 

The focus during this phase is on protecting people, securing assets, and containing the 
disruption. 

Key actions include: 

 ensuring the safety and wellbeing of staff, elected members and the public  

 implementing containment measures to limit damage or escalation  
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 maintaining critical services where possible through alternative arrangements  

 coordinating internal and external resources  

 providing regular situation updates to relevant stakeholders  

All actions and decisions must be documented throughout this phase. 

Step 4 – Recovery 

The recovery phase focuses on restoring systems, services and operational capability in a 
controlled and prioritised manner. 

Recovery priorities should align with critical service requirements and established ICT 
recovery objectives. 

Key actions include: 

 restoring ICT systems, data and telecommunications services  

 re-establishing access to facilities and operational sites  

 validating system functionality and data integrity  

 coordinating contractors, service providers and external agencies  

 progressively reinstating full service delivery.  

Recovery activities should be monitored and adjusted based on progress and emerging 
issues. 

Step 5 – Return to Business as Usual  

Once systems and services are stable, the Shire will transition from recovery arrangements 
back to normal operations. 

This includes removing temporary measures and reinstating standard processes and controls. 

Key actions include: 

 confirming systems and services are fully operational and stable  

 verifying data integrity and completeness  

 standing down the Incident Management and Recovery Team where appropriate  

 returning staff to normal roles and locations  

 closing out temporary arrangements and controls.  

The Chief Executive Officer will determine when the transition to business as usual is 
complete. 

Step 6 – Review and Improvement 

Following the incident, a structured post-incident review will be undertaken to evaluate the 
effectiveness of the response and identify opportunities for improvement. 

Key actions include: 

 analysing the root cause of the incident  

 assessing the effectiveness of response and recovery actions  

 identifying lessons learned and areas for improvement  
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 updating the Plan, procedures and controls as required  

 reporting outcomes to Executive and, where appropriate, Council or the Audit, Risk 
and Improvement Committee.  

This phase ensures continuous improvement and strengthens the Shire’s resilience to future 
incidents. 

6 KEY RISK SITUATIONS & MITIGATIONS 

6.1 Loss of the Shire Administration Centre, Civic Hall and Recreational Facilities 
This scenario involves the partial or total loss of access to the Shire’s primary 
administrative buildings and key community infrastructure due to events such as fire, 
severe weather, structural failure, or other major incidents. The loss of these facilities 
would significantly disrupt core business operations, including governance, customer 
service delivery, records access, and staff coordination, as well as the Shire’s capacity to 
host Council meetings and community events. It would also impact recreational 
services and community wellbeing, requiring the activation of alternative facilities, 
remote working arrangements, and contingency service delivery measures to maintain 
critical functions. 

6.1.1 Task 1 - Immediate Response 

Recovery 
Criteria 

Details 

Time Objective Immediate – within 24 hours 

Locations Facilities Primary: Shire Administration Centre, Civic Hall, 
Recreation  

Facilities Secondary: Identified temporary sites (if accessible) 

Resource 
Requirements 

Mobile phones, emergency kit, staff contact lists, personal 
protective equipment (if required) 

 

Procedure 

Undertake the 
following 
steps: 

a) Evacuate all affected facilities and account for all personnel. 
 
b) Contact emergency services and WA Police. 
 
c) Identify injuries and provide assistance. 
 
d) Undertake initial assessment of damage and immediate risks. 
 
e) Activate the Plan and convene the Incident Management and Recovery Team
 
f) Coordinate communications (website/social media) regarding 
facility closure. 
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g) Determine timeframe and approach for relocation to recovery 
 arrangements. 

 

Considerations If all facilities are compromised, executive and critical staff will 
immediately transition to remote working arrangements (work 
from home). 

 

Coordination with LEMC and emergency services may be required. 

Ensure early notification to insurers (LGIS) and relevant authorities. 
 

 

6.1.2 Task 2 - Commence operations from Disaster Recovery Site 

Recovery 
Criteria 

Details 

Time Objective Immediate – within 72 hours 

Locations Disaster Recovery Site (to be determined by CEO) 

Remote operations (Executive and critical staff) 

Resource 
Requirements 

ICT systems (laptops, connectivity), mobile phones, temporary 
workspaces, essential staff 

 

Procedure 

Undertake the 
following Steps: 

a. Establish recovery operations: 
i. Activate Disaster Recovery Site or remote working 

arrangements. 
ii. Set up temporary workspaces using available facilities or 

partner locations. 
iii. Deploy ICT equipment or procure replacement devices if 

required. 
iv. Restore communications (phones, internet, email access). 
v. Redirect phone lines and establish customer contact 

points. 
vi. Prioritise critical service delivery and allocate staff 

accordingly. 
vii. Liaise with ICT providers and vendors to restore systems 

and data. 
viii. Identify critical assets for immediate replacement or 

recovery. 
b. Assess damage and salvage: 

i. Identify salvageable equipment, records and assets. 
ii. Coordinate safe recovery of materials where possible. 

c. Coordinate governance and communications: 
i. CEO to manage external communications. 
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ii. Coordinate Incident Management and Recovery Team meetings 
and decision-making. 

iii. Approve urgent procurement and recovery expenditure. 
iv. Notify insurers and relevant stakeholders. 

Considerations Remote operations may be primary mode if physical facilities are 
unavailable. 

Ensure ICT resilience and connectivity for remote workforce. 

Maintain clear communication with community regarding service 
availability. 

 

6.1.3 Task 3 - Assess damage and prepare medium-term Recovery Plans 

Recovery 
Criteria 

Details 

Time Objective Within 4 weeks 

Locations Disaster Recovery Site / Remote operations 

Resource 
Requirements 

ICT contractors, engineers, insurers, temporary infrastructure, 
contractors 
 

 

Procedure 

Undertake the 
following Steps: 

a. Stabilise medium-term operations: 
v. Restore data to pre-incident state (where applicable). 
vi. Re-establish records and operational systems. 
vii. Identify and procure required infrastructure for ongoing 

operations. 
viii. Establish temporary office accommodation (e.g. 

demountables if required). 
b. Undertake detailed damage assessment: 

ix. Engage specialists to assess buildings and infrastructure. 
x. Determine repair, rebuild or replacement requirements. 
xi. Prepare recommendations for Council consideration. 

c. Coordination and oversight: 
xii. Continue Incident Management and Recovery Team 

coordination and monitoring. 
xiii. Maintain stakeholder and community communication. 
xiv. Develop medium-term operational plan (6–12 months). 

Considerations Balance cost, timing and service continuity in recovery decisions. 

Maintain governance oversight through Executive and ARIC where 
required. 
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6.1.4 Task 4 - Long-term Recovery Plan and Relocation to permanent Shire office 
building 

Recovery 
Criteria 

Details 

Time Objective Commences after initial 4 weeks  
Target: full restoration within 12 months (subject to scope and 
funding) 

Resource 
Requirements 

Project management, contractors, architects, engineers, ICT 
providers, capital funding 

 

 

Procedure 

Undertake the 
following steps: 

a. Strategic recovery and rebuild: 
i. Determine long-term location and operational 

requirements. 
ii. Undertake design, planning and approvals process. 
iii. Procure contractors and commence construction or 

refurbishment. 
iv. Oversee delivery, commissioning and fit-out of new 

facilities. 
b. Transition to permanent operations: 

v. Relocate staff and services to new premises. 
vi. Decommission temporary sites and arrangements. 
vii. Validate full operational capability. 

c. Governance and reporting: 
viii. a) Provide regular updates to Council. 

ix. b) Finalise insurance and financial acquittals. 
x. c) Conduct post-incident review and incorporate lessons 

learned. 
Considerations Opportunity to improve resilience and design (future-proofing). 

Align rebuild with anticipated strategic community planning 
outcomes. 

 

6.2 Loss of the Shire Administration Centre 
This scenario addresses the loss or inaccessibility of the Administration Centre only, with 
other Shire facilities (e.g. depot, civic hall, recreation facilities) potentially remaining 
operational. The focus is on maintaining governance, customer service, and administrative 
functions. 

6.2.1 Task 1 - Immediate Response 

Recovery 
Criteria Details 

Time Objective Immediate – within 24 hours 
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Locations 
Primary Facility: Administration Centre (impacted)  

Secondary Facility: Other Shire facilities (Depot, Civic Hall, etc.) 

Resource 
Requirements 

Mobile phones, emergency kit, staff contact lists 

 

Procedure 

Undertake the 
following steps: 

a. Evacuate the Administration Centre and account for all 
personnel. 

b. Secure the site and prevent unauthorised access. 
c. Contact emergency services and WA Police if required. 
d. Identify injuries and provide assistance. 
e. Undertake initial damage and risk assessment. 
f. Activate the Plan and convene the Incident Management and 

Recovery Team. 
g. Notify staff and implement initial communication protocols. 
h. Advise the public of disruption to Administration Centre 

services. 

Considerations Civic Hall and Recreation Centre facilities may continue operating 
and support recovery. 

Executive may relocate to alternative Shire sites or operate 
remotely if required. 

 

6.2.2 Task 2 - Commence operations from Disaster Recovery Site  

Recovery 
Criteria 

Details 

Time Objective Within 72 hours 

Locations Secondary Shire facilities (Depot, Civic Hall) or temporary site. 
Remote working arrangements where required. 

Resource 
Requirements 

ICT systems (laptops, connectivity), phones, office furniture, 
essential staff 

 

Procedure 

Undertake the 
following steps: 

a. Establish temporary administration operations: 
i. Relocate key staff to alternative Shire facilities or 

temporary site. 
ii. Implement remote working arrangements for 

administrative functions where feasible. 
iii. Set up temporary customer service point. 
iv. Restore ICT access, systems and communications. 
v. Redirect phones and update contact points. 
vi. Prioritise critical administrative and governance functions. 
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vii. Liaise with ICT providers and vendors for system 
restoration. 

b. Coordinate communications and governance: 
viii. CEO to manage external communications. 

ix. Maintain IMRT coordination and decision-making. 
x. Notify insurers and relevant stakeholders. 

 
Considerations Ensure continuity of governance functions (Council, finance, 

records). 
Maintain visibility to the community for customer service access. 

 

6.2.3 Task 3 - Assess damage and prepare medium-term Recovery Plans  

Recovery 
Criteria 

Details 

Time Objective Within 4 weeks 

Locations Temporary site / alternative Shire facilities 

Resource 
Requirements 

ICT contractors, building assessors, insurers, temporary 
infrastructure 

 

Procedure 

Undertake the 
following steps: 

a. Stabilise operations: 
i. Restore and validate data and records. 
ii. Re-establish full administrative capability at temporary 

location. 
iii. Identify additional infrastructure or workspace 

requirements. 
b. Undertake detailed assessment: 

iv. Assess structural integrity and damage to Administration 
Centre. 

v. Determine repair or rebuild requirements. 
vi. Prepare recommendations for Council. 

c. Coordination and planning: 
vii. a) Continue Incident Management and Recovery Team oversight. 
viii. b) Maintain stakeholder communication. 

ix. c) Develop medium-term operating plan (6–12 months). 
Considerations Ensure compliance with recordkeeping and governance 

obligations. 

Maintain operational separation between recovery and business 
as usual where required. 
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6.2.4 Task 4 - Long-term Recovery Plan and Relocation to permanent Shire office 
building  

Recovery 
Criteria 

Details 

Time Objective Commences after 4 weeks  
Target: restoration within 12 months (subject to scope) 

Resource 
Requirements 

Project management, contractors, architects, ICT providers, 
capital funding 

 

 

 

Procedure 

Undertake the 
following steps: 

a. Plan and deliver permanent solution: 
i. Determine long-term requirements for Administration 

Centre. 
ii. Undertake design, approvals and procurement processes. 
iii. Oversee repair, rebuild or relocation. 
iv. Install ICT infrastructure and fit-out. 

b. Transition operations: 
v. Relocate staff back to permanent facility. 
vi. Restore full administrative and governance functions. 
vii. Decommission temporary arrangements. 

c. Governance and review: 
viii. Report to Council on recovery progress. 

ix. Finalise insurance claims and financials. 
x. Conduct post-incident review and update the Plan. 

 
Considerations Opportunity to improve building resilience and functionality. 

Align recovery with long-term strategic planning. 

 

6.3 Complete IT Hardware Failure  
Refer to ICT Disaster Recovery Plan. A copy of this plan is currently located in Magiq 
[25624] however all data will be transferred to the new RAPID platform by December 
2026. 

6.4 Loss of the Depot Building(s)  
This scenario involves the partial or complete loss of the Shire’s depot facilities due to 
events such as fire, flooding, storm damage, vandalism, or structural failure. The depot 
is a critical operational hub supporting works and services, including plant and 
equipment storage, mechanical maintenance, fuel access, rubbish collection and 
coordination of outdoor workforce activities. Loss of the depot would significantly 
disrupt service delivery across infrastructure maintenance, waste management, and 
emergency response functions. This would require the implementation of alternative 
arrangements for plant storage, fuel supply, and workforce deployment, including the 
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use of temporary facilities, contractor support, and reallocation of resources to 
maintain essential services. 

6.4.1 Task 1 - Immediate response  

Recovery 
Criteria 

Details 

Time Objective Within 1 hour of notification by the Incident Management and 
Recovery Team (IMRT) Leader 

Locations Affected Shire facility or site 

Resource 
Requirements 

Mobile phones, emergency kit, staff contact lists 

 

 

Procedure 

Undertake the 
following steps: 

a. Undertake the following steps (CEO / Incident Management and 
Recovery Team Leader): 

i. Ensure all personnel are evacuated and accounted for. 
ii. Secure the site and restrict unauthorised access. 
iii. Contact emergency services and WA Police as required. 
iv. Identify any injuries and provide assistance. 
v. Activate the Plan and convene the IMRT. 
vi. Undertake an initial assessment of damage and risks. 
vii. Determine timeframe and approach for transition to 

recovery arrangements. 
viii. Arrange diversion of phone lines and ensure continuity of 

communications. 
Considerations Maintain coordination with emergency services and the Local 

Emergency Management Committee (LEMC). 

Notify insurers (LGIS) as soon as practicable. 

Inform Elected Members and staff of the incident. 

CEO to coordinate public communications in consultation with the 
Shire President. 

Preserve evidence where required (particularly for insurance or 
investigation purposes). 

 

6.4.2 Task 2 – Commence operations from temporary recovery site  

Recovery 
Criteria 

Details 

Time Objective Within 72 hours 

Locations Secondary Shire facilities (e.g. Depot, Civic Hall) or alternative site  
Remote working arrangements where required 
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Resource 
Requirements 

Office equipment, ICT systems, communications, essential staff 

 

Procedure 

Undertake the 
following steps: 

a. Establish recovery operations: 
i. Assess suitability of alternative Shire facilities or activate 

temporary site. 
ii. Implement remote working arrangements for Executive 

and administrative staff where required. 
iii. Set up temporary workspaces and customer service points. 
iv. Restore ICT systems, communications and connectivity. 
v. Redirect phone lines and establish contact points. 
vi. Resume priority administrative and operational functions. 

b. Assess damage and salvage: 
vii. Identify salvageable equipment, records and assets. 
viii. Coordinate safe recovery of materials. 

c. Coordination and governance: 
ix. CEO to manage external communications and stakeholder 

engagement. 
x. Coordinate IMRT meetings and recovery actions. 
xi. Authorise urgent procurement and expenditure. 
xii. Liaise with insurers and contractors. 

 

6.4.3 Task 3 – Assess damage and prepare medium-term Recovery Plans  

Recovery 
Criteria 

Details 

Time Objective Within 4 weeks 

Resource 
Requirements 

ICT contractors, engineers, insurers, temporary infrastructure, 
contractors 

 

Procedure 

Undertake the 
following steps: 

a. Stabilise operations: 
xiii. Establish temporary operational base (physical or remote). 
xiv. Restore data, records and administrative systems. 
xv. Identify infrastructure and equipment requirements for 

ongoing operations. 
xvi. Maintain communication with stakeholders regarding 

service impacts. 
b. Detailed damage assessment: 

xvii. Undertake structural and asset assessments. 
xviii. Determine repair, rebuild or replacement requirements. 

xix. Prepare recommendations for Council consideration. 
c. Coordination and planning: 
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xx. Continue Incident Management and Recovery Team oversight and 
reporting. 

xxi. Develop medium-term operational plan (6–12 months). 
xxii. Maintain engagement with insurers and external agencies. 

 

6.4.4 Task 4 – Long-term Recover Plan and relocation to a permanent site  

Recovery 
Criteria 

Details 

Time Objective Commences after initial recovery phase (post 4 weeks)  
Target: restoration of full operations within 12 months (subject to 
scope and funding) 

Resource 
Requirements 

Project management, consultants, contractors, ICT providers, 
capital funding 

 

Procedure 

Undertake the 
following steps: 

a. Strategic planning: 
i. Review operational requirements and determine long-term 

facility solution. 
ii. Prepare business case and obtain Council approval. 
iii. Confirm funding sources (insurance, grants, internal 

funding). 
b. Design and procurement: 

iv. Engage architects, engineers and consultants. 
v. Undertake design, approvals and tendering processes. 
vi. Appoint contractors and commence works. 

c. Construction and delivery: 
vii. Oversee construction or refurbishment of facilities. 
viii. Install ICT systems and operational infrastructure. 

d. Transition to permanent operations: 
ix. Relocate staff and services to permanent facilities. 
x. Decommission temporary arrangements. 
xi. Resume full operations. 

e. 5. Governance and close-out: 
xii. Report progress to Council. 
xiii. Finalise insurance claims and financial acquittals. 
xiv. Conduct post-incident review and update the Plan. 

 

6.5 Loss of Data –Cloud Systems  
The Shire operates within a predominantly cloud-based ICT environment, however critical 
operational dependency remains on local ICT infrastructure including internet connectivity, 
networking equipment, firewalls, authentication services, endpoint devices and 
telecommunications systems. Disruption to cloud access, local infrastructure, or synchronised 
services may significantly impact governance, financial management, communications, 
records management and operational service delivery. 
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Critical systems include Microsoft 365, SynergySoft, Definitiv, Magiq and cloud file storage 
platforms and associated telecommunications and connectivity infrastructure. 

Recovery Criteria Details 

Time Objective Within 24–72 hours depending on severity, connectivity availability and provider 
restoration timeframes 

Locations Primary Facility: Administration Building  
Secondary Facility: Remote work locations / alternative recovery site 

Resource 
Requirements 

Managed ICT Service Provider (Fourier Technologies), internet connectivity, 
mobile phones, 4G/5G failover services, cloud backup access, application vendor 
support, replacement networking hardware if required 

 

Procedure 

Undertake the 
following steps: 

Immediate Assessment and Escalation 

a. Contact the Shire’s Managed ICT Service Provider (Fourier Technologies) 
immediately. 

b. Determine: 

 whether the disruption relates to internet connectivity, cloud 
platform outage, hardware failure or cyber incident;  

 systems and services impacted;  

 extent of operational disruption; and  

 whether failover or alternate connectivity options are available.  

c. Notify the Chief Executive Officer and Director Governance and 
Sustainability where critical systems are impacted. 

d. Commence incident logging and documentation. 

2. Connectivity and Infrastructure Recovery 

The ICT Service Provider, in coordination with telecommunication providers and 
application vendors, will: 

a. assess and restore internet and network connectivity. 
b. implement alternative connectivity solutions where required, including: 

 4G/5G failover  

 mobile hotspot deployment 

 satellite or Starlink services (where available).  

c. Restore or replace failed local infrastructure components including: 

 firewalls 

 switches  

 routers  

 wireless infrastructure  

 authentication or synchronisation services.  

d. Validate connectivity to all critical cloud environments and applications. 

Cloud System Recovery and Validation 

a. Restore access to critical cloud-based systems and applications. 
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b. Validate: 

 user authentication and permissions 

 synchronisation services 

 cloud backups and data integrity 

 email functionality  

 document access  

 telecommunications systems.  

c. Restore priority systems in accordance with operational criticality. 

Communication and Continuity Arrangements 

a. Advise staff of: 

 impacted systems;  

 expected restoration timeframes; and  

 temporary workarounds or alternate operating arrangements.  

b. Where disruptions significantly impact service delivery, provide updates 
via: 

 Shire website  

 social media  

 direct communications approved by the CEO.  

c. Implement remote working or alternate operational arrangements 
where feasible. 

Validation and Return to Operations 

a. Confirm all systems, infrastructure and cloud services are operational. 
b. Validate data integrity and synchronisation processes. 
c. Monitor systems for ongoing instability, connectivity issues or cyber 

security risks. 
d. Conduct post-incident review and document lessons learned. 

 
Considerations 1. Although the Shire operates primarily within a cloud-based 

environment, continuity remains heavily dependent on local ICT 
infrastructure and telecommunications services. 

2. Internet connectivity failure in a remote environment may result in loss 
of access to critical cloud systems despite data remaining secure and 
available externally. 

3. Staff are required to utilise approved cloud storage and collaboration 
platforms to minimise operational disruption and support remote 
recovery capability. 

4. Any suspected cyber security compromise must also activate the 
procedures outlined under Section 6.8 – Cyber Attack. 

5. Opportunities to improve redundancy, alternate connectivity and 
infrastructure resilience should be identified during post-incident 
review activities. 

 

6.6 Loss of ICT Infrastructure 
The Shire relies heavily on its Information and Communication Technology (ICT) 
infrastructure to deliver core business services, including finance, records management, 
communications and governance functions. 
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This section outlines the response and recovery approach in the event of failure of network 
infrastructure, servers, or connectivity systems. 

The Shire maintains redundancy and backup arrangements to support recovery: 

 In the event of a primary server failure, failover processes will restore operations to 
the most recent backup state, typically within a short timeframe. This may result in 
minimal data loss in line with the defined Recovery Point Objective (RPO).  

 Shire data is backed up through managed service provider arrangements, enabling 
recovery in the event of catastrophic system failure.  

 Remote connectivity (4G/5G) provides an alternative communication pathway where 
primary networks are unavailable. 

Recovery 
Criteria 

Details 

Time Objective Within 24 hours (depending on severity and system affected) 

Resource 
Requirements 

Mobile phones (4G/5G connectivity)  
Telstra / network provider connectivity  
Managed ICT Support Provider 

 

Procedure 

Loss of 
Network / 
Internet 
Connectivity 

Initial triage Contact ICT Support Provider for immediate 
troubleshooting  
Determine scope and impact of outage  
Liaise with internet service provider (e.g. 
Telstra) 

Communication Advise staff of outage and expected recovery 
timeframe  
Implement alternative communication methods 
(mobile, radio if applicable) 

Public 
notification 

Where outage impacts service delivery, update 
website and social media (CEO approval) 

 Recovery actions Work with ICT provider to determine optimal 
recovery approach 
Facilitate site access for technicians if required 
Implement temporary connectivity solutions 
where available 

Loss of 
Switches, 
Routers or 
Firewall 

Initial triage Contact ICT Support Provider 
Identify failed hardware and assess impact 

Hardware 
replacement 

Procure replacement equipment where 
required 
Coordinate installation and configuration with 
ICT provider 

Communication Advise staff of outage and expected restoration 
timeframe 

Public 
notification 

Notify community of service disruption where 
relevant 
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 Recovery actions Restore network functionality and validate 
system access 
Ensure security controls (firewall, access) are re-
established 

Loss of Servers 
/ Core Systems 

Initial triage Contact ICT Support Provider immediately  
Determine whether failover systems have 
activated 

Failover 
activation 

Restore systems using on-premises or cloud 
failover where available 

Data recovery Recover data from MSP backups if required 
Validation Confirm system functionality and data integrity 

before resuming operations 
 Communication Notify staff of system availability and any data 

limitations 
Considerations  Remote location and reliance on external 

connectivity providers may extend recovery 
timeframes.  
Priority should be given to restoring systems 
supporting critical services (finance, records, 
communications).  
All incidents must be documented, including 
actions taken and system impacts.  
Cyber incidents must follow escalation 
requirements outlined in Section 5.8, including 
notification to relevant authorities.  
Opportunities to improve redundancy and 
resilience should be identified during post-
incident review.  
 

  

6.7 Loss of Power  
Recovery 
Criteria 

Details 

Time Objective Within 24 hours (subject to external provider restoration 
timeframes) 

Locations Primary Facility: Administration Centre and affected facilities  
Secondary Facility: Alternative Shire facilities / Disaster Recovery 
arrangements / Remote work locations 

Resource 
Requirements 

Mobile phones (4G/5G connectivity)  
Telstra / telecommunications provider  
ICT Support Provider  
Horizon Power contact details 

 

Procedure 
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Undertake the 
following steps: 

Initial triage Contact Horizon Power to confirm cause and 
expected duration of outage 
Contact ICT Support Provider to initiate safe 
shutdown of servers and systems (if required) 
Confirm which facilities and systems are 
impacted 

 Internal 
communication 

Notify staff of outage and expected duration 
Provide direction on work arrangements (stand 
down, relocate, or work remotely) 

 Public 
communication 

Where outage impacts service delivery, update 
Shire website and social media (CEO approval) 

 Continuity 
arrangements 

Redirect phones to mobile numbers where 
possible  
Establish temporary communication channels  
Relocate staff to alternative sites with power 
and connectivity where feasible  
Implement remote working arrangements for 
Executive and critical staff 

 Recovery 
actions 

Monitor updates from Horizon Power and 
service providers  
Prepare for system restart once power is 
restored  
Coordinate ICT system restoration with support 
provider 

 Restoration and 
validation 

Confirm power restoration across all sites 
Restart systems and validate functionality 
Confirm access to critical systems and services 

 Close-out Notify staff that operations have resumed 
Remove public notifications and advisories 
  Document incident and actions taken 

Considerations Extended outages may require full activation of Disaster Recovery 
arrangements. 
Critical services should be prioritised upon restoration (finance, 
communications, records). 
Ensure ICT systems are restarted in a controlled manner to avoid 
data loss or system failure. 
Maintain clear communication with staff and the community 
throughout the outage. 
Consider backup power solutions (generators, UPS) as part of 
ongoing resilience planning. 

 

6.8 Cyber Attack  
A cyber-attack may involve unauthorised access, disruption, or malicious activity affecting the 
Shire’s information systems, networks, or data. This may include ransomware, phishing, data 
breaches, denial-of-service attacks, or compromise of cloud-based platforms. A cyber-attack 
has the potential to result in multiple concurrent disruptions, including loss of data, loss of 
servers, system outages, and interruption to critical business functions. 
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Impacts may extend to governance, financial systems, records management, service delivery, 
and community communications. In severe cases, it may also trigger regulatory obligations, 
including notifiable data breaches under Commonwealth legislation. 

Cyber security is now widely recognised as one of the highest and fastest-growing risks facing 
local government, driven by increased reliance on digital systems, constrained ICT resources 
in regional and remote authorities, and the rising sophistication of targeted attacks such as 
ransomware and credential harvesting. Local governments are particularly vulnerable due to 
the volume of personal and financial data held, reliance on third-party systems, and the 
critical nature of services delivered to the community. 

The Shire must respond proportionately to the nature and severity of the attack, using this 
section in conjunction with the Shire’s standalone ICT Disaster Recovery Plan. The ICT 
Disaster Recovery Plan provides detailed, system-specific recovery procedures and is 
included separately in the Appendix of this document. 

 

6.8.1 OP-ICT-006 | ICT Disaster Recovery and Backup Policy 

The Shire’s response to any cyber incident must be undertaken in accordance with 
Operational Policy OP-ICT-006 | ICT Disaster Recovery and Backup Policy. This policy 
establishes the parameters for ensuring the continuity and timely restoration of critical 
ICT systems, data, and services. 

The policy applies to all ICT systems, networks, applications, and information assets 
under the Shire’s control, including those managed by external ICT Service Providers. It 
also applies to all staff, contractors, and third parties engaged in ICT-related activities. 

OP-ICT-006 outlines the Shire’s low risk appetite for disruptions to essential services 
and legislative compliance, and defines key responsibilities across Council, the CEO, 
Director Governance and Sustainability, ICT Service Providers, and staff. It requires the 
maintenance and regular testing of the ICT Disaster Recovery Plan, alignment with 
Business Continuity Planning, and adherence to defined Recovery Time Objectives and 
Recovery Point Objectives. 

All actions outlined below must be undertaken in alignment with this policy and the 
Shire’s broader governance framework. 

6.8.2 Task 1 - Immediate Response  

Recovery 
Criteria 

Details 

Time Objective Within 4 hours of detection 

Locations Any Shire facility, remote endpoint, or cloud environment 

Resource 
Requirements 

Mobile phone/communication access  

ICT Service Provider contact details  

Cloud and on-premise application vendor contacts  

Cyber security and regulatory agency contacts  

Insurance provider details 
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Procedure 

Undertake the 
following steps: 

a. Notify the Incident Management and Recovery Team 
immediately and escalate to the CEO and Director 
Sustainability and Governance.  

b. Contact the ICT Service Provider and initiate incident 
assessment.  

c. Identify the type and scope of the cyber attack and assess 
potential impacts.  

d. Isolate affected systems (disconnect from network, disable 
access, or take offline).  

e. Secure critical systems by resetting passwords and restricting 
access.  

f. Assess whether sensitive or personal data may be 
compromised.  

g. Notify relevant external parties as required (e.g. cyber security 
agencies, vendors, insurer, Police).  

h. Commence incident logging and record all actions taken. 
 

 

6.8.3 Task 2 – Containment and Eradication  

Recovery 
Criteria 

Details 

Time Objective Within 72 hours of detection 

Locations Shire Administration, ICT systems, or alternative operational 
location 

Resource 
Requirements 

ICT Service Provider and technical specialists  

System backups and recovery tools  

Cyber security advisory support 

 

Procedure 

Undertake the 
following steps: 

a. Identify all affected systems, applications, and data.  
b. Determine the method of attack and vulnerabilities 

exploited.  
c. Contain the incident to prevent further spread across 

systems or networks.  
d. Remove malware, unauthorised access, or compromised 

accounts.  
e. Restore systems and data from verified backups in line with 

Recovery Time Objectives and Recovery Point Objectives 
requirements.  

f. Test integrity and functionality of restored systems before 
full reinstatement.  

g. Undertake forensic analysis to support investigation and 
insurance claims.  

54



Business Continuity and Disaster 
Recovery Plan 2026 

 

h. Implement strengthened security controls (patching, 
monitoring, access restrictions). 

 

Ensure that you review the ICT Disaster Recovery Plan 2026 for a more detailed response and 
requirements.   
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7 KEY SYSTEMS AND RECOVERABILITY REQUIREMENTS  

The table below identifies the Shire's critical systems and the priority order for restoration 
following a disruption. Recovery priorities are based on the operational dependency of each 
system and their impact on service delivery. 

Restore 
Priority 

System RPO (Recovery Point 
Objective) 

RTO 
(Recovery 
Time 
Objective) 

Comments 

1 Firewall, 
Switches, 
Routers 

Last known good 
configuration/state 

Within 24 
hours 

Core network 
infrastructure (e.g. 
WatchGuard 
firewall, Cisco 
switches) 

2 Network / 
Internet 
Connectivity 

Last known good 
configuration/state 

Within 24 
hours 

Telstra fibre and 
connectivity 
services (subject to 
provider SLAs) 

3 Server & Backup 
Infrastructure 

Last known good 
configuration/state 

Within 24 
hours 

Dependent on 
available 
hardware, power 
and recovery 
environment 

4 Email System Minimal data loss 
(cloud-based) 

Within 1 
business day 

Microsoft 365 
(subject to 
Microsoft SLAs) 

5 Payroll System Last known good 
configuration/state 

As per 
vendor SLA 

Altus system – 
critical for 
employee 
payments 

6 Timesheet 
System 

Last known good 
configuration/state 

As per 
vendor SLA 

Altus system – 
supports payroll 
processing 

7 Finance System Last known good 
configuration/state 

As per 
vendor SLA 

Synergy system – 
critical for financial 
operations 

8 Document 
Management / 
Shared Drives 

Minimal data loss 
(cloud-based) 

Within 24 
hours 

Critical for records 
and operational 
continuity 

9 Enterprise 
Resource 
Planning (ERP) – 
Records 
Management 

Up to 24 hours data 
loss (subject to 
confirmation) 

Within 24 
hours 

Magiq system – 
Subject to internal 
validation and 
system 
dependencies 
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10 ERP – Property 
& Rating 

Up to 24 hours data 
loss (subject to 
confirmation) 

Within 24 
hours 

Synergy system – 
Critical for revenue 
and statutory 
functions 

11 ERP – Name & 
Address 
Register 

Up to 24 hours data 
loss (subject to 
confirmation) 

Within 24 
hours 

Synergy system – 
Supports customer 
and governance 
functions 

12 Phone Systems Up to 48 hours data 
loss (subject to 
confirmation) 

Within 48 
hours 

Rainbow system – 
Includes telephony 
and call routing 
systems 

13 Other Systems 
(e.g. AutoCad) 

Up to 72 hours data 
loss (subject to 
confirmation) 

Within 72 
hours 

Non-critical 
supporting 
systems 

14 Website & 
Social Channels 

Up to 5 business 
days 

Within 5 
business 
days 

Public 
communication 
channels (lower 
operational 
priority) 

 

8 DISASTER SITUATIONS & RESPONSES  

The table below outlines key ICT-related disaster scenarios, their potential impact, and the 
required response actions. It also identifies whether system restoration or failover to an 
alternative environment is required. 

ID Disaster Scenario DC 
Offline? 

Key Actions Requires 
Restore 

Requires 
Failover 

1 Data Centre 
Unavailable (fire, 
flood, severe 
weather) 

Yes  Activate failover environment  
 Restore critical applications 
 Redirect system traffic to 

alternate environment 

Yes Yes 

2 Server Failure Yes  Activate failover or cloud-
based recovery 

 Restore server to virtual 
environment 

 Reconfigure applications and 
access (VPN if required) 

Yes Yes 

3 Network / Internet 
Outage 

Yes  Identify cause (internal vs 
provider) 

 Implement alternative 
connectivity (4G/5G/Starlink) 

 Liaise with service provider 

No 
(initially) 

No 
(unless 
prolonge
d) 

4 Data Centre Facility 
Inaccessible 

Maybe  Assess duration of 
inaccessibility  

Likely Yes 
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 Activate failover if outage >1 
business day  

 Restore critical systems 

5 Extended Power 
Outage (Data 
Centre) 

Maybe  Monitor outage duration  
 Activate failover if prolonged  
 Restore systems once stable 

Maybe Maybe 

6 Cyber Attack 
(system 
compromise / 
ransomware) 

Yes  Isolate affected systems  
 Assess extent of compromise  
 Restore from last known 

‘clean’ backup 

Yes Maybe 

7 Data Breach 
(unauthorised 
access to 
information) 

Maybe  Isolate systems  
 Assess impact  
 Implement security controls 

and notify regulators if 
required 

No No 

8 Internal Sabotage / 
System Corruption 

Maybe  Assess damage and 
containment  

 Determine recoverability  
 Restore or failover if required 

Maybe Maybe 

9 Physical Server 
Outage 

No  Restart or repair servers  
 Restore from backup if 

required  
 Use cloud recovery if 

necessary 

Maybe No 

10 Critical Application 
Failure 

No  Restore from backup  
 Contact vendor for urgent 

support 

Yes Maybe 

11 Cloud Service 
Disruption 

No  Contact provider for status 
updates  

 Implement temporary 
workarounds  

 Monitor SLA performance 

No No 

12 Hardware Theft Maybe  Report to police  
 Replace hardware  
 Restore systems or failover if 

required 

Maybe Yes 

13 Phishing / 
Credential 
Compromise 

Maybe  Reset compromised accounts  
 Conduct security review  
 Monitor for unauthorised 

activity 

Maybe Maybe 

 

9 TESTING, MAINTENANCE AND CONTINUOUS IMPROVEMENT  

The effectiveness of this Business Continuity and Disaster Recovery Plan depends on regular 
testing, maintenance and review to ensure it remains current, practical and capable of 
supporting the Shire during a disruption or emergency event. 

Regular rehearsals and scenario-based exercises are essential to validate response 
procedures, clarify roles and responsibilities, identify gaps, and ensure staff are familiar with 
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operational recovery arrangements. Testing also assists in assessing the effectiveness of ICT 
recovery capabilities, communication processes and remote working arrangements within 
the Shire’s remote operating environment. 

The Shire will undertake periodic testing and review activities appropriate to the level of 
operational risk and organisational change. This may include: 

• tabletop exercises and walkthrough scenarios 
• cyber security and ICT recovery testing 
• remote working and connectivity testing 
• emergency communication exercise 
• recovery and failover validation 
• post-incident reviews following actual disruptions or emergencies. 

The Plan must be reviewed regularly to ensure it remains accurate and aligned with: 

• changes to organisational structure, staffing or governance arrangements; 
• changes to ICT systems, cloud environments, infrastructure or telecommunications; 
• changes to contractors, Managed Service Providers or critical suppliers; 
• legislative, regulatory or compliance obligations; 
• lessons learned from testing, incidents or audit findings; and 
• emerging operational, cyber security or business continuity risks. 

 

To support effective implementation and continuity: 

• roles within the Plan should, where possible, reference position titles rather than 
individual employee names; 

• key contact lists and escalation arrangements must be maintained and reviewed 
regularly; 

• staff with responsibilities under the Plan must receive appropriate awareness and 
training; 

• critical copies of the Plan and emergency contact information should be accessible 
offline or via approved mobile/cloud platforms where feasible; and 

• all significant incidents, testing outcomes and recovery activities should be 
documented to support continuous improvement. 

Following any significant disruption, exercise or activation of the Plan, the Incident 
Management and Recovery Team will undertake a formal post-incident review to: 

• evaluate the effectiveness of the response and recovery activities; 
• identify operational, governance or ICT gaps; 
• document lessons learned; 
• recommend corrective actions and resilience improvements; and 
• update the Plan and associated procedures accordingly. 

Continuous review and improvement of the Plan is critical to ensuring the Shire maintains 
organisational resilience and can continue delivering essential local government services 
during and following disruptive events. 
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10 APPENDIX  

10.1 Definition of Terms  
Term Meaning 

Australian Cyber Security 
Centre (ACSC) 

The Australian Government’s lead cyber security agency, operated by the 
Australian Signals Directorate (ASD), responsible for improving cyber resilience, 
providing threat advice, and coordinating responses to cyber security incidents 
across Australia. 

Backup The process of creating and retaining copies of data, systems or configurations 
to enable restoration following data loss, corruption, cyber incidents or system 
failure. 

Business Continuity Plan 
(BCP) 

A documented framework outlining how the Shire will continue delivering 
critical services and operational functions during and following a disruption or 
emergency event. 

Business Continuity and 
Disaster Recovery (BCDR) 
Plan 

An integrated framework that combines business continuity arrangements and 
disaster recovery processes to support the continuation and restoration of 
critical business operations, ICT systems and services following a disruption. 

Cloud Environment ICT systems, applications or data hosted externally through cloud service 
providers and accessed via internet connectivity. 

Cyber Attack Any malicious attempt to gain unauthorised access to, disrupt, damage, 
encrypt or compromise computer systems, networks, services or data. 

Data Breach An incident involving unauthorised access, disclosure, alteration, loss or 
destruction of information or personal data. 

Disaster Recovery Plan 
(DRP) 

A documented plan outlining the processes, responsibilities and technical 
recovery procedures required to restore ICT systems, infrastructure, 
applications and data following a disruption or disaster event. 

Failover The process of automatically or manually switching operations, systems or 
connectivity to a secondary environment or backup service following a failure 
or outage. 

Incident Management and 
Recovery Team (IMRT) 

The designated team responsible for coordinating the Shire’s response, 
recovery activities, communications and decision-making during a disruption or 
emergency event. 

Incident Management 
Response Process 

The structured process used to identify, assess, escalate, respond to and 
recover from incidents impacting the Shire’s operations or service delivery. 

Information and 
Communication 
Technology (ICT) 

The systems, infrastructure, applications, devices, networks and 
telecommunications services used to support the Shire’s operations and 
service delivery. 

Managed Service Provider 
(MSP) 

An external ICT provider engaged by the Shire to manage, monitor, maintain 
and support ICT systems, infrastructure and services. 

Maximum Tolerable 
Period of Disruption 
(MTPD) 

The maximum period of time that a critical business function, system or service 
can remain unavailable before unacceptable operational, financial, governance 
or reputational impacts occur. 

Recovery Point Objective 
(RPO) 

The maximum acceptable amount of data loss measured in time following a 
disruption or disaster event. 

Recovery Time Objective 
(RTO) 

The target timeframe within which systems, services or operations must be 
restored following a disruption to avoid unacceptable impacts. 

Redundancy The duplication of critical systems, infrastructure or connectivity designed to 
improve resilience and reduce the impact of failures or outages. 
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Remote Working Operational arrangements enabling staff to perform duties from locations 
outside normal Shire facilities using approved ICT systems and connectivity 
solutions. 

Telecommunications 
Infrastructure 

Communication systems and services supporting voice, internet, mobile and 
data connectivity across the Shire’s operations. 

Workaround A temporary alternative process or operational arrangement implemented to 
maintain service delivery while permanent restoration activities are 
undertaken. 
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10.2 Event Log 
The Event Log is to be used to record key information, decisions, actions and communications 
during and immediately following a disruption, emergency or disaster event. Maintaining an 
accurate Event Log supports operational coordination, governance oversight, insurance 
claims, regulatory reporting, post-incident review and continuous improvement activities. 

All significant actions, decisions, communications and recovery activities undertaken by the 
Incident Management and Recovery Team (IMRT), ICT providers, contractors and staff should 
be recorded as soon as practicable. 

Date Time Information / Decisions / Actions Officer Initials 
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10.3 Immediate Response Checklist  
The following checklist is to be completed by the Incident Management and Recovery Team 
(IMRT) or delegated officer immediately following identification of a significant disruption, 
emergency or disaster event. The checklist is intended to support a coordinated and 
consistent response while ensuring key governance, operational, safety and communication 
actions are considered. 

Incident Response Action Completed 

Assessed the severity and operational impact of the incident ☐ 

Determined whether activation of the BCDR Plan is required ☐ 

Evacuated affected site(s) if required ☐ 

Accounted for all staff, contractors and visitors ☐ 

Identified and responded to any injuries or immediate safety risks ☐ 

Contacted Emergency Services and/or WA Police if required ☐ 

Activated the Incident Management and Recovery Team (IMRT) ☐ 

Commenced the Event Log and incident documentation ☐ 

Contacted the Managed ICT Service Provider and/or critical contractors ☐ 

Assessed ICT systems, connectivity and operational impacts ☐ 

Implemented immediate containment or continuity measures ☐ 

Activated alternative communications or remote working arrangements if 
required 

☐ 

Appointed an authorised spokesperson and communications lead ☐ 

Briefed relevant staff and Recovery Time Objectives and Recovery Point 
Objectives members on the incident 

☐ 

Allocated roles, responsibilities and priority actions ☐ 

Identified critical business functions and disrupted services ☐ 

Identified infrastructure, ICT or facility damage ☐ 

Notified key stakeholders, service providers and external agencies ☐ 

Assessed legislative, regulatory, cyber security or insurance notification 
requirements 

☐ 

Initiated internal staff communications and operational updates ☐ 

Initiated public/media communications where approved by the CEO ☐ 

Identified immediate resource, procurement or contractor requirements ☐ 

Considered welfare and wellbeing impacts on staff and community ☐ 

Scheduled ongoing situation updates and Recovery Time Objectives and 
Recovery Point Objectives review meetings 

☐ 
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10.4 Incident Recovery Checklist  
The following checklist is to be completed during the recovery and restoration phase 
following a disruption, emergency or disaster event. The checklist assists the Incident 
Management and Recovery Team (IMRT) to transition from immediate response activities 
toward stabilisation, recovery, restoration of services and return to Business as Usual (BAU). 

Recovery Action Completed 

Transitioned from immediate incident response to recovery operations ☐ 

Confirmed critical risks and immediate threats have been stabilised ☐ 

Scaled down or deactivated emergency response resources where 
appropriate 

☐ 

Continued monitoring and assessment of operational impacts ☐ 

Confirmed status of ICT systems, connectivity and infrastructure restoration ☐ 

Assessed current financial impacts and organisational position ☐ 

Reviewed cash flow, procurement and operational funding requirements ☐ 

Contacted insurers, brokers and relevant service providers ☐ 

Documented damage, losses, costs and recovery expenditure ☐ 

Developed recovery priorities, objectives and timeframes ☐ 

Implemented medium and long-term recovery arrangements ☐ 

Restored critical systems, applications and operational services ☐ 

Verified data integrity and system functionality ☐ 

Assessed workforce impacts and staff wellbeing requirements ☐ 

Kept staff informed regarding recovery progress and operational 
arrangements 

☐ 

Kept Council, contractors, service providers and key stakeholders informed ☐ 

Assessed legislative, governance and compliance obligations arising from the 
incident 

☐ 

Identified additional information, technical support or contractor 
requirements 

☐ 

Reviewed effectiveness of communication and stakeholder engagement 
processes 

☐ 

Reviewed effectiveness of continuity and recovery arrangements ☐ 

Updated recovery actions, operational priorities and timelines as required ☐ 

Conducted post-incident review and captured lessons learned ☐ 

Identified improvements to systems, infrastructure, governance or resilience 
measures 

☐ 

Updated the BCDR Plan, ICT DR Plan and associated procedures where 
required 

☐ 

Confirmed readiness to transition fully back to Business as Usual (BAU) 
operations 

☐ 
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10.5 Related Documents 
 

1. ICT Disaster Recovery Plan 2026 

2. OP-ICT-006 | ICT Disaster Recovery and Backup Policy  
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ICT Disaster Recovery Plan 
 

 

To activate this plan in the event of a disaster, turn to Section 3 on page 19. 

 

Note: This plan can only be activated by the Chief Executive Officer or Director 
Governance and Sustainability 

 

Key trigger issues that may lead to the activation of the Plan are: 

 Total loss of all communications  
 Data Breach 
 Any corrupted/encrypted files found 
 Disgruntled employee causing deliberate damage 
 Unable to access critical data 
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1 Introduction 

1.1 How to Use this plan 

The Information and Communications Technology (ICT) Disaster Recovery Plan is 
essential to ensure the Shire of Halls Creek (Shire) can quickly recover and continue 
operations after unexpected disruptions such as major hardware failures, natural 
disasters, or human errors. 

1.1.1 Purpose of This Plan 

This ICT Disaster Recovery Plan outlines the Shire's business coordination and 
management processes for responding to ICT disasters. It defines: 

 Who makes decisions during an ICT disaster 
 How to assess and respond to different types of incidents 
 What business coordination actions are required 
 How to communicate with stakeholders 
 What recovery priorities the Shire has established 

1.1.2 What This Plan Does NOT Include 

This ICT Disaster Recovery Plan does not contain detailed technical procedures for 
restoring systems, recovering data, or rebuilding infrastructure.  These technical 
recovery procedures are maintained separately by the Shire's ICT Service Provider, 
Fourier Technologies and include step-by-step instructions for all technical recovery 
activities. 

This separation ensures: 

 The Shire's ICT Disaster Recovery Plan remains focused on business decision-
making and coordination 

 Technical procedures can be updated by the ICT Service Provider as technology 
changes 

 Clear accountability between business recovery (Shire) and technical recovery 
(ICT Service Provider) 

1.1.3 Who Should Be Familiar with this plan? 

All personnel with disaster recovery responsibilities must familiarise themselves with 
this plan and understand their roles and responsibilities. Questions about this plan 
should be directed to the Director Governance and Sustainability. 

1.1.4 The Shire's ICT Environment 

The Shire's main administration building is located at 7 Thomas Street, Halls Creek and 
accommodates most of the Shire's ICT equipment.  The Shire has adopted a cloud-first 
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strategy with critical systems hosted in the cloud and synchronised to on-site servers for 
faster local access.  This cloud-based approach significantly enhances disaster recovery 
capability by reducing dependence on local infrastructure. 

All ICT services are provided and managed by the Shire's ICT Service Provider, Fourier 
Technologies, under a service agreement that includes disaster recovery support 
provisions. 

1.1.5 How this Plan is Organised 

This plan is organised into the following sections: 

Section 1 Introduction: Describes the objective, scope and importance of the plan. 

Section 2 Roles and Responsibilities: Describes the key roles and responsibilities 
required during disaster recovery efforts and in maintaining the ICT Disaster Recovery 
Plan . 

Section 3 DR Plan Activation: Outlines the criteria, decision-making processes and 
actions required to officially activate the ICT Disaster Recovery Plan and initiate disaster 
recovery efforts. 

Section 4 Backup Recovery Strategy and Objectives: Describes how the ICT Disaster 
Recovery Plan aligns with the overall goals and priorities of the Shire. 

Section 5 Prevention and Preparedness: Describes the proactive measures in place to 
minimise the likelihood of a disaster event. 

Section 6 Testing the ICT Disaster Recovery Plan : Describes the various types of 
testing, test schedules and preparation procedures. 

Section 7 Maintenance of the ICT Disaster Recovery Plan : Describes the procedures 
for maintaining the ICT Disaster Recovery Plan . 

Appendices & Attachments: Contains all other information needed to carry out the 
plan. 

Note: This plan is not intended to describe the continuation of business in the event of 
a facility disruption.  This is covered separately in the Shire's Business Continuity Plan. 
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1.2 Objective of the ICT Disaster Recovery Plan  

The ICT Disaster Recovery Plan outlines response strategies and management 
processes to ensure the Shire can recover quickly and operate effectively even in the 
face of significant ICT disruptions. 

The key objectives include: 

1. Resume Operations Quickly: Restoring ICT systems and applications essential 
for business functions. 

2. Minimising Downtime: Reducing the time systems and services are unavailable 
during and after a disaster. 

3. Protecting Business Continuity: Supporting the Shire's broader continuity plan 
to maintain operations. 

4. Reducing Financial and Reputational Impact Mitigating the costs and risks 
associated with prolonged ICT outages. 

5. Establishing Clear Roles and Procedures: Defining responsibilities and detailed 
steps for recovery. 

6. Ensuring Compliance: Meeting legal, regulatory and contractual obligations for 
data protection and recovery. 

This plan ensures the Shire is ready to respond to and recover from ICT disruptions 
effectively. 

1.3 Scope 

This plan addresses significant outages of the critical ICT infrastructure at the Shire and 
covers the business coordination, decision making and management processes 
required to respond to and recover from ICT disasters.  

This Plan Does NOT Cover: 

 Technical Recovery Procedures: Detailed technical procedures for system 
restoration, data recovery, network rebuilding and infrastructure deployment 
are maintained separately by the ICT Service Provider in their technical recovery 
documentation 

 Day-to-Day ICT Issues: Routine ICT hardware and software problems are 
resolved through the Shire's Incident Management process in consultation with 
Fourier Technologies, not through this ICT Disaster Recovery Plan  

 Non-ICT Business Continuity: For disasters not directly related to ICT 
infrastructure (e.g., pandemic, loss of key personnel, natural disasters affecting 
business operations), refer to the Shire of Halls Creek Business Continuity Plan 
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1.4 Exclusions 

The following will not be recovered as a priority in the event of a disaster recovery 
activation: 

 Testing and development environments 
 Non-production systems 
 Applications installed on PCs in standalone environments 
 Applications or systems not identified as critical 
 Data stored on USB drives, external hard discs or devices outside the Shire's 

server environment or cloud 

Recovery efforts will focus exclusively on critical systems and infrastructure required to 
maintain essential Shire business functions. Non-critical systems will be restored only 
after all critical systems are fully operational and stable. 

1.5 Audience and Stakeholders 

The intended users of the ICT Disaster Recovery Plan are: 

 Chief Executive Officer 
 Director Governance and Sustainability 
 Shire of Halls Creek Executive Management Team 
 Elected Members 
 ICT Service Provider 
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2 ROLES AND RESPONSIBILITIES 
The following table describes the roles and responsibilities for disaster recovery planning and during disaster recovery efforts. 

Disaster recovery roles are assigned to organisational job titles. Alternative positions are nominated to cover situations when a 
position is vacant or an incumbent is on leave. 

All staff required to perform a disaster recovery role must be contactable outside of normal working hours and have appropriate 
system access. 

ICT Disaster 
Recovery Plan 
Role 

Shire Position Responsibilities - ICT Disaster Recovery 
Plan  

Responsibilities during DR Event 

ICT Disaster 
Recovery Plan 
Owner 

Chief Executive 
Officer 

Overall responsibility for the ICT Disaster 
Recovery Plan . 
Approves DR strategies, budgets and the 
ICT Disaster Recovery Plan itself.  
Ensures alignment with Business 
Continuity Plan and Shire policies.  
Secures and manages ICT Disaster 
Recovery Plan budget.  
Ensures regular testing is conducted. 

Authorises/Approves activation of ICT 
Disaster Recovery Plan .  
Provides leadership for ICT Disaster 
Recovery Plan Team.  
Makes key strategic decisions during 
crisis.  
Declares disaster recovery event as 
resolved.  
Must be contactable 24/7. 

ICT Disaster 
Recovery Plan 
Manager 

Director 
Governance and 
Sustainability 

Ensures ICT Disaster Recovery Plan and 
associated processes are created, 
updated and tested.  

Determines if ICT Disaster Recovery Plan 
activation is necessary and informs ICT 
Disaster Recovery Plan Owner.  
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Maintains and distributes ICT Disaster 
Recovery Plan .  
Works with ICT Service Provider to ensure 
service agreements support ICT Disaster 
Recovery Plan requirements.  
Plans testing activities. 

Notifies stakeholders. 
Acts as central point of contact during 
disaster.  
Coordinates with ICT Service Provider. 
Must be contactable 24/7. 

External IT 
Support 
Provider 

Fourier 
Technologies 

Assists in designing DR strategies and 
technical solutions.  
Ensures systems, backups and recovery 
infrastructure are maintained.  
Provides technical input into ICT Disaster 
Recovery Plan .  
Participates in DR testing.  
Maintains detailed technical recovery 
procedures as separate documentation.  
Provides updated list/summary of 
technical procedures annually.  

Assesses impact of disaster on critical 
systems.  
Executes technical recovery activities in 
accordance with documented technical 
recovery procedures.  
Establishes remote access and cloud 
connectivity.  
Sources and configures replacement 
equipment if required.  
Provides technical support throughout 
recovery.  
Participates in post-disaster review. 

Council Elected 
Members 

Provides budget approval and policy 
setting. 

Informed of major incidents through the 
CEO. 
May need to approve emergency 
expenditure beyond the CEOs 
delegation. 
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Procurement Executive 
Manager Finance 
& Support 
Services / 
Finance Officer 

Ensures procurement processes can be 
expedited for emergency equipment 
purchase.   

Facilitates emergency procurement in 
accordance with Procurement Policy. 

Risk and 
Insurance 

Risk and 
Insurance Officer 

Ensures Risk Register includes ICT 
disaster risks 

Liaises with insurance regarding 
equipment replacement. 

Communications 
Coordinator 

Communications 
Officer 

Develops and maintains communication 
plan for use in major incidents. 

Manages internal and external 
communications during major incidents. 
Ensures consistent updates to staff and 
community. 

Shire Staff All staff Understands their role in the event of ICT 
disruption.  
Maintains awareness of alternative work 
arrangements. 

Follows directions from ICT Disaster 
Recovery Plan Manager. 
Reports issues through designated 
channels. 
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2.1 Escalation Chain/Decision Making Process 

For outages less than 4 hours: 

 Managed directly by ICT Disaster Recovery Plan Manager and ICT Service 
Provider 

 CEO informed but not required for immediate decisions 

 

For outages beyond 4 hours: 

 CEO becomes key decision maker 
 All decisions made in accordance with Shire's Delegations Manual and 

Procurement Policy 
 Emergency procurement provisions may be invoked for equipment purchase 

 

2.1.1 Escalation Timeline: 

Within 30 minutes of incident: Initial notification to DR Manager 

Within 60 minutes: Assessment of impact and likely duration 

Within 4 hour: CEO notified if outage expected to exceed 4 hours 
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3 DR PLAN ACTIVATION 
This section outlines the criteria, decision-making processes and actions required to 
officially activate the ICT Disaster Recovery Plan , initiate disaster recovery efforts and 
restore business operations. 

3.1 Roles and Responsibilities 

The following outlines the key roles and responsibilities for activating the Disaster 
recovery Plan 

ICT Disaster Recovery Plan Owner: Authorise formal activation of the ICT 
Disaster Recovery Plan .  Make key strategic decisions during a crisis.  Approve 
emergency expenditure beyond normal delegation limits.  Must be contactable 
24/7 during disaster events. 

ICT Disaster Recovery Plan Manager: Assess incident severity and determine if 
ICT Disaster Recovery Plan activation is necessary.  Notify ICT Disaster Recovery 
Plan Owner and recommend activation.  Assemble and coordinate ICT Disaster 
Recovery Plan team.  Act as central point of contact during disaster.  Maintain 
incident log and documentation throughout activation.  Provide regular updates 
to stakeholders.  Make operational decisions within delegation limits.  Must be 
contactable 24/7 during disaster events. 

ICT Service Provider: Assess technical impact of disaster on systems and 
infrastructure.  Provide initial incident notification if detected through 
monitoring.  Execute technical recovery procedures in accordance with 
documented processes.  Provide regular status updates to ICT Disaster Recovery 
Plan Manager.  Recommend technical recovery approach based on incident type.  
Make technical procedures available to Shire personnel as needed.  Provide 
emergency support as required by service agreement. 

Communications Coordinator: Develop messaging for internal and external 
stakeholders.  Manage communications during major incidents.  Update Shire 
website and social media with approved information.  Ensure consistent 
messaging across all channels.  Coordinate public communications with ICT 
Disaster Recovery Plan Manager and CEO. 

Finance Team: Facilitate emergency procurement of equipment if required.  

Business Function Owners: Assess impact of incident on their business 
functions.  Coordinate temporary work arrangements for their teams. Report 
operational issues during recovery. 

All Staff: Report ICT incidents or issues immediately.  Follow directions from ICT 
Disaster Recovery Plan Manager during disaster events. Maintain confidentiality 
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about disaster details until official communications released. Participate in 
recovery efforts as assigned. 

 

3.2 Incident Detected 

3.2.1 Identify a Potential/Actual Disaster has Occurred 

A disaster declaration begins the formal disaster recovery process outlined in this 
document.  Identification of a disaster scenario is likely to be made by: 

 The ICT Service Provider noticing problems through their monitoring tools 
 Shire staff reporting an issue 
 Tools in place to automatically send warnings when systems fail, slow down or 

detect unusual activity (automated alert systems) 
 Notification from the Internet service provider about outages or issues 

IT hardware and software problems, while they might in some instances be significant, 
will often be resolved using normal troubleshooting or problem solving processes. 
Typical disasters involve an unscheduled event that causes one or more critical business 
system to be inaccessible for an indefinite period of time.  

3.2.2 If Malicious Data Corruption - Deny Access 

If a malicious data corruption incident involving an individual (staff or contractor) 
occurs, access must be denied immediately. 

Actions: 

1. Contact the ICT Service Provider to disable the individual’s system access and disable 
their remote access 

2. Contact facilities management to revoke the individual’s physical building access  

3. Change key system passwords that the individual would have had access to 

4. Request the ICT Service Provider disable any backups until the threat has been 
assessed and there is confidence that any data has not been compromised. 

6. Contact appropriate authorities if required: 

 Any malicious or criminal cyber incident should be reported through the national 
ReportCyber portal, which directs matters to the appropriate agency including 
WA Police.  This covers acts like ransomware, unauthorised access, or deliberate 
data corruption. 

 Notify the Office of Digital Government (WA Government)  
 If misconduct or intentional corruption by a staff member is suspected, it may 

also require reporting to the Corruption and Crime Commission and/or Public 
Sector Commission. 
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 Advise insurance company 
 

3.2.3 Notify ICT Disaster Recovery Plan Manager 

When a potential or actual disaster is identified, the incident must be reported to the 
ICT Disaster Recovery Plan Manager.  Contact details can be found at the start of this 
document. 

If the ICT Disaster Recovery Plan Manager or the person acting in this position, is not 
available refer to the CEO. 

The ICT Disaster Recovery Plan Owner should also be notified of any disaster scenarios 
that arise whether they lead to a disaster recovery invocation or not.  

3.2.4 Notify Impacted Staff 

Within 30 minutes of a suspected disaster incident, impacted staff should be informed 
that the issue is being investigated and updates will be provided.  This is so that staff 
are aware that the issue has been reported and what action they need to take.   

Staff to be informed through: 

 Email 
 Phone calls to key personnel 
 Internal communication channels 

3.3 Assess the Incident 

3.3.1 Assess the Impact 

The ICT Disaster Recovery Plan Manager will work with the ICT Service Provider to 
determine: 

The Technical Impact (assess by the ICT Service Provider): 

 Systems and services impacted 
 Estimated downtime 
 Whether data has been lost or compromised 
 Whether security has been compromised 
 Available recovery options.   

And the Business Impact (assess by the ICT Disaster Recovery Plan Manager):  

 Which business functions are affected 
 How many staff are impacted 
 Whether critical services to the community are disrupted 
 Financial impact to the organisation 
 Reputational impact 
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3.3.2 Classify the Severity (Low, Medium, High, Critical) 

If any of the following incidents have occurred, the incident can be classified as ‘critical’ 
and the ICT Disaster Recovery Plan should be immediately activated: 

 Complete loss of main administration building (fire, flood) 
 Total internet connectivity failure (all options down) 
 Cyber attack compromising systems or data 
 Complete server failure 
 Critical data loss or corruption 
 Multiple system failures preventing core operations 

If only some systems are down or only non-critical Shire services are impacted or the 
outage is intermittent or partial, the ICT Disaster Recovery Plan Manager should assess 
the impact before deciding to activate the ICT Disaster Recovery Plan . 

Refer to the Appendix E for a Severity Assessment Tool. 

If the severity is High, it is likely that the ICT Disaster Recovery Plan will require 
activation.  High severity may include: 

 Partial building access restrictions 
 Primary internet connection down (backup available) 
 Major hardware failure affecting multiple users 
 Significant data accessibility issues 

A medium or low severity assessment can generally be managed through normal 
procedures.  Medium severity may include: 

 Single system outage with workarounds available 
 Intermittent connectivity issues 
 Individual hardware failures 

3.3.3 Determine if ICT Disaster Recovery Plan Needs to be Activated 

The decision to activate the ICT Disaster Recovery Plan is made by the ICT Disaster 
Recovery Plan Manager in consultation with the ICT Service Provider and the ICT 
Disaster Recovery Plan Owner, considering: 

 Severity of impact on critical business functions 
 Expected duration of outage 
 Availability of workaround solutions 
 Resources required for recovery 
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3.3.4 Create a "Disaster Recovery Incident Form" 

A Disaster Recovery Incident Form should be completed when an incident occurs and 
an activation of the ICT Disaster Recovery Plan is considered.  This ensures proper 
documentation for audit and compliance purposes and for future ICT Disaster Recovery 
Plan improvements.  The Incident form will be used throughout the recovery process to 
record actions taken, system status updates etc.  A Disaster Recovery Incident Form can 
be located in Appendix C. 

Complete the following details: 

Date - the date the notification of the incident was received. 
Time Reported - the time the notification of the incident was received. 
Name of Informer - record the name of the person reporting the incident. 
Contact Number of Informer - record the contact phone number of the 
informer. 
Name of the Person completing the form – record the name of the person 
creating the form.  This will most likely be the ICT Disaster Recovery Plan 
Manager, who will then update the form during the incident. 
Estimated Time of Incident - record the time it is thought the incident 
commenced. 
Incident Description - record a description of the incident. 
Impact of Incident - describe the impact the incident has had on the Shire’s 
sites and systems. 

3.3.5 Notify Management Team 

If the incident is expected to last more than 1 hour, notify: 

 Chief Executive Officer 
 Relevant department managers 
 Key administrative staff 

Advise them of: 

 Nature of the incident 
 Expected impact and duration 
 Steps being taken 
 Alternative arrangements required 

3.3.6 Notify Communications Team 

For incidents with significant community impact or requiring public communication, the 
Communications Coordinator should be notified to prepare messaging for: 

 Shire website 
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 Social media 
 Community notices 

3.3.7 Update Impacted Staff 

Provide regular updates to impacted staff on the status of recovery efforts.  Staff are to 
be informed through internal communication channels such as the intranet, MS Teams, 
emails and/or text notifications.   

Staff should also be reminded of the Shire’s Social Media and Public Relations Policy 
requirements not to speak to the press and wait until information is disseminated from 
management before communicating with anyone outside the organisation to ensure 
consistency of message. 

3.4 Declare ICT Disaster Recovery Plan Activation 

3.4.1 Activate ICT Disaster Recovery Plan  

The ICT Disaster Recovery Plan Owner formally declares activation and determine the 
recovery approach to use based on the severity classification already established in the 
assessment phase and the type of disaster:   

1. Critical Severity Recovery 
 Full ICT Disaster Recovery Plan activation with complete team 

mobilisation 
 Immediate engagement of all third-party service providers 
 Focus on restoring all critical systems and establishing alternate 

operations if primary site is unavailable 
 May require alternate site activation, full data restoration from backups, 

or emergency procurement 
 All hands on deck approach with extended hours expected 

2. High Severity Recovery 
 ICT Disaster Recovery Plan activation with targeted team mobilisation 
 Engagement of necessary third-party providers and key staff 
 Priority restoration of affected systems while maintaining available 

services 
 May involve partial workarounds or temporary solutions while full 

recovery proceeds 
 Significant staff commitment over multiple days 

3. Medium/Low Severity Response 
 Managed through normal IT procedures (ICT Disaster Recovery Plan not 

activated) 
 Standard ICT Service Provider support 
 Minimal disruption to operations with workarounds in place 
 Limited staff involvement, handled within normal business hours 
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3.4.2 Assemble ICT Disaster Recovery Plan Team & Assign Responsibilities 

Upon activation, the ICT Disaster Recovery Plan Manager will: 

 Contact the ICT Service Provider and any third-party service providers required 
to support the DR process 

 Assign roles to available Shire staff including: 
o A communications lead 
o ICT Disaster Recovery Plan Coordinator - someone to assist the ICT 

Disaster Recovery Plan Manager with activities such as keeping a log of 
events and updating the DR Incident form; and 

o any key operational staff required such as validating applications and 
data after systems have been restored 

 Ensure finance staff are available for procurement support if required 
 contact facilities staff (if changes to building access are required). 

The type of disaster and impact to the Shire’s infrastructure will determine which team 
members are contacted. 

Team members are advised of: 

 That a disaster recovery has been invoked 
 The reasons for the invocation 
 The impact of the situation 
 Assigned responsibilities 
 Expected time commitment 
 Communication protocols - To ensure consistent messaging, employees are also 

to be advised that they should only discuss the situation and progress with the 
CEO, ICT Disaster Recovery Plan Manager or the appointed ICT Disaster Recovery 
Plan Coordinator.   

NOTE: When an employee is contacted out of business hours, it needs to be 
confirmed verbally by themselves that they are fit to work.  If not, an alternate 
person needs to be contacted. 

Each person contacted for the DR incident (whether successfully reached or not) must 
be captured on the “Disaster Recovery Incident Form” together with the role, person’s 
name, date and time contacted. 

3.4.3 Establish ICT Disaster Recovery Plan Coordination Teams Channel 

The ICT Disaster Recovery Plan Manager will establish: 
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 A dedicated Microsoft Teams channel (e.g., "DR-[Date]-[Incident]") for all ICT 
Disaster Recovery Plan team communications 

 A shared incident log (Excel/OneNote) accessible to all team members 
documenting: 

o Timeline of events and actions taken 
o Decisions made and by whom 
o System status updates 
o Contact with vendors and service providers 
o Outstanding issues and next steps 

 Regular check-in schedule (e.g., twice daily at set times) for status updates 
 Clear escalation process for urgent issues requiring immediate attention 

All ICT Disaster Recovery Plan team members will use this Teams channel as the 
primary communication method to ensure consistent information sharing and 
documentation. 

3.4.4 Notify Key Stakeholders 

Following the activation of the ICT Disaster Recovery Plan , all key stakeholders should 
be provided with an update or if not already aware of the incident, informed.   

Internal Stakeholders: (by ICT Disaster Recovery Plan Manager) 

 All Shire staff via email, intranet or SMS  
 Council members via CEO 
 Department managers directly 

Staff are to be informed through internal communication channels such as the intranet, 
MS Teams, emails and/or text notifications.   

As above, staff and elected members should also be reminded of the Shire’s Social 
Media and Public Relations Policy requirements not to speak to the press and wait until 
information is disseminated from management before communicating with anyone 
outside the organisation to ensure consistency of message. 

External Stakeholders: (by ICT Disaster Recovery Plan Manager) 

 Internet service providers 
 Equipment suppliers - Relevant suppliers are to be contacted by the ICT Disaster 

Recovery Plan Manager if they are not already aware of the situation. 
 Insurance provider (if applicable) 

Public (if applicable) (by Communications Lead 

If the incident is impacting on the Shire’s ability to deliver critical business functions, or 
residents and ratepayers are impacted, approved messaging should be 
released/updated on the Shire’s website (alert/banner) and social media channels.   
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After hours contact numbers are available on the “Error! Reference source not found.” 
found at the start of this document 

These contacts are to be told: 

 That a disaster recovery has been invoked; 
 The reasons for the invocation; 
 The impact of the situation; 
 Who to liaise with and their contact details. 

Each Stakeholder / Stakeholder group notified shall be recorded on the “Disaster 
Recovery Incident Form” together with the details used to contact the 
stakeholder/group. 

3.4.5 Update DR Incident Form 

The ICT Disaster Recovery Plan Manager must keep a record of events and update the 
Disaster Recovery Incident Form with: 

Disaster Invoked (Y/N) - Indicate Y if the event is determined to be a disaster or 
N if the event is determined to be an issue or has been resolved.   
Date Invoked - Enter the date the disaster recovery was invoked, if applicable. 
Invoked By - Record the names of the people involved in making the decision. 
Time Invoked - Record the time the decision was made to invoke the disaster, if 
applicable. 
Reason for Decision - Record the reason why the incident was defined to be a 
disaster or an issue. 
 

Any notifications to stakeholders or staff members contacted should also be updated 
on the Disaster recovery Incident Form. 

3.5 Execute the ICT Disaster Recovery Plan  

The actions required to execute the ICT Disaster Recovery Plan will depend on the 
severity classification determined during the assessment phase.  The Shire's role is to 
coordinate the overall response, manage communications and make business 
decisions, while the ICT Service Provider executes the technical recovery procedures.  

3.5.1 Critical Severity  

Trigger: Complete loss of main administration building, total internet connectivity 
failure, cyber attack, complete server failure, critical data loss, or multiple system 
failures preventing core operations. 

Objective: Restore critical business functions and establish alternate operations as 
quickly as possible. 

Business Coordination Actions (Shire): 
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1. Immediate Assessment & Containment: 
 ICT Disaster Recovery Plan Manager coordinates with ICT Service Provider 

to assess the full scope of the impact 
 If the incident is a cyber attack, the ICT Disaster Recovery Plan Manager 

will ensure appropriate authorities are notified (ReportCyber portal, 
Office of Digital Government, WA Police as applicable) 

 If the incident is a building loss, the ICT Disaster Recovery Plan Manager 
and ICT Service provide will need to work collaboratively to determine 
what equipment/data is accessible 

 The ICT Disaster Recovery Plan Manager will determine which critical 
services must be restored first based on business priorities 

 The ICT Disaster Recovery Plan Manager will liaise with staff to determine 
if the disaster has also impacted staff homes and personal internet access 
(this may impact work from home options) 
 

2. Activate Alternate Operations: 

 Depending on the disaster, staff will be deployed to work from alternative 
Shire facilities (Recreation Centre, depot, etc.) or work-from-home with 
Shire laptops and adequate home internet 

 The ICT Disaster Recovery Plan Manager will establish a ICT Disaster 
Recovery Plan coordination channel in Microsoft Teams for real-time 
communication and incident logging 
 

3. Coordinate with the ICT Service Provider: 

 Maintain regular communication via ICT Disaster Recovery Plan Teams 
channel and mobile phone 

 Make decisions on priorities and resource allocation 
 Approve emergency expenditure as required within delegation limits 

 

Technical Recovery Actions (ICT Service Provider) 

The ICT Service Provider will execute technical recovery in accordance with their 
documented technical recovery procedures, including: 

 Assess systems and data impact (may require remote assessment initially, with 
on-site visit scheduled if needed) 

 If the incident is a cyber attack, the ICT Service provider will Isolate the 
compromised systems and preserve any evidence 

 Restore internet connectivity using the options to the Shire (satellite, mobile 
hotspots etc.) 

 Restore remote access for all staff (RDP, VPN) if possible 
 Recover critical applications from backups if needed 
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Expected Outcomes: 

 Critical services restored within 4-8 hours where possible (subject to ICT Service 
Provider availability and connectivity options)  

 Staff can access email, Office 365, SynergySoft and key cloud applications  
 Temporary operations established within 30-60 working days if full facility 

required (extended timeline due to equipment delivery, internet connection 
establishment and service provider travel requirements)  

3.5.2 High Severity 

Trigger: Partial building access restrictions, primary internet connection down (backup 
available), major hardware failure affecting multiple users, or significant data 
accessibility issues. 

Objective: Restore affected systems while maintaining available services with minimal 
disruption. 

Actions: 

Business Coordination Actions (Shire): 

1. Assess Impact & Coordinate Response: 

 Work with the ICT Service Provider to identify which systems/services are 
affected and the order for systems to be restored 

 Determine the business impact 
 Assess whether workarounds are available for impacted functions 
 Coordinate with business function owners on temporary arrangements 

(e.g. work from home or other locations) 
2. Support Affected Users: 

 Communicate status to affected staff 
 Arrange alternate work arrangements for significantly affected staff 
 Coordinate temporary workarounds (redirected printers, alternate access 

methods) 
 Provide updates on restoration progress 

3. Coordinate with the ICT Service Provider: 

 Maintain regular communication via ICT Disaster Recovery Plan Teams 
channel and mobile phone 

 Make decisions on priorities and resource allocation 
 Approve emergency expenditure as required within delegation limits 

Technical Recovery Actions (Fourier Technologies): 

The ICT Service Provider will execute technical recovery in accordance with their 
documented technical recovery procedures, including: 
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 Assess systems and data impact (may require remote assessment initially, with 
on-site visit scheduled if needed) 

 Restore internet connectivity using the options to the Shire (satellite, mobile 
hotspots etc.) 

 Restore remote access for all staff (RDP, VPN) if possible 
 Recover critical applications from backups if needed 
 Repair or replacement of failed equipment 
 On-site visit if required (with appropriate travel time allowance) 
 Ordering of replacement equipment if needed 
 Data restoration from backups if needed 
 System functionality and data integrity validation 
 Deployment of remote management tools if needed 

Expected Outcomes: 

 Affected systems restored within 2 – 10 workings days depending on issue 
complexity and equipment/service provider availability 

 Minimal disruption to overall operations 
 Workarounds in place until full restoration 

3.5.3 Long-Term Recovery Phase (Return to Normal Operations) 

Objective: Return to full normal operations at main administration building after 
Critical Severity incident. 

Trigger: Temporary operations have been established and main building is ready for 
reoccupation. 

Business Coordination Actions (Shire): 

1. Building Readiness Assessment: 

 Confirm repairs completed and building safe for occupancy (noting 
contractors may need to travel from Perth or Broome) 

 Confirm power, HVAC and essential services operational 
 Coordinate with facilities management 

2. Migration Planning: 

 Develop detailed migration plan from temporary to permanent location 
 Schedule cutover to minimise disruption to operations 
 Coordinate with ICT Service Provider for technical migration scheduling 

(provide adequate notice for travel arrangements) 
 Plan communications to staff about return date and arrangements 

3. Staff Return & Transition: 

 Communicate return date to all staff 
 Coordinate physical move of equipment and staff 
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 Conduct post-recovery review 
 Update ICT Disaster Recovery Plan based on lessons learned 

4. Coordination with ICT Service Provider: 

 Coordinate site visit timing (allow for travel and accommodation booking) 
 Be available for testing and validation 
 Approve final cutover timing 

Technical Recovery Actions (ICT Service Provider): 

Fourier Technologies will execute technical recovery in accordance with their 
documented technical recovery procedures, including: 

 Coordination of new internet connection installation (noting extended 
timeframes for remote areas) 

 On-site visit to migrate equipment and reconfigure systems 
 Restoration or replacement of server room infrastructure 
 Restoration of network cabling and communications systems 
 Installation of generator or UPS if not previously in place 
 Re-establishment of local network and connectivity 
 Restoration of local servers and infrastructure if applicable 
 Comprehensive testing of all systems and connectivity 
 Validation of data integrity and completeness 
 Testing of backup power systems 
 User acceptance testing support 
 All technical procedures as documented in Fourier Technologies' technical 

recovery documentation 

Expected Outcomes: 

 Full return to normal operations at main administration building 
 All systems, services and staff relocated successfully 
 Lessons learned documented and ICT Disaster Recovery Plan updated 

3.5.4 Provide Updates to Stakeholders 

Regular updates should be provided to key stakeholders including: 

Audience Responsibility Frequency Method 

CEO ICT Disaster 
Recovery Plan 
Manager 

Every 2-4 hours initially, 
then daily 

Phone, email 

97



Disaster Recovery Plan v0.1 

 

DISASTER RECOVERY PLAN PAGE 31 OF 77 

 

Staff ICT Disaster 
Recovery Plan 
Manager 

Daily or as significant 
changes occur 

Email, meetings, SMS 
(urgent notifications) 

Council CEO As required Email, briefing 

Community (if 
affected) 

Communications 
Lead 

As required Website, social 
media 

 

3.5.5 Update DR Incident Form and Log Problems 

The ICT Disaster Recovery Plan Manager maintains the DR Incident Form throughout 
activation, recording: 

 Date and time of key actions 
 Decisions made 
 Communications sent 
 Problems encountered 
 Resources utilised 
 Costs incurred 

A separate Problem Log tracks: 

 Technical issues identified 
 Workarounds implemented 
 Items requiring follow-up 
 Lessons learned 

A lessons learned log should also be used to track any lessons learned throughout the 
DR resolution process. 

This information will be used to complete a post-activation report to identify areas for 
improvement. 

3.6 Business Recovery and Restoration 

After the ICT Disaster Recovery Plan has been activated and the business is operating 
again, albeit in a temporary/emergency state, formal recovery efforts can begin.   

Throughout this stage, business continuity must be maintained to minimise business 
disruption. 

3.6.1 Restore Systems and Infrastructure 

System and infrastructure restoration is primarily the responsibility of the ICT Service 
Provider working under the direction of the ICT Disaster Recovery Plan Manager.  The 
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ICT Service Provider should follow their detailed technical procedures which are 
maintained separately from this ICT Disaster Recovery Plan .   

The ICT Disaster Recovery Plan Manager and ICT Disaster Recovery Plan Coordinator (if 
allocated) will: 

 Maintain regular communication with the ICT Service Provider via the ICT 
Disaster Recovery Plan Teams channel and/or mobile phone 

 Update the incident log with the restoration progress and system status 
 Coordinate with business function owners for testing and validation 
 Make decisions on business priorities for system restoration order 
 Escalate any issues or delays to the ICT Disaster Recovery Plan Owner 
 Approve changes to recovery approach if circumstances require adjustment 

 
The ICT Service Provider will execute technical restoration activities in accordance with 
their documented technical recovery procedures.  This includes restoring cloud services, 
on-premises systems (if applicable), network infrastructure and end-user devices to full 
operational status. 

 

Validation and Sign-Off 

Once the ICT Service Provider confirms technical restoration is complete: 

 Business function owners test and validate they can perform their critical 
functions 

 ICT Disaster Recovery Plan Manager confirms with each business area that 
systems meet operational requirements 

 Any issues identified are logged and addressed before proceeding to stand-
down 

 Final sign-off is documented in the incident log 

All technical details of restoration procedures, including step-by-step instructions, 
configuration settings and troubleshooting steps are maintained by the ICT Service 
Provider in their technical recovery documentation.  

3.6.2 Update the Disaster Recovery Incident Form 

The ICT Disaster Recovery Plan Manager (or nominated ICT Disaster Recovery Plan 
Coordinator) will maintain the incident log throughout the restoration process, 
recording 

 Date and time systems restored 
 Systems confirmed operational 
 Any outstanding issues 
 ICT Service Provider progress updates  
 Decisions made during restoration  
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 Any deviations from standard procedures 

All updates should be posted to the ICT Disaster Recovery Plan Teams channel to 
maintain transparency and ensure all team members have current information. 

3.6.3 Notify Stakeholders 

Once systems have been restored and validated, the Communications Lead will 
coordinate announcements to all relevant stakeholders. 

Internal Communications: 

 Notify all staff via email and Teams that systems have been restored 
 Provide instructions for accessing systems from new locations if applicable 
 Advise staff of any ongoing monitoring or temporary limitations 
 Thank staff for their patience and flexibility during the incident 

External Communications: 

 Notify customers and community members via:  

o Shire website (remove alert/banner or post recovery update) 

o Social media channels (Facebook, etc.) 

o Email to regular contacts if appropriate 

 Notify vendors and service providers that normal operations have resumed 
 Notify regulatory bodies if required by the nature of the incident 
 Include in communications that the ICT Service Provider will continue to monitor 

systems to ensure stability 

Communication Approval: All external communications must be approved by the CEO 
or ICT Disaster Recovery Plan Owner before release to ensure consistent and 
appropriate messaging. 

3.6.4 Scale Down Response (Stand Down) 

The Stand Down process is designed to gradually scale down recovery operations and 
transition personnel from emergency response/standby mode back to their standard 
roles while ensuring stability before deactivation.   

The Stand Down Process can begin when 

 All immediate threats have been neutralised and critical systems are operational 
 Temporary workarounds or backup systems have successfully sustained 

operations 
 Essential personnel and no longer required in emergency roles 
 ICT Service Provider confirms systems are stable and monitoring is in place 
 No critical issues remain unresolved 
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The ICT Disaster Recovery Plan Owner will need to approve the transition from 
emergency recovery to normal operations.  Recovery staff can gradually be released as 
they become no longer required 

Continual monitoring of operations should continue to detect any residual risks or 
issues before declaring a full deactivation 

3.6.5 Update the Disaster Recovery Incident Form 

Complete the following details on the “Disaster Recovery Incident Form”: 

Stand Down Issued By: - record the person issuing the command to stand down 
Date and Time: - Record the time the stand down response was issued. 

3.6.6 Deactivate ICT Disaster Recovery Plan  

Once the stand down process is complete and all critical systems have been fully 
restored and the Shire has resumed normal business functions, the ICT Disaster 
Recovery Plan can be deactivated. 

The ICT Disaster Recovery Plan can be deactivated when the following conditions have 
been met: 

 All critical systems, applications and services must be accessible and functioning 
as intended 

 All critical business function owners confirm they are able to deliver their 
function(s) as intended  

 All critical data must be validated to ensure no data corruption, duplication or loss 
has occurred and data aligns with the defined RPOs 

 All relevant security checks/access controls are in place 
 All temporary recovery measures have been replaced with permanent solutions 
 Restored systems and applications must operate at pre-disaster performance 

levels 

Once the DR Team has conducted a comprehensive assessment to confirm all of the 
above, the DR Manager will request the approval of a formal deactivation from the ICT 
Disaster Recovery Plan Owner. 

The ICT Disaster Recovery Plan Manager requests formal deactivation approval from ICT 
Disaster Recovery Plan Owner. 

3.6.7 Update the Disaster Recovery Incident Form 

Complete the following details on the “Disaster Recovery Incident Form”: 

Deactivated By – Record the person making the ICT Disaster Recovery Plan 
Deactivated decision. 
Date and Time ICT Disaster Recovery Plan Deactivated - Record the date and 
time the ICT Disaster Recovery Plan is deactivated 
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3.7 Monitor and Provide Updates 

3.7.1 Ongoing Monitor and Reassessment 

After recovery and restoration, the situation must be continually monitored and 
reassessed to ensure systems are stable and functioning correctly or if additional 
recovery steps are needed. 

The ICT Service Provider is responsible for ensuring the IT systems, networks and 
infrastructure are being restored correctly and operating as expected.  The ICT Service 
Provider will follow their detailed monitoring procedures to perform the monitoring 
activities. 

The ICT Service Provider will establish appropriate monitoring protocols based on the 
severity and complexity of the incident and will provide regular status updates to the 
ICT Disaster Recovery Plan Manager via the ICT Disaster Recovery Plan Teams channel 
or mobile. 

Monitoring activities should include 

 System stability and performance 
 Network connectivity 
 User reports of issues 
 Security alerts 
 Backup systems status 

 

In parallel, the ICT Disaster Recovery Plan Manager will 

 Coordinate feedback from business function owners on system usability 
 Track user reports of any issues and relay the information to the ICT Service 

Provider 
 Make decisions on when the monitoring can be scaled back, in consultation with 

the ICT Service Provider 
 Determine when systems are sufficiently stable for ICT Disaster Recovery Plan 

deactivation 

The intensity and frequency of monitoring will depend on the severity of the incident, 
with more intensive monitoring for Critical severity incidents gradually scaling back as 
systems prove stable. 

3.7.2 Update Stakeholders 

Once ICT Disaster Recovery Plan Manager, ICT Service Provider and the business 
representatives are happy that the systems are functioning correctly and performance 
levels are acceptable, the ICT Disaster Recovery Plan Owner/Manager should 
communicate to all impacted staff, customers and vendors (as relevant) that the Shire is 
now back to normal operating mode. 
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3.8 Post Incident Review 

3.8.1 Conduct Post Incident Review Meeting 

After any disaster recovery event the performance of the ICT Disaster Recovery Plan 
should be evaluated to ensure the ICT Disaster Recovery Plan remains relevant and any 
lessons learned are incorporated into the ICT Disaster Recovery Plan .  Within 2 weeks 
of deactivation, conduct a review meeting with: 

 ICT Disaster Recovery Plan Owner 
 ICT Disaster Recovery Plan Manager 
 ICT Service Provider 
 Key staff involved in response 

The review should examine the: 

 Timeline of events 
 Effectiveness of response 
 RTO achievements 
 Communication effectiveness 
 What worked well 
 What could be improved 
 Costs incurred 

A Post Incident Report should be compiled which would include: 

 Summary of the incident and its impact – an overview of what occurred, the 
systems affected and business consequences 

 Customer Impacts  
 Risk Analysis  

Refer to the Appendix D for a Post Incident Report template. 

A Lessons learned log should also be completed. 

3.8.2 Check for Insurance Claims 

After an ICT Disaster incident has occurred the Shire may be able to make a claim 
against one of its insurance policies.  The ICT Disaster Recovery Plan Manager should 
work with the Finance and Risk/Insurance Officer to: 

 Document all costs incurred 
 Gather evidence (photos, reports) 
 Prepare insurance claim if applicable 
 Track claim through to resolution 

3.8.3 Log Documentation 

File all documentation in the Shire’s records management system: 
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 DR Incident Form 
 Problem Log 
 Post Incident Report 
 Insurance correspondence 
 Updated ICT Disaster Recovery Plan (with lessons learned) 
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4 BUSINESS RECOVERY AND RESTORATION 
This section describes how the ICT Disaster Recovery Plan aligns with the overall goals 
and priorities of the Shire.  It outlines the Shire's business-focused recovery objectives, 
the criticality of systems to business operations and the coordination framework that 
guides disaster recovery efforts. 

The technical implementation details of backup systems, recovery infrastructure and 
restoration procedures are maintained separately by the ICT Service Provider in their 
technical recovery documentation.  This ICT Disaster Recovery Plan focuses on the 
business context, priorities and coordination requirements that inform those technical 
recovery efforts. 

4.1 Roles and Responsibilities 

The following outlines the key roles and responsibilities for backup recovery strategy 
and objectives. 

ICT Disaster Recovery Plan Owner: Approve backup and recovery strategies.  
Approve budget for backup infrastructure and services.  Ensure alignment of 
recovery strategies with business priorities. Approve RTO and RPO targets for 
critical systems. 

ICT Disaster Recovery Plan Manager: Work with the ICT Service Provider to 
ensure backup strategies meet business requirements.  Review and validate that 
RTOs and RPOs align with business needs.  Coordinate with business function 
owners to determine system criticality.  Ensure recovery strategies are 
documented and communicated. Monitor compliance with backup and recovery 
policies.  Ensure ICT Disaster Recovery Plan aligns with overall Business 
Continuity Plan. 

ICT Service Provider: Design and implement backup and recovery 
infrastructure.  Maintain backup systems and ensure backups are completed 
successfully.  Test backup integrity and restoration procedures regularly.  
Provide technical input on achievable RTOs and RPOs.  Document technical 
backup and recovery procedures.  Monitor backup systems and alert to any 
failures.  Maintain asset inventory of all ICT equipment. 

Risk and Insurance Officer: Liaise with insurance providers regarding 
equipment replacement.  Provide guidance on insurance claim processes. 
Document incident details for insurance purposes. 

Business Function Owners: Identify critical systems required for their functions.  
Define acceptable downtime and data loss for their systems.  Participate in 
Validate restored systems. Provide feedback on recovery effectiveness. 

All Staff: Participate in recovery efforts as assigned. 
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4.2 IT Infrastructure Overview 

The Shire's ICT infrastructure is primarily cloud-based with multiple internet connectivity 
options to ensure resilience.  Detailed technical specifications and infrastructure 
diagrams are maintained by the ICT Service Provider in their technical documentation. 

Key infrastructure characteristics relevant to disaster recovery: 

 Cloud-hosted critical systems with local synchronisation 
 Multiple redundant internet connections (fibre, satellite, mobile phone hotspots) 
 Distributed facilities (main office, Recreation Centre, depot) 
 Remote working capability for key staff 

For technical infrastructure details, refer to the Shire’s ICT Service Providers technical 
recovery documentation. 

4.3 Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) 

The following table describes the RTOs and RPOs for the Shire:  

 

 Critical 

(Priority 1) 

Important 

(Priority 2) 

Desirable 

(Priority 3) 

Useful/Not 
Urgent 

(Priority 4) 

Risk 
Assessment 

Core Shire 
business 

functions directly 
impacted. 
Significant 

reputational and 
financial losses 

may occur. 

Key Shire 
functions 
impacted. 
Moderate 

reputational and 
financial losses 

may occur. 

Key functions 
moderately 

impacted. Minor 
losses may 

occur. 

Functions 
mildly 

impacted. 
Minor 

losses may 
occur. 

Recovery 
Time 

Objective 
(RTO) 

4 hours 24 hours 48 hours 72 hours 

Recovery 
Point 

24 hours 48 hours 72 hours 1 week 
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Objective 
(RPO) 

 

Recovery Point Objective (RPO) describes the maximum acceptable data loss, 
measured in time, that the organisation can tolerate during a disruption or system 
failure.  For example, if the business can only afford to lose a maximum of two hours of 
data, then the RPO would be 2 hours.  (Refer to the diagram below for an illustration) 

Recovery Time Objective (RTO) is the maximum allowable downtime for a system, 
application, or process following a disruption.  This is the goal ICT must work towards 
when restoring the system.  For example, if a critical business function could not 
continue for more than one day without normal operations, then the RTO for the critical 
system(s) required to perform that function may be 12 hours. 

The Maximum Tolerable Period of Disruption (MTPD) is the maximum amount of time 
that an organisation can tolerate the disruption of a business function or service before 
significant impact occurs.  System downtime cannot exceed the MTPD.  For this reason, 
the RTO should always be less than the MTPD.  This provides time for a delay between 
the time the disaster event occurred and the time a DR event was declared (i.e. the 
reaction time).  It also provides time for the ICT Service provider and the business to 
verify the system is working as it should. 

For example, a critical business function is conducting the pay run.  The payroll system 
used to pay employees is therefore listed as a critical system.  If when performing a pay 
run a disaster event was to occur, the business may determine that it cannot lose more 
than one hours’ worth of data.  This would mean that the RPO for that system would be 
1 hour.  It may also determine that a pay run cannot be delayed by more than 24 hours, 
making the MTPD 24 hours.  The RTO would then be less than 24 hours. 

These metrics inform the Shire’s backup and recovery efforts.  They help refine recovery 
priorities, set expectations and guide the selection of strategies and technologies: 

 Critical systems with short RTO’s are prioritised over less critical systems in a 
disaster recovery situation.   

 RTO’s are also used in determining what type of recovery or redundancy solution 
may be required. 
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 RPOs drive the frequency of backups or data replications.  Systems with low RPOs 
require frequent or real-time synchronisation.  In the example above for the pay 
run, in order to meet the 1hour RPO, real-time synchronisation of the data may be 
required. 
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4.4 Critical System Prioritisation 

Identifying and prioritising critical systems help inform backup and recovery efforts and 
ensuring they align with the organisations priorities and resource constraints.  By 
focusing on critical systems first, the Shire’s ICT Service Provider can allocate time, 
budget and technology to areas that have the most significant impact on business 
continuity.  This approach also creates a clear framework for decision making during a 
disaster event.   

For a list of the Shire’s critical systems, refer to Appendix A: Critical System 
Prioritisation. 

4.5 Recovery/Backup Strategies 

The Shire has implemented the following key recovery and backup strategies to 
minimise the impact of potential ICT disasters on the Shire’s critical business functions.  
These strategies are designed to increase resilience, protect data and information, 
reduce downtime, ensure alignment with business priorities and enable ICT to respond 
quickly in the event of a disaster. 

The technical details for each of these strategies is maintained in the ICT Service 
Providers technical recovery procedures documentation. 

4.5.1 Cloud-Based Architecture 

Strategy: Maximise use of cloud services to reduce dependence on local infrastructure. 

Implementation: 

 Email hosted in cloud (Exchange Online) 
 File storage synchronised to cloud 
 Key applications cloud-hosted where possible 
 Onsite servers mirror cloud data for faster local access 
 Recovery primarily involves re-establishing internet connectivity 

Benefits: 

 Data protected in professionally managed data centres 
 Geographic redundancy built-in 
 Quick recovery if local infrastructure damaged 
 Staff can work from anywhere with internet access 

4.5.2 Multiple Internet Connectivity Options 

Strategy: Maintain multiple independent internet connections to ensure connectivity 
resilience. 

Implementation: 

 Fibre (primary) 
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 4GX mobile router (secondary) 
 Satellite (tertiary) 
 ADSL (quaternary, at some locations) 

Benefits: 

 Unlikely all connections fail simultaneously 
 Quick failover between connections 
 Continued operations during single point failure 

4.5.3 Backup and Replication 

Strategy: Regular backups with automated replication. 

Implementation: 

 Veeam Backup and Replication software 
 Continuous synchronisation between onsite servers and cloud 
 Regular backup schedules 
 Anti-crypto endpoint software to protect against ransomware 

Benefits: 

 Point-in-time recovery available 
 Protection against data corruption 
 Ransomware protection 
 Quick restoration capability 

4.5.4 Remote Working Capability 

Strategy: Enable staff to work from home or alternative locations. 

Implementation: 

 Staff issued with laptops (portable devices) 
 VPN and remote desktop access configured 
 Mobile phones with data for key personnel 
 Cloud applications accessible from anywhere 

Benefits: 

 Operations continue if building unavailable 
 Flexible response to various disaster scenarios 
 Reduced dependency on physical office 

4.5.5 Tiered Recovery Approach 

Strategy: Prioritise recovery based on business criticality. 

Implementation: 

 Tier 1 (Critical): Restored first - email, internet, core systems 
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 Tier 2 (Important): Restored next - full office functionality 
 Tier 3 (Desirable): Restored when resources available 
 Tier 4 (Not Urgent): Restored last 

Benefits: 

 Efficient use of limited resources during crisis 
 Core functions resume quickly 
 Clear priorities for recovery team 

5 PREVENTION AND PREPAREDNESS 
This section describes the proactive measures in place to minimise the likelihood of a 
disaster event and ensure the Shire is ready to respond effectively if an ICT disaster 
occurs. 

5.1 Roles and Responsibilities 

The following outlines the key roles and responsibilities involved in preventing incidents 
and preparing for potential disasters. 

ICT Disaster Recovery Plan Owner: Approve DR Strategy, Policy and Budgets.  
Ensure regular testing is conducted. 

ICT Disaster Recovery Plan Manager: Work with the ICT Service Provider to 
ensure service agreements include DR provisions and align with the Shire’s RTO 
and RPO requirements. Coordinate testing activities. Ensure staff awareness of 
ICT Disaster Recovery Plan procedures. 

ICT Service Provider: Design and implement backup and restoration strategies. 
Maintain systems, backups and recovery infrastructure. Assist in identifying risks 
and mitigation strategies. Develop and maintain technical ICT Disaster Recovery 
Plan procedures.  

Finance Team: Ensure procurement processes support emergency equipment 
purchase. Maintain insurance documentation for equipment. 

Risk and Insurance Officer: Ensure Risk Register includes ICT disaster events. 
Ensure alignment of ICT Disaster Recovery Plan with business priorities. 

Communications Coordinator: Develop and maintain Crisis Communication 
plan for major DR events. 

All Staff: Understand their roles in the event of ICT disruption. Maintain 
awareness of alternative work arrangements. Take issued laptops home daily. 

 

5.2 Risk Assessment 
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There are many potential disruptive threats that can occur at any time and affect the 
normal business operations of the shire including: 

 Natural disasters (e.g., floods, earthquakes, fires). 
 Cyberattacks (e.g., ransomware, phishing). 
 System or hardware failures. 
 Human errors or sabotage. 
 Utility failures (e.g., power or internet outages). 

A range of potential threats which could result in the ICT Disaster Recovery Plan being 
activated have been included in the Shire’s Risk Register and are not detailed within this 
ICT Disaster Recovery Plan .   

 

5.3 Mitigation Strategies 

The following mitigation (prevention) strategies are in place to address potential ICT 
risks associated with Disaster Recovery. 

The Shire works collaboratively with its ICT Service Provider to ensure these strategies 
are implemented and maintained effectively. The ICT Service Provider is responsible for 
the technical implementation and ongoing maintenance of these strategies.  Detailed 
technical procedures are documented and maintained by the ICT Service Provider in 
their technical recovery documentation. 

5.3.1 Physical Security 

 Restricted access to any onsite servers and network equipment 
 Building security systems 
 Environmental controls (HVAC, temperature monitoring) 
 Fire suppression systems 
 Secure storage of backup media 

Shire's Role: Maintain building security systems; provide physical access controls; 
ensure environmental systems maintained. 

ICT Service Provider's Role: Design and implement technical security controls; monitor 
environmental conditions; maintain backup storage protocols. 

5.3.2 Cybersecurity 

 Anti-virus software installed on all Shire owned devices 
 Anti-crypto endpoint software deployed 
 Regular security updates and patches 
 Firewall protection 
 Email filtering and spam protection 
 Staff cybersecurity awareness training 
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 Strong password policies 
 Regular security audits 

Shire's Role: Ensure staff complete cybersecurity awareness training; enforce password 
policies; report security incidents promptly. 

ICT Service Provider's Role: Implement and maintain all technical security controls; 
monitor for threats; apply security patches; conduct security audits. 

5.3.3 Data Protection 

 Veeam Backup and Replication for regular automated backups 
 Continuous synchronisation between onsite servers and cloud 
 Cloud-based data storage in secure data centres 
 Backup media stored securely 
 Regular testing of backup recovery procedures 
 Anti-crypto protection to prevent ransomware encryption 

Shire's Role: Follow data storage procedures (save to network shares); report any data 
access issues; approve backup testing schedules. 

ICT Service Provider's Role: Configure and maintain backup systems; monitor backup 
success; test restoration procedures; ensure backup integrity; manage cloud 
synchronisation. 

5.3.4 Infrastructure Resilience 

 Multiple internet connectivity options 
 UPS systems for power protection 
 Redundant network switches 
 Cloud hosting for critical systems 
 Regular hardware maintenance 
 Equipment replacement planning 

Shire's Role: Approve infrastructure investments; maintain building power systems; 
plan for equipment replacement budgets. 

ICT Service Provider's Role: Design resilient infrastructure; maintain hardware; 
monitor system health; recommend upgrades; manage failover systems. 

5.3.5 Operational Controls 

 Change management procedures 
 System monitoring and alerts 
 Regular system health checks 
 Documentation of configurations 
 ICT Disaster Recovery Plan Support arrangements included in ICT Service 

Provider and vendor contracts  as appropriate 
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 Regular testing of DR procedures 

Shire's Role: Approve significant changes; participate in DR testing; ensure service 
agreements include DR provisions. 

ICT Service Provider's Role: Implement change management; monitor systems 24/7; 
maintain configuration documentation; execute DR tests; provide emergency support. 

5.3.6 Staff Preparedness 

 ICT Disaster Recovery Plan awareness training 
 Remote working capability for all key staff 
 Laptop computers for portable work 
 Mobile phones with data for key personnel 
 Clear procedures and documentation 
 Regular communication of DR arrangements 

Shire's Role: Ensure staff complete ICT Disaster Recovery Plan training; issue laptops to 
appropriate staff; communicate DR procedures; conduct tabletop exercises. 

ICT Service Provider's Role: Configure remote access; provide technical training; 
support remote working setup; maintain remote access systems. 

5.3.7 Backup Hardware Supplies 

Given the Shire's remote location and extended delivery timeframes, consideration 
should be given to maintaining basic emergency equipment on-site:2-3 spare desktop 
or laptop computers 

 2-3 spare desktop or laptop computers 
 Spare network switch and cabling 
 Spare router 
 Mobile Starlink unit for emergency deployment 
 Spare UPS units 
 Basic peripherals (keyboards, mice, monitors) 

Shire's Role: Approve budget for emergency supplies; maintain inventory; ensure 
appropriate storage. 

ICT Service Provider's Role: Advise on appropriate equipment specifications; configure 
spare equipment as needed; maintain deployment procedures. 

5.4 Training and Awareness Strategy 

Training and Awareness play a critical role in both preventing DR incidents and 
preparing the Shire to effectively execute its ICT Disaster Recovery Plan .  The Shire will 
ensure all staff understand their ICT Disaster Recovery Plan roles and responsibilities in 
the event of a disaster and are aware of the procedures to be followed.  It does this by: 
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Ensuring all new employees receive basic information during their induction about the 
disaster recovery plan, possible alternative work arrangements and how to access 
systems remotely. 

All staff are responsible for making themselves familiar with the disaster recovery 
requirements of their specific role. Employees must understand what they would need 
to do during a disaster, including their individual responsibilities, the procedures they 
should follow and who they need to communicate with. The ICT Disaster Recovery Plan 
is accessible to all staff and employees are expected to review the sections relevant to 
their position and ask questions if anything is unclear. 

The Shire conducts regular tabletop exercises to provide practical training and test 
disaster response capabilities. These practice sessions walk staff through realistic 
disaster scenarios, allowing them to apply their knowledge, test decision-making 
processes, identify any gaps in understanding and practice coordination between Shire 
staff and the ICT Service Provider. Through these exercises, staff gain hands-on 
experience and build confidence in their ability to respond effectively when a real 
disaster occurs. 

5.5 Information Security Management 

Effective security management ensures systems are resilient and protected from 
security threats. The Shire works with its ICT Service Provider to implement security 
measures that reduce the likelihood of security incidents that could trigger a disaster 
event.  The ICT Service Provider is responsible for the technical implementation and 
ongoing maintenance of these security measures. Detailed technical security 
procedures are documented and maintained by the ICT Service Provider.   

5.5.1 Access Control 

 User authentication (Active Directory) 
 Role-based access controls 
 Regular review of user access rights 
 Prompt removal of access for departing staff 
 Strong password requirements 
 Multi-factor authentication for critical systems (where available) 

Shire's Role: Notify ICT Service Provider promptly of staff changes (new starters, role 
changes, departures); enforce password policy with staff; approve access levels for staff. 

ICT Service Provider's Role: Implement and maintain authentication systems; 
configure access controls; conduct access reviews; disable accounts as directed; enforce 
technical password requirements. 

5.5.2 Security Monitoring 

 Anti-virus scanning and monitoring 
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 Anti-crypto endpoint protection 
 Email filtering and threat detection 
 System logging and audit trails 
 Regular security patch management 
 ICT Service Provider monitoring of systems 

Shire's Role: Report suspicious activity or potential security incidents immediately; 
allow time for security patching; approve patching schedules for critical systems. 

ICT Service Provider's Role: Monitor all systems for threats; apply security patches; 
investigate security alerts; maintain audit logs; respond to security incidents. 

5.5.3 Data Security 

 Encryption of sensitive data 
 Secure data transmission (VPN, HTTPS) 
 Regular backups with verification 
 Secure disposal of old equipment 
 Clear desk policy for sensitive information 

Shire's Role: Follow data handling procedures; implement clear desk policy; ensure 
proper disposal of physical documents; notify ICT Service Provider before disposing of 
equipment. 

ICT Service Provider's Role: Implement encryption technologies; configure secure 
communications; manage backup encryption; securely wipe disposed equipment; 
maintain data security controls. 

5.5.4 Physical Security 

 Restricted access to server room 
 Security of network equipment 
 Visitor management 
 Secure storage of backup media 
 Environmental controls for equipment protection 

Shire's Role: Maintain building access controls; manage visitor access; ensure server 
room remains secure; maintain environmental systems. 

ICT Service Provider's Role: Secure network equipment; manage backup media 
storage; monitor environmental conditions; advise on physical security requirements. 

5.5.5 Incident Response 

 Procedures for reporting security incidents 
 Rapid response to suspected breaches 
 Forensic investigation capabilities (through the ICT Service Provider) 
 Communication protocols for security events 
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Shire's Role: Report all suspected security incidents immediately; cooperate with 
investigations; approve communication about security events; notify authorities as 
required. 

ICT Service Provider's Role: Respond to security incidents; conduct technical 
investigations; preserve evidence; contain and remediate threats; provide technical 
recommendations. 

5.6 Vendor Contracts and Support Agreements 

The Shire's primary ICT support is provided by the ICT Service Provider under a service 
agreement that includes disaster recovery support provisions. 

5.6.1 Service Agreement Requirements 

The service agreement with its ICT Service Provider will include: : 

 Emergency response procedures 
 Contact details and escalation paths 
 Response time commitments 
 Scope of emergency support services 
 Equipment sourcing and configuration 
 On-site support when required 
 Remote support and monitoring 
 Backup and recovery services 
 Security incident response 

 

 

5.7 ICT Asset Inventory 

The Shire’s ICT Service Provider maintains an inventory of ICT assets to support disaster 
recovery planning and execution. 

This inventory management is a requirement under the service agreement with the ICT 
Service Provider and ensures the Shire has an accurate and current record of all 
technology infrastructure that would need to be recovered or replaced in the event of a 
disaster. 

The ICT asset inventory includes all hardware, software, network equipment and 
infrastructure components that support the Shire's business operations.  This covers 
servers, workstations, networking devices, telecommunications equipment, backup 
systems and licensed software applications.  The inventory records key details for each 
asset including make and model, serial numbers, purchase dates, warranty information 
and replacement costs.  This information is essential for making rapid decisions during 
disaster recovery, such as determining what equipment needs to be replaced, 
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understanding dependencies between systems and providing accurate information to 
insurance providers. 

The ICT Service Provider is responsible for keeping the asset inventory up to date as 
equipment is added, replaced, or decommissioned.  The inventory is reviewed during 
the annual ICT Disaster Recovery Plan review to ensure accuracy and completeness.  
Access to the current asset inventory is maintained by both the ICT Service Provider and 
the Shire's ICT Disaster Recovery Plan Manager, ensuring this critical information is 
available when needed during a disaster recovery situation. 

 

5.8 Testing the ICT Disaster Recovery Plan  

Regular testing helps identify gaps or weaknesses in prevention strategies and ensures 
the Shire is prepared to respond to a disaster.  Refer to section below for more details. 

 

6 TESTING THE ICT Disaster Recovery Plan  
Testing the ICT Disaster Recovery Plan is an integral component of disaster 
preparedness. Regular testing ensures the Shire can recover data and systems and 
operate in disaster recovery mode. 

Testing validates recovery strategies, identifies weaknesses and helps improve the plan 
over time. It also ensures staff are familiar with their roles and can execute procedures 
under pressure. 

Depending on the type of testing being conducted, testing the ICT Disaster Recovery 
Plan can also include testing the backups and disaster recovery infrastructure.  Testing 
needs to be tightly controlled and any problems encountered must be logged, 
prioritised and addressed appropriately with any learnings updated in the ICT Disaster 
Recovery Plan .  Technical issues identified during testing are addressed by the ICT 
Service Provider through updates to their technical procedures.  Business process 
issues are addressed through updates to this ICT Disaster Recovery Plan . 

 

6.1 Roles and Responsibilities for Testing the ICT Disaster Recovery Plan  

The following outlines the key roles and responsibilities for testing the Disaster recovery 
Plan. 

ICT Disaster Recovery Plan Owner: Ensure regular testing is conducted. 
Approve test budget and testing schedule. Provide oversight of testing activities. 

ICT Disaster Recovery Plan Manager: Overall responsibility for ensuring testing 
is performed as scheduled. Plan testing activities including budget, resources 
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and stakeholder communication. Conduct pre and post testing meetings. Update 
ICT Disaster Recovery Plan with lessons learned. 

ICT Service Provider: Participate in DR testing exercises. Validate technical 
procedures and documentation. Provide technical expertise during tests. Assist 
in problem resolution. Execute technical recovery procedures according to their 
documentation.  Validate technical procedures work as documented. Identify any 
gaps or issues in technical procedures and update accordingly. Provide input 
into the Shire’s post-test review. 

Finance Team: Support emergency procurement testing if required. Track costs 
associated with testing. 

Risk and Insurance Officer: Participate in testing exercises where applicable to 
ensure ICT Disaster Recovery Plan aligns with Business Continuity Plan. 

Key Operational Staff: Participate as testers. Validate they can perform 
essential functions in recovery mode. Provide feedback on procedures. 

All Staff: Participate in relevant tests (e.g., remote working tests). Provide 
feedback on usability and effectiveness. 

 

6.2 Types of Testing and Objectives 

Testing the ICT Disaster Recovery Plan through a range of different types of tests helps 
to validate its completeness, identify weaknesses and ensure Shire staff are prepared to 
respond efficiently to a DR event while minimising risks and disruption to business 
operations.   

The following are the different types of testing that will be undertaken, including their 
objectives and scope.   

Type of Test Primary Objectives Scope of testing 

Tabletop 
Exercise (ICT 
Disaster 
Recovery Plan 
Walkthrough) 

Validate roles and responsibilities. 
Ensure ICT Disaster Recovery Plan 
team members understand 
processes. Validate 
communication protocols and 
decision-making. Identify gaps or 
ambiguities. 

Discussion-based test where 
key personnel walk through the 
ICT Disaster Recovery Plan in 
hypothetical scenario without 
executing it. Low resource 
impact. No disruption to 
operations. Does not verify 
technical systems. 

Component 
Testing 

Verify specific technical 
components work as expected. 

Test specific elements such as: 
switching between internet 
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Test individual recovery 
procedures. Validate 
documentation accuracy. 

connections, remote access 
setup, VPN functionality, phone 
redirection. Can be done during 
business hours with minimal 
disruption. 

Component testing should also 
includes testing internet back 
up options (e.g. Starlink, Home 
ADSL connections, mobile 
phone network).  A different 
internet backup option could be 
tested each quarter. 

Testing of the backup power 
supply (UPS) should also be 
tested quarterly. 

Remote 
Working Test 

Verify staff can work effectively 
from home or alternative 
locations. Test remote access 
systems. Validate laptop and VPN 
functionality. 

Staff work from home for a 
planned period. Test access to 
all critical systems. Identify 
connectivity or access issues. 
Can be combined with building 
closure scenario. 

Simulation 
Test 

Test team's ability to execute ICT 
Disaster Recovery Plan under 
simulated conditions. Validate 
technical recovery procedures. 
Practice coordination with the ICT 
Service Provider. 

Simulated disaster scenario. 
May involve partial system 
switchover. Test communication 
protocols. Time recovery 
activities. Done outside 
business hours to minimise 
impact. 

Full Recovery 
Test** 

Validate complete recovery 
capability. Measure actual RTO 
and RPO achievement. Test all 
aspects of ICT Disaster Recovery 
Plan . Identify any weaknesses in 
full recovery process. 

Complete test of recovery from 
major incident. May involve 
switching to backup internet 
connection. Full restoration 
procedures tested. Done 
outside business hours. 
Requires significant planning 
and resources. 
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6.3 Testing Schedule 

Type of Test Frequency Typical Duration Timing 

Tabletop 
Exercise 

Annually or 
when significant 
changes are 
made to the ICT 
Disaster 
Recovery Plan or 
after 
organisational 
restructure 
affecting key 
roles 

2-3 hours During business 
hours 

Component 
Testing 

Quarterly 1-2 hours During or after 
hours depending 
on component 

Remote 
Working Test 

Annually 1 business day During business 
hours (planned) 

Simulation 
Test 

Every 2 years 4-6 hours After 
hours/weekend 

Full Recovery 
Test 

Every 3 years or 
after major 
system changes 

8-12 hours After 
hours/weekend 

 

 

6.4 Planning the Test 
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Before conducting any ICT Disaster Recovery Plan testing, the type of testing to be 
conducted and scope should be agreed, budget allocated, a date determined and a risk 
assessment completed.  Planning for any ICT Disaster Recovery Plan test should occur 
at least one month prior to the test date.  Proper planning and risk assessment can help 
minimise costs and ensure the test is conducted effectively within the allocated budget. 

6.4.1 ICT Disaster Recovery Plan Test Planning Meeting 

A ICT Disaster Recovery Plan Test Planning meeting must be conducted at least six 
weeks prior to the ICT Disaster Recovery Plan test to determine the type of test to be 
conducted, the best timing for test, determine any risks and identify any budget 
requirements.  

The following roles are to attend the Pre-ICT Disaster Recovery Plan Test Meeting 

 ICT Disaster Recovery Plan Owner  
 ICT Disaster Recovery Plan Manager  
 ICT Service Provider representative 
 Risk and Insurance Officer (for major tests) 
 Key operational staff (as relevant) 

 

At the ICT Disaster Recovery Plan Test Planning Meeting, the following is to be 
confirmed: 

 Date of Testing; 
 The type of test being conducted; 
 Roles and Resources required (internal and external); 
 The scope of the test, including the applications to be tested;  
 The budget required (depending on the type of test, overtime payments may be 

required for some roles to perform out of hours testing); and 
 Any risks associated with the proposed testing and contingency plan 

requirements. 

 

6.4.2 Risk Assessment and Contingency Plan 

Once the type of DR testing to be conducted has been determined, a risk assessment 
must be conducted to identify and mitigate any risks associated with a ICT Disaster 
Recovery Plan test such as potential disruption to business operations or the potential 
to impact data integrity during restoration.  Where applicable, a contingency plan 
should also be developed in case the test impacts production systems. 

Risks may include: 

 Possible downtime or degradation of system performance 
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Action – stop the test, notify stakeholders and revert to pre-test state using 
documented rollback steps 

 Data corruption or loss during backups/restoration 
Action: restore the affected database from pre-test backups 

 Interruptions in customer facing services 
Action – deploy a temporary failover system and issue public communication 
about the outage 

 Impact on third party integration or dependencies 
Action: stop the test, notify third party provider and rollback any test actions that 
could be causing the issue 

Mitigation strategies may include: 

 Perform backups of all critical data and systems before the test begins 
 Isolate test environments from production wherever possible 
 Use dummy or replicated data for tests instead of live data 
 Notify all stakeholders of potential risks and impact 
 Document and test rollback procedures for all actions taken during the test 
 Maintain a list of key configuration sand states before the test for restoration 
 Ensure access to recent, validated backups to restore affected systems 
 Conduct tests in isolated environments that mimic production systems 
 Use staging systems to validate test procedures before applying them to 

production 
 Schedule tests during out of office/customer contact hours 

 

6.4.3 Budget Considerations 

Depending on the type of testing being conducted, there may be budget implications. 
For example, if a switchover test is being conducted, this may require staff to attend the 
workplace after normal working hours and therefore overtime paid.  Third party 
providers may be required to provide assistance during the testing period which may 
also have a cost impact.   

When determining the costs associated with conducting a ICT Disaster Recovery Plan 
test, consider the following: 

 Internal Staff involvement – overtime for staff conducting the testing.  
 External Consultant or Vendors – costs associated with engaging third party 

providers for testing integrations or external expertise to design, execute or 
support the test 

 Infrastructure costs including licensing fees for monitoring tools, or setting up 
cloud-based testing environments may incur additional costs or additional storage 
costs or bandwidth for data transfers 

 Testing tools and/or monitoring tools  
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Budget should be approved by CEO as part of annual ICT Disaster Recovery Plan budget 
allocation. 

 

6.4.4 Pre-Test Communications 

3-4 weeks before test: 

 Notify all staff of planned test 
 Explain purpose and scope 
 Identify who will be involved 
 Explain any impact to normal operations 
 Request cooperation 

 

1 week before test: 

 Reminder communication 
 Confirm timing and expectations 
 Provide contact information for questions 
 Confirm participant availability 

 

24 hours before test: 

 Final reminder to participants 
 Confirm all preparations complete 
 Verify backup systems ready 
 Confirm ICT Service Provider availability 

 

6.4.5 Required Documentation 

The following documentation will be referred to throughout the testing: 

 Test plan (objectives, scope, procedures, timeline) 
 Risk assessment and contingency plan 
 Contact list for test participants 
 Checklists for each test phase 
 Problem log template 
 Lessons learned template 
 Communication templates 

 

124



Disaster Recovery Plan v0.1 

 

DISASTER RECOVERY PLAN PAGE 58 OF 77 

 

6.4.6 Pre-Test Meeting 

A pre-testing meeting must be conducted at 1 – 2 days prior to the ICT Disaster 
Recovery Plan test to ensure all key personnel are aware of the timing of the planned 
test and their roles and responsibilities for the type of testing being conducted.   

The following is the suggested meeting agenda: 

 Review test objectives and scope 
 Confirm roles and responsibilities 
 Walk through test procedures 
 Review timeline 
 Discuss risks and contingencies 
 Answer questions 
 Confirm contact information 
 Establish communication protocols during test 

 

6.5 Common Test Scenarios 

In the event of a disaster or disruption impacting on the Shire’s office facilities, the 
Shire’s strategy is to recover operations by relocating staff to one of the alternative 
Shire buildings or for staff to work from home.  All staff requiring essential access to the 
Shire’s systems are issued with a laptop and instructed to take this home each day.  In 
these scenario’s, there is no need to switchover to the DR systems however ICT Disaster 
Recovery Plan may still require activation and therefore the scenarios should still be 
tested to check the ICT Disaster Recovery Plan is valid and up-to-date.   

Refer to the Shire’s Business Continuity Plan (BCP) for details of the City’s facilities for 
short-term relocation strategies. 

 

6.5.1 Test Scenario: Internet Connection Failover 

Objective:  Verify ability to maintain internet connectivity when primary connection 
fails. 

Business Scope: 

 Verify critical business functions remain accessible during connection switch  
 Measure business disruption during failover  
 Test communication protocols during connectivity issues  
 Validate staff can continue working during transition 

Frequency: Annually 

Shire's Role: 
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 Coordinate test timing to minimise business impact 
 Communicate test schedule to all staff 
 Have staff test access to critical systems after switchover 
 Document business impact and any workflow disruptions 
 Provide feedback on acceptability of downtime 

ICT Service Provider's Role: 

Execute technical failover procedures per their documentation, including switching 
between connections, verifying system accessibility and switching back to primary 
connection. 

Resources Required: 

 ICT Disaster Recovery Plan Manager 
 ICT Service Provider technical support 
 2-3 staff to test system access from business perspective 

Production Impact: Minimal if done during off-hours. Brief interruption (5-10 minutes) 
during switch. 

Expected Outcomes: 

 Internet connectivity restored within 4-hour RTO 
 All critical business functions remain accessible 
 Staff understand what to expect during actual failover 
 Communication protocols proven effective 

6.5.2 Test Scenario: Work from Home 

Objective:  Verify staff can work effectively from home using laptops and remote 
access. 

Business Scope: 

 Test whether staff can perform their essential job functions remotely 
 Validate communication methods work effectively 
 Identify any business processes that require modification for remote work 
 Assess productivity and collaboration capabilities 

Shire’s Role: 

 Schedule work-from-home test day and communicate to all staff 
 Provide clear instructions on expectations for the day 
 Coordinate with managers to assign normal work tasks 
 Collect feedback from staff on access issues or workflow problems 
 Document any business functions that cannot be performed remotely 
 Assess overall feasibility of extended remote work if required 
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ICT Service Provider’s Role: Execute technical support for remote access issues, 
including VPN troubleshooting, remote desktop access and application connectivity 
problems, according to their support procedures. 

Frequency: Annually 

Resources Required: 

 All staff with laptops 
 ICT Service Provider for support calls 
 ICT Disaster Recovery Plan Manager to coordinate 
 Department Managers to supervise and provide feedback 

Production Impact: None if planned and communicated. 

Expected Outcomes: 

 95%+ of staff can access all required systems 
 Critical business functions can be performed remotely’ 
 Staff understand remote working procedures 
 Issues identified and documented 
 Confidence in the ability to operate remotely if required 

6.5.3 Test Scenario: Email and File Access Recovery 

Objective:  Verify business continuity if local servers become unavailable and staff must 
access systems via cloud. 

Business Scope: 

 Confirm staff can access email from multiple locations/devices 
 Verify file shares contain current data 
 Test ability to collaborate on documents during server outage 
 Validate business workflows continue without local server access 

Shire's Role: 

 Identify staff to participate in access testing 
 Coordinate test timing 
 Have staff verify they can access recent emails and files 
 Document any data currency issues (files not up to date) 
 Assess whether cloud-only access is acceptable for business operations 
 Provide feedback on user experience and any limitations 

ICT Service Provider's Role: Execute technical verification procedures per their 
documentation, including confirming cloud synchronisation is current, testing access 
methods and validating data integrity. 

Frequency: Every 2 years 

Resources Required: 
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 ICT Service Provider 
 ICT Disaster Recovery Plan Manager 
 3-5 staff to test access 

Production Impact: Can be done during business hours with minimal impact if only 
testing access, not actually taking servers offline. 

Expected Outcomes: 

 Email accessible via cloud (Office 365/Exchange Online) 
 File shares accessible via cloud sync 
 Data current (within RPO) 
 Alternative access methods validated 
  Business operations can continue without local servers 

 

6.5.4 Test Scenario: Full Building Evacuation 

Objective: Test complete response to building being unavailable, including 
coordination, communication and alternative work arrangements. 

 

Business Scope: 

 Test ability to coordinate rapid relocation of all staff 
 Validate communication protocols work when building inaccessible 
 Confirm critical business functions can be performed from alternative locations 
 Test decision-making processes during major disruption 
 Assess effectiveness of alternative work locations 

Shire's Role: 

 Plan and communicate test scenario to all staff in advance 
 Coordinate staff relocation (home or alternative Shire facility) 
 Test ICT Disaster Recovery Plan activation and notification procedures 
 Establish ICT Disaster Recovery Plan coordination Teams channel 
 Conduct regular check-ins with department managers 
 Monitor which critical functions can/cannot be performed 
 Test communication with external stakeholders (simulated) 
 Document lessons learned throughout the day 
 Assess adequacy of alternative facilities if used 

ICT Service Provider's Role: Execute technical support procedures per their 
documentation, including supporting remote access for all staff, troubleshooting 
connectivity issues and validating system accessibility from alternative locations. 

Frequency: Every 3 years or after major changes 
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Resources Required: 

 All Shire staff 
 ICT Service Provider 
 ICT Disaster Recovery Plan Manager and coordination team 
 Alternative facilities if used 

Production Impact: Planned day of disruption. Schedule during lower-activity period if 
possible. 

Expected Outcomes: 

 ICT Disaster Recovery Plan activation procedures work effectively 
 90%+ of critical functions can be performed from alternative locations 
 Staff understand their roles and procedures 
 Communication protocols effective 
 Coordination between Shire and ICT Service Provider successful 
 Recovery time within RTO 
 Clear understanding of any business limitations 
 Issues identified for improvement 

 

6.5.5 Test Scenario: Equipment Failure and Replacement 

Objective: Test business processes for emergency equipment procurement and 
deployment when critical equipment fails. 

Business Scope: 

 Validate emergency procurement procedures work effectively 
 Test decision-making for equipment replacement approvals 
 Assess timeframes for equipment acquisition in remote location 
 Verify insurance notification processes 
 Test business continuity during equipment sourcing period 

Shire's Role: 

 Simulate equipment failure scenario (e.g., key server, network switch) 
 Test emergency procurement authorisation process 
 Practice obtaining quotes and approvals within delegation limits 
 Simulate insurance notification (contact insurer to confirm process, don't submit 

actual claim) 
 Document realistic timeframes for equipment delivery to remote location 
 Assess business impact during equipment replacement period 
 Identify workarounds available while waiting for equipment 
 Evaluate whether emergency equipment stockpile would be beneficial 

ICT Service Provider's Role: 

129



Disaster Recovery Plan v0.1 

 

DISASTER RECOVERY PLAN PAGE 63 OF 77 

 

Execute equipment sourcing, configuration and deployment procedures per their 
documentation, including identifying suitable replacement equipment, providing quotes 
and specifications and estimating configuration and deployment timeframes. 

Frequency: Every 3 years 

Resources Required: 

 Finance team (test procurement procedures) 
 ICT Service Provider 
 ICT Disaster Recovery Plan Manager 
 Spare or test equipment 

Production Impact: None if using test/spare equipment. Schedule appropriately if 
testing with production equipment. 

Expected Outcomes: 

 Emergency procurement procedures work effectively  
 Approval processes clear and can be executed quickly  
 Realistic understanding of equipment sourcing timeframes for remote location  
 Insurance notification process understood and tested  
 Awareness of delivery challenges (freight to remote areas, supplier availability)  
 Documentation of typical costs for budget planning  
 Identification of critical equipment that might warrant emergency stockpile  
 Clear understanding of business impact during replacement period 

 

6.6 Performing the Test 

6.6.1 Test Day Procedures 

Before starting any ICT Disaster Recovery Plan test scenario, the ICT Disaster Recovery 
Plan Manager must complete several preparation steps 1-2 hours beforehand.  This 
includes confirming all participants are ready and understand their role in the specific 
scenario being tested.  The ICT Disaster Recovery Plan Manager must coordinate with 
the ICT Service Provider to confirm they are prepared for the test, understand the 
scenario objectives, have verified backup systems are in place where required for the 
scenario and have completed any necessary backups of critical data.  

The team should also review emergency stop procedures in case the test needs to be 
halted, establish communication channels appropriate for the scenario being tested 
and confirm the ICT Service Provider is on standby to provide support and perform any 
technical tasks required during the test. 

During the test, the ICT Disaster Recovery Plan Manager coordinates all business 
activities and ensures the test plan for the specific scenario is followed.  Since the Shire 
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has no in-house ICT resources, all technical aspects of the test are performed by the ICT 
Service Provider under the direction of the ICT Disaster Recovery Plan Manager.  The 
team should monitor for any unintended impacts on normal operations to ensure the 
test doesn't accidentally disrupt live systems or services to the community.  The ICT 
Disaster Recovery Plan Manager should document any business impacts or issues from 
the Shire’s perspective during the test. 

Once the test is complete, the ICT Disaster Recovery Plan Manager must confirm with 
the ICT Service Provider that all systems are restored to normal operation and any test 
configurations have been removed.  A quick debrief should be held with participants 
while the experience is fresh in their minds, including feedback from the ICT Service 
Provider on the technical aspects of the scenario. All participants should be thanked for 
their involvement.  

 

 

 

6.6.2 Problem Logging 

All problems encountered during the ICT Disaster Recovery Plan test must be logged 
with enough detail to enable follow-up action.  Each problem record should include a 
description of what went wrong, the time it occurred and the impact or severity of the 
issue.  Any workarounds that were used should also be documented and how the 
problem was resolved.  Each logged problem should be assigned to a person 
responsible for follow-up and given a priority level for resolution to ensure critical 
issues are addressed first. 

6.6.3 Lessons Learned Capture 

Throughout the test, the ICT Disaster Recovery Plan Manager (or ICT Disaster Recovery 
Plan Coordinator) should document note what worked well and should be maintained, 
what didn't work as expected and needs improvement, any surprises or unexpected 
issues that arose, any inaccuracies in the ICT Disaster Recovery Plan documentation and 
any gaps in resources or capabilities.  These lessons learned form the basis for 
continuous improvement of the disaster recovery capability. 

 

6.7 Post Testing 

6.7.1 Conduct Post-Test Review Meeting 

Once testing is complete, the ICT Disaster Recovery Plan Manager, ICT Disaster Recovery 
Plan Owner, ICT Service Provider, ICT Disaster Recovery Plan Coordinator (if allocated) 
and any key staff involved in the testing should: 
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 Review the problems encountered and prepare an action plan to ensure the 
resolution of these; 

 Review the proposed changes to the DR Plan, confirm these and update and 
distribute the documentation as per the guidelines documented in the DR Plan; 

 Review the Lessons Learned and put into place appropriate processes to support 
these; and 

 Schedule the next DR Test – testing is to be scheduled to occur on a 12 monthly 
basis (depending on the severity of the problems encountered). 

6.7.2 Documentation 

Following the review meeting, the ICT Disaster Recovery Plan Manager prepares a 
comprehensive test report that includes an executive summary, the test objectives and 
scope, what was tested and the results and findings. The report documents all 
problems encountered, lessons learned and action items with assigned responsible 
parties and due dates. It also includes recommendations for ICT Disaster Recovery Plan 
updates and an assessment of whether recovery time objectives (RTO) and recovery 
point objectives (RPO) were achieved. 

The ICT Disaster Recovery Plan must be updated based on test findings. This includes 
correcting any inaccuracies found during the test, updating procedures based on 
lessons learned, adding new information gained and updating contact lists if needed. All 
updates follow proper version control and distribution procedures as outlined in this 
plan. 

The ICT Service provider must also ensure their technical procedures are updated based 
on test findings.  An updated list/summary of the technical procedures must be 
provided to the Shire for updating in the ICT Disaster Recovery Plan . 

 

6.7.3 Success Criteria 

A test is considered successful if the planned objectives are achieved and critical 
systems can be recovered within the required recovery time objectives. Data loss must 
be within acceptable recovery point objectives and staff must be able to perform 
essential functions. Communication protocols should prove effective and coordination 
with the ICT Service Provider should be successful. Problems identified should be 
manageable with clear solutions and overall confidence in the ICT Disaster Recovery 
Plan should increase as a result of the test. 

6.7.4 Communication of Results 

Test results are shared with stakeholders at appropriate levels of detail.  Council 
receives a high-level summary of test outcomes and key findings.  All staff receive 
information about general results and any changes to procedures that affect them.  The 
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management team receives a detailed results report including all findings and 
recommendations.  The ICT Service Provider receives technical findings relevant to their 
systems and services.  This ensures everyone who needs to know about test outcomes 
receives appropriate information in a timely manner. 

6.8 Continuous Improvement 

Following a test of the ICT Disaster Recovery Plan , a Post-Test review meeting should be 
conducted to discuss lessons learned, challenges and successes.  Lessons learned must 
be incorporated into the ICT Disaster Recovery Plan . 

 

7 MAINTENANCE OF THE ICT Disaster Recovery Plan  

7.1 Roles and Responsibilities 

The following outlines the key roles and responsibilities for maintaining the Disaster 
Recovery Plan. 

ICT Disaster Recovery Plan Owner: Approve updates to ICT Disaster Recovery 
Plan . Ensure resources allocated for maintenance. 

ICT Disaster Recovery Plan Manager: Ensure ICT Disaster Recovery Plan is 
maintained and updated regularly. Coordinate reviews and updates. Ensure 
changes in business operations, technology and organisational structure are 
incorporated. 

ICT Service Provider: Provide input on technical changes affecting ICT Disaster 
Recovery Plan . Notify Shire of infrastructure or service changes. Participate in 
annual review.  Maintain technical DR instructions and procedures. 

Risk and Insurance Officer: Provide updates to business impact analysis. 
Ensure alignment with Business Continuity Plan. 

All Staff: Notify ICT Disaster Recovery Plan Manager of changes affecting ICT 
Disaster Recovery Plan (role changes, system changes, contact information). 

 

7.2 Version Control 

Changes to the ICT Disaster Recovery Plan should be tracked and version controlled.  
When releasing a new version of the ICT Disaster Recovery Plan : 

1. Update document header with new version number on each page 

2. Update version details on front page and in revision history (Section 8) 

3. Update Table of Contents and cross-references 
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5. Update distribution list with new version details 

6. Notify all personnel on distribution list of changes 

7. Update all stored copies (electronic and hard copy): 

 Electronic copies in document management system 
 Hard copies in emergency kits 
 Copies held by key personnel 
 Copy with ICT Service Provider 

 

7.3 Review Frequency 

This Disaster Recovery Plan needs to be kept up to date to be useful when a disaster 
occurs.  This section outlines when and how the plan will be reviewed to ensure all 
information remains accurate and relevant.  Reviews happen on a regular schedule as 
well as when specific events occur, such as after tests, actual disasters, or significant 
organisational changes.  Regular and event-triggered reviews ensure that contact 
details, procedures and equipment lists are current and will actually work when needed. 

7.3.1 Scheduled Reviews 

Annual Review (comprehensive): Conducted by: ICT Disaster Recovery Plan Manager 
with input from ICT Service Provider and the Executive Management Team 

 Complete review of all sections 
 Update for any system changes 
 Update for organisational changes 
 Review and update contact lists 
 Review alignment with Business Continuity Plan 
 Review vendor agreements 
 Update risk assessment 

 

Quarterly Review (focused): Conducted by: ICT Disaster Recovery Plan Manager 

 Review and update contact lists 
 Review any recent incidents or near-misses 
 Check for any pending system or organisational changes 
 Review action items from recent tests 

 

Post-Test Review: Conducted by: ICT Disaster Recovery Plan Manager after each test 

 Update based on lessons learned from testing 
 Correct any inaccuracies discovered 
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 Update procedures that didn't work as expected 

 

Post-Incident Review: Conducted by the ICT Disaster Recovery Plan Manager after any 
activation 

 Update based on actual disaster recovery experience 
 Document what worked and what didn't 
 Make necessary corrections and improvements 

 

7.3.2 Event-Triggered Reviews 

In addition to scheduled reviews, the ICT Disaster Recovery Plan must be updated 
immediately when significant changes occur that could affect the organisation's ability 
to recover from a disaster.  Significant changes which may require an update to the ICT 
Disaster Recovery Plan include: 

 New critical systems implemented 
 Major infrastructure changes 
 Organisational restructure affecting key roles 
 Service agreement changes with ICT Service Provider 
 Change in internet service providers 
 Major hardware upgrades or replacements 
 Cloud service changes 
 Building or facility changes 
 Changes to Business Continuity Plan 
 Regulatory or compliance requirement changes 
 Significant security incidents 
 Changes to insurance coverage 

 

7.4 Update Process 

The following provides the process to ensuring updates are properly evaluated, 
approved by appropriate personnel and communicated to everyone who needs to 
know. 

7.4.1 Proposing Changes  

Anyone can propose changes to the ICT Disaster Recovery Plan by: 

 Submitting suggestions to ICT Disaster Recovery Plan Manager 
 Providing rationale for change 
 Identifying specific sections affected 
 Suggesting specific wording if applicable 
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7.4.2 Review and Approval 

The review and approval required for a change will depend on the type of change: 

 Minor Changes (contact info, minor procedural updates) can be reviewed and 
approved by ICT Disaster Recovery Plan Manager. 

 Major Changes (structural, significant procedural, policy): should be reviewed by 
the ICT Disaster Recovery Plan Manager and approved by the ICT Disaster 
Recovery Plan Owner. 

All changes should be noted in the document’s revision history. 

7.4.3 Distribution of Updates 

When the ICT Disaster Recovery Plan is updated, an email advising of the updated 
version must be distributed to all on the document distribution list at the start of this 
document.  The notification should summarise the changes made and the version 
number.  It should also describe the location of the soft copy of the document. 

Old versions of the document should be archived appropriately. 

7.5 Technical Recovery Procedures 

The Shire of Halls Creek has outsourced all of its ICT support function to Fourier 
Technologies.  Detailed technical recovery procedures for restoring systems, 
infrastructure and services are therefore maintained separately by Fourier Technologies 
rather than being included in this ICT Disaster Recovery Plan . 

This approach ensures: 

 Technical procedures remain current as Fourier maintains and updates them 
when infrastructure changes occur 

 The Shire's ICT Disaster Recovery Plan remains focused on business continuity, 
coordination and decision-making 

 There is clear accountability for technical recovery activities versus the business 
recovery activities 

Refer to Appendix B for a list/summary of Fourier's technical procedure documents. 

 

The ICT Service provider must provide the Shire with the following on an annual basis: 

 Written confirmation that all ICT Disaster Recovery Plan related procedures are 
up to date and have been validated against the current infrastructure 

 An updated summary/list of the technical procedure documents held and 
maintained by Fourier Technologies 

136



Disaster Recovery Plan v0.1 

 

DISASTER RECOVERY PLAN PAGE 70 OF 77 

 

The ICT Service Provider will be required to update their technical procedures when one 
of the following occur: 

 Any significant infrastructure changes affecting recovery procedures  
 New systems or services that require recovery procedures  
 Changes to recovery capabilities or timeframes 
 Decommissioned systems or services 

The ICT Service Provider must advise the ICT Disaster Recovery Plan Manager when 
these events occur and confirm the technical procedures have been updated. 

7.5.1 Access to Technical Procedures: 

The ICT Disaster Recovery Plan Manager may request access to the ICT Service 
Provider’s technical procedures for review and emergency reference at any point in 
time. 

7.6 Contact List Maintenance 

Contact lists are critical for effective disaster response.  The Contact Lists at the start of 
this document must be reviewed with each document review. 

Staff with key ICT Disaster Recovery Plan responsibilities must ensure any changes to 
their contact details are updated in the ICT Disaster Recovery Plan by notifying the ICT 
Disaster Recovery Plan Manager of any changes. 

8 APPENDICES 
  

Appendix A: Critical System Prioritisation 
Critical Systems (Priority 1) 

 Email (Exchange/Office 365) 
 Internet connectivity 
 SynergySoft Corporate System 
 Core file shares 
 Phone system 
 Basic workstation access 

Important Systems (Priority 2) 

 Magiq Documents EDRMS 
 All printers 
 Full office network 
 Video conferencing 
 Complete file share access 
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Desirable Systems (Priority 3) 

 Public Wi-Fi 
 Desktop printers 
 Non-essential applications 

Not Urgent (Priority 4) 

 Staff housing internet (except essential personnel) 
 Non-core applications 

 

Appendix B: Fourier Technologies Technical Procedure 
Summary 

Fourier Technologies maintains the following technical recovery procedures. 

Fourier have confirmed they do this, but have not provided details at time of 
publication. 
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Appendix C Disaster recovery Incident Form 
DATE   TIME REPORTED   
NAME OF INFORMER   

CONTACT NUMBER OF INFORMER   

NAME OF PERSON WHO COMPLETED 
THIS FORM 

  

 

ESTIMATED TIME INCIDENT OCCURED     

 

INCIDENT DESCRIPTION 

 

IMPACT OF INCIDENT 

 

 
       

DISASTER INVOKED   DATE INVOKED   TIME INVOKED   
INVOKED BY   

 

REASON FOR DECISION (Reasons why a 
disaster recovery was invoked – or not) 
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DR PERSONNEL 
CONTACTED 

      

ROLE 
YES/ 
NO WHOM DATE TIME 

METHOD 
(Phone/Email) COMMENTS 

              
              
              
              
              
              
              
              

 

STAKEHOLDERS NOTIFIED       

STAKEHOLDER (GROUP) 
NAME) 

DATE TIME 
METHOD 
(Phone / 

Email) 

CONTACT 
DETAILS USED 

COMMENTS 

            
            
            
            
            

 

SWITCH OVER TO 
DR?    DATE   TIME:   

 

DATE & TIME 
RESTORED 

  

 

STAND DOWN 
DECLARED BY: 

  DATE   TIME:   

 

DEACTIVATED BY:   DATE   TIME:   
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Appendix D: Post Incident Report (PIR) 
PIR Author   

PIR Number   Service Ticket Number   

Date of Incident   Time of Incident   

Affected Locations   

Description of 
Incident 

Provide a brief description of the incident and the impact of it here 

Was this the result of a 
change?   If Yes, Change Record No:   

Has the problem 
occurred before?   If Yes, Problem Record No:   

Who reported the 
problem?     

Should this be 
considered in SLA?   If no, Why?   

Was there an outage?   If Yes, Duration?   

Problem History 

Classification:    

Symptom:    

Cause:    

Customer Impact   
Other Impacts   

Risk Analysis 

Based on current situation: 
Likelihood:    Consequence:    
Current Risk:    
Controls:    
Residual Risk:    

Decisions Made 
(Who, what & when)   

Resolution   
Follow up Strategy   

Costs   
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Appendix E: Severity Assessment Tool 

Criteria Questions to Evaluate Score (0-5) 
Score 
(0 – 5) 

System Impact Does this impact at least one 
critical system? 

 0 = No impact on operations 
1 = Minor functionality loss 
2 = Non-critical system failure 
3 = Major system is degraded 
4 = Critical system failure 
5 = Total shutdown of mission-
critical systems 

 

System Impact 
Are multiple 
departments/services 
affected? 

 "0 = Only a single workstation or 
user is affected." 
1 = A small team or non-critical 
service is affected. 
2 = A single department is 
affected, but workarounds exist. 
3 = Multiple departments are 
affected, causing some delays. 
4 = Most departments/services are 
impacted, major business 
disruption. 
5 = The entire organisation is 
affected, full operational halt. 

 

Business & 
Financial 
Impact 

Will this cause significant 
financial loss? 

 0 = No financial impact 
1 = Minor unexpected costs 
2 = Noticeable but recoverable 
loss 
3 = Moderate financial impact 
4 = Significant revenue loss 
5 = Major financial loss, potential 
business closure 

 

Data Loss 
Has sensitive customer or 
Council data been lost or 
compromised? 

 0 = No data impact 
1 = significant data loss 
2 = Small-scale, non-critical data 
affected 
3 = Some sensitive data impacted 
4 = Large-scale sensitive data loss 
5 = Severe data breach, legal 
consequence 

 

Customer & 
Reputation 
Impact 

Will this outage negatively 
impact customer 
experience? 

 0 = No customer impact 
1 = Minor inconvenience 
2 = Small number of customers 
affected 
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3 = Noticeable delays/issues for 
customers 
4 = Major impact on customer 
experience 
5 = Severe customer 
dissatisfaction, potential loss 

  TOTAL   

 

If score is less than 5 then the severity is low 

If score is higher than 10 but less than 15, then the severity is Medium 

If score is higher than 15 but less than 20, then the severity is High 

If score is higher than 20, then the severity is Severe 
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  Audit and Risk Improvement Committee Minutes  
  11 June 2026 
 

6.3 Chart of Accounts Review 

Matters for Consideration  
1. The Committee is requested to consider the current structure and management of the 

Shire’s Chart of Accounts (CoA) and the proposed review and reform programme for 
implementation during the 2026/2027 financial year. 

 

(ARIC-2026/017) Committee Decision 
Mover: Shire President Brenda Garstone 
Seconder: Independent Presiding Member Baptiste Isambert 
  

That the Audit, Risk and Improvement Committee recommend to Council that it: 
 
1. receives the Chart of Accounts Review report; 
2. notes that the Shire’s current Chart of Accounts has not undergone a 

comprehensive review for more than 15 years; 
3. supports a review and reform of the Shire’s Chart of Accounts to improve 

financial reporting, governance oversight and operational efficiency; and 
4. recommends Council consider allocating a max budget of $25,000 within the 

2026/2027 budget to execute a contract variation with RSM Australia to 
undertake a comprehensive Chart of Accounts review and reform project. 
 

 CARRIED UNOPPOSED (4/0) 

 
 

 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil 
 
 
Notes:   Nil 
 
  

Reporting Officer Director Governance and Sustainability  

Authorising Officers Chief Executive Officer 

Voting Recruitments Simple Majority 

Attachments Nil 
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Background 
2. The Shire’s current Chart of Accounts (CoA) structure has evolved progressively over a 

significant period of time and has not undergone a comprehensive organisational review 
for more than 15 years. 

3. A Chart of Accounts is the core financial framework used by local governments to record, 
classify, monitor and report all financial transactions across the organisation. Within a 
Western Australian local government context, the CoA supports: 

a. annual budget development and adoption; 
b. monthly and annual financial reporting; 
c. statutory reporting obligations; 
d. grant acquittals and project tracking; 
e. procurement and contract management; 
f. asset and operational expenditure tracking; and 
g. audit and compliance processes. 

4. Every financial transaction processed by the Shire is allocated against specific general 
ledger codes within the Chart of Accounts structure. These codes are used to identify: 

a. the type of expenditure or revenue; 
b. the operational area responsible for the transaction; 
c. the funding source or project allocation; and 
d. the reporting category for financial and statutory reporting purposes. 

5. The structure and design of a CoA is therefore critical to ensuring that financial 
information can be accurately recorded, monitored, reported and analysed across the 
organisation. 

6. During the past 15 years, additional general ledger codes, reporting categories and 
financial structures have progressively been added to the Shire’s financial system to 
accommodate changing operational requirements, grant funding arrangements, reporting 
obligations and organisational growth. 

7. While these additions addressed operational needs at the time, the structure has evolved 
incrementally without a full strategic review of the overall framework and financial coding 
methodology. 

8. As a result, the current structure now contains a large number of general ledger codes 
and reporting categories which: 

a. are duplicated or inconsistent; 
b. are no longer operationally required; 
c. create confusion for staff during transaction coding and budget allocation 

processes; and 
d. reduce overall reporting efficiency and financial visibility. 

9. Officers have identified that the complexity of the current structure increases 
administrative workload and creates additional challenges associated with: 

a. budget preparation and monitoring; 
b. financial reporting and analysis; 
c. audit and compliance reviews; 
d. grant acquittal processes; 
e. project and operational cost tracking; and 
f. organisational consistency in financial coding practices. 

10. While the existing structure continues to support minimum operational and statutory 
reporting requirements, officers consider that the current framework no longer aligns 
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with contemporary best-practice local government financial management principles and 
would benefit from a comprehensive review and rationalisation process. 
 

Comments 
11. Under the Local Government Act 1995 and the Local Government (Financial 

Management) Regulations 1996, local governments are required to maintain appropriate 
accounting systems, financial controls and reporting frameworks capable of supporting 
accurate financial management, statutory reporting and audit processes. 

12. While the legislation does not prescribe a specific CoA structure, the framework must 
support accurate financial reporting, budget monitoring, grant acquittals, project tracking, 
audit processes and appropriate financial accountability across the organisation. 

13. Officers note that the Shire’s current CoA structure has evolved incrementally over an 
extended period of time without a comprehensive organisational review. As a result, the 
framework now contains a significant number of general ledger codes and reporting 
categories which have become increasingly complex and administratively difficult to 
manage. 

14. The current structure creates challenges associated with financial reporting consistency, 
budget monitoring, operational cost allocation, grant acquittal processes and audit 
reviews. Officers also note that overly complex or fragmented financial coding structures 
increase the risk of inconsistent coding practices, duplicate reporting categories, reduced 
financial visibility and increased administrative workload. 

15. Officers further note that substantial amendments to a CoA framework during an active 
financial year is a complex process that may impact adopted budget structures, 
comparative reporting, historical financial data consistency and system integrations. 
Given these risks, officers consider that a staged review and reform approach is the most 
appropriate course of action. 

16. Officers propose engaging RSM Australia through a contract variation (project based) 
arrangement to undertake an independent review of the Shire’s current CoA structure 
and prepare a reform and implementation roadmap aligned with contemporary local 
government financial management practices. 

17. Officers propose that RSM Australia provide a formal report back to the Audit, Risk and 
Improvement Committee by December 2026 outlining the review findings, recommended 
reforms, implementation risks and a proposed staged implementation approach for 
future consideration by Council. 

18. Officers consider that the proposed review will improve long-term financial governance, 
reporting capability, operational efficiency and audit oversight across the organisation.  

 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.2  Consistent and impartial application of Council 
policies and provision of services 

 

Legislation and Policy   
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Legislation:   Local Government Act 1995 
Local Government Amendment Act 2024 
Local Government (Financial Management) Regulations 

Policy:  Nil 

 

Financial Implications  
19. Officers propose that Council consider allocating approximately $25,000 within the 

2026/2027 budget to support a contract variation with RSM Australia to undertake the 
CoA review and reform project. 

20. The proposed expenditure is expected to improve long-term financial governance, 
reporting capability, audit efficiency and operational consistency across the organisation. 

 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
adoption of the officer’s recommendation. 

Economic:  Improved financial reporting capability, operational efficiency, audit 
oversight and long-term financial governance across the organisation. 

Social:  Improved organisational accountability, transparency and consistency in 
financial management and reporting practices. 

Risk Type:  Financial 

Risk Category:  Financial Reporting and Compliance 

Cause:  Outdated and overly complex Chart of Accounts structure with 
inconsistent and duplicated general ledger codes. 

Effect Reduced reporting efficiency, increased administrative workload, coding 
inconsistencies and audit complexity. 

Risk Treatment  Treat 

Undertake an independent CoA review and staged reform process aligned with 
contemporary local government financial management practices. 

 

Further information 
21. Nil  
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6.4 June Meeting Reschedule – 11 June 2026 at 5.00PM 

 

Matters for Consideration  
1. The Committee is requested to receive an update regarding the Shire’s ICT governance 

uplift programme, including the development of the Shire’s ICT governance policy 
framework and associated internal control improvements. 

 

(ARIC-2026/018) Committee Decision 
Mover: Deputy Shire President Raymond Simpson 
Seconder: Shire President Brenda Garstone 
  

That the Audit, Risk and Improvement Committee recommend to Council that it: 

 
1. receives the ICT Governance Update report; 
2. notes the development of the Shire’s ICT governance policy framework; 
3. notes the ongoing ICT governance and digital transformation works currently 

being undertaken by the Shire; and 
4. notes that the ICT governance uplift programme forms part of the Shire’s 

broader response to strengthening organisational internal controls, governance 
oversight and compliance monitoring arising from audit findings and the 
Regulation 17 review process. 

 

 CARRIED UNOPPOSED (4/0) 

 
 

 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil 
 
 
Notes:   Nil 
 

 
 
 

Reporting Officer Director Governance and Sustainability  

Authorising Officers Chief Executive Officer 

Voting Recruitments Simple Majority 

Attachments Attachment 1 - ICT Policies 2026  
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Background 
2. The Shire continues to progress a broader organisational ICT governance and digital 

transformation programme aimed at improving cyber security, governance oversight, 
operational efficiency, business continuity and organisational reporting capability. 

3. Historically, a number of governance, operational and ICT processes relied heavily on 
fragmented spreadsheets, manual workflows, inconsistent records management practices 
and limited system integration. 

4. Officers have identified the need to modernise organisational ICT governance frameworks 
and improve system integration, information management practices, governance 
reporting capability and internal controls across the organisation. 

5. In response, the Shire has commenced a staged ICT governance uplift programme 
focused on: 

a. governance and compliance system modernisation; 
b. cyber security and business continuity planning; 
c. digital reporting and workflow automation; 
d. records and information management improvements; and 
e. improved organisational reporting and oversight capability. 

 

Comments 
6. Officers note that a significant outcome identified through the Shire’s recent external 

audit processes was the need to strengthen organisational internal controls, governance 
oversight, reporting capability and information management practices across the 
organisation. 

7. The audit findings identified several areas where historical manual processes, fragmented 
reporting systems and inconsistent information management practices created increased 
operational and governance risks. Officers note that these risks are not uncommon within 
smaller and remote local governments where systems and processes have historically 
evolved incrementally over extended periods of time. 

8. In response, the Shire has commenced a broader ICT governance uplift and digital 
transformation programme intended to strengthen organisational governance maturity, 
improve internal control environments and support more effective compliance 
monitoring and reporting capability. 

9. Officers note the importance of Regulation 17 of the Local Government (Financial 
Management) Regulations 1996, which requires local governments to review the 
appropriateness and effectiveness of systems and procedures relating to financial 
management and internal controls. 

10. Current ICT governance initiatives therefore focus not only on technology improvements, 
but also on strengthening governance frameworks, accountability, audit readiness, 
organisational oversight and long-term operational resilience. 

11. Significant work has been undertaken in relation to governance reporting systems, 
workflow automation, records and information management improvements, Business 
Continuity and Disaster Recovery planning, digital Management Action Plan (MAP) 
reporting and the development of governance and compliance systems through the Rapid 
Platform framework. 

12. Officers also note that a comprehensive suite of ICT administration policies has now been 
developed to support the Shire’s broader ICT governance framework, including: 

a. Acceptable Use Policy; 
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b. Artificial Intelligence (AI) Policy; 
c. Digital Accessibility Policy; 
d. Social Media Policy; 
e. Digital Device Use by Elected Members Policy; 
f. ICT Disaster Recovery and Backup Policy; 
g. ICT Incident Management Policy; and 
h. ICT Management and Cybersecurity Policy. 

13. The development of these policies is intended to provide clearer governance frameworks 
regarding acceptable use standards, cybersecurity controls, incident management, 
business continuity, information governance and ICT operational management 
responsibilities across the organisation. 

14. Officers note that cyber security, business continuity and information governance 
continue to represent significant strategic and operational risks for local governments, 
particularly within remote and resource-constrained environments. 

15. Officers also note that a significant amount of ICT governance and digital transformation 
work has been undertaken internally utilising existing organisational resources and 
systems where possible to reduce implementation costs and improve long-term 
sustainability. 

16. Officers will provide the Committee with a further update regarding ongoing ICT 
governance works, risks and future priorities during the meeting. 

 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.2  Consistent and impartial application of Council 
policies and provision of services 

 

Legislation and Policy   

Legislation:   Local Government Act 1995 
Local Government Amendment Act 2024 
Local Government (Financial Management) Regulations 

Policy:  Nil 

 
Financial Implications  
17. Nil 
 
 
 
 
 
 
 

Sustainability Implications 
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Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
adoption of the officer’s recommendation. 

Economic:  Improved organisational efficiency, governance capability, reporting 
oversight and long-term operational sustainability through strengthened 
ICT governance and internal control systems. 

Social:  Improved organisational accountability, governance transparency, 
information accessibility and business continuity capability across the 
organisation. 

Risk Type:  ICT and Governance 

Risk Category:  Cyber Security, Information Management and Internal Controls 

Cause:  Historical reliance on fragmented systems, manual processes, 
inconsistent information management practices and evolving cyber 
security risks. 

Effect Increased operational disruption, reduced reporting capability, audit risks 
and internal control weaknesses. 

Risk Treatment  Treat 

Ongoing ICT governance uplift, policy development, digital transformation initiatives and 
implementation of improved governance, cybersecurity and business continuity systems. 

 

Further Information 
18. Nil  
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Operational Policy 

OP-ICT-001| Acceptable Use Policy 
Policy Objective 
The objectives of this policy are to: 

• ensure the safe, effective and efficient use of all of the Shire of Halls Creek’s ICT assets 
• protect the Shire’s data, corporate knowledge, reputation and intellectual property 
• mitigate risks associated with cyber security threats, viruses, network compromise and legal issues 
• ensure compliance with legislation 

 

Policy Scope 
This policy applies to all Shire of Halls Creek elected members, staff, contractors and volunteers who access 
or interact with Shire information or ICT systems.  It covers all information owned, leased or managed by 
the Shire. 
 

Definitions 
“CEO” means the Chief Executive Officer of the Shire  
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.   
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Assets” means hardware (e.g. desktop computers, laptops, tablets, mobile phones, printers, scanners), 
software and applications (including SaaS and cloud-based tools), data and records, networks (e.g. intranet, 
WiFi, VPN), communication tools (e.g. email, VoIP), digital platforms (e.g. intranet, websites) and storage 
devices that are owned, managed or used by the Shire of Halls Creek. 
“ICT Incident” means any event that threatens the confidentiality, integrity or availability of the Shire’s 
information or systems.  
 

Policy Statement  
The Council is committed to protecting its employees, partners and the organisation from illegal activity or 
damaging actions by individuals, either knowingly or unknowingly.  Inappropriate use exposes the Shire to 
risks including virus attacks, compromise of network systems and services and legal issues.   
 
This policy provides standards on the acceptable use of the Shires technology to ensure their integrity, 
availability, and security, while protecting the privacy of information and mitigating risks, in line with 
legislative requirements, community expectations, and best practice standards. 
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Risk Appetite  
The Shire has a low appetite for risks that could affect community safety, compliance and financial stability.   
The Shire has a moderate appetite for risks that support innovation, service improvements and long term 
community outcomes. 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives.  
CEO – Oversees implementation and allocates resources.  Overall responsibility for Shire’s Acceptable use 
of ICT assets.  Responsible for external communications.  Report significant risks or incidents to Council. 
Managers/Supervisors – Ensure compliance, provide guidance, and monitor outcomes within their business 
units. 
Staff and Volunteers – Follow the policy in day-to-day activities.  Ensure any incidents are immediately 
reported and complete mandatory training. 
Contractors/Partners –Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council –Retains overall authority and approves the policy 
CEO –Delegated authority to implement and enforce the policy and make operational decisions relating to 
the acceptable use of the Shire’s ICT Assts.   
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Staff, Volunteers, Contractors/Partners – Carry out tasks in line with the policy but cannot make decisions 
outside their role. 
 

Policy 
 

Acceptable Use of Systems    

• Users must only use the systems and data to which they have been properly authorised to use by the 
relevant manager. 

• All requirements regarding the creation, complexity, storage, and sharing of credentials (logons, PINs, 
passwords) must comply with the separate Shire Password Policy. 

• Users must not access any system under another User’s sign-on. 
• Users must log out or lock systems when not in use or unattended  
• Requesting system access for new users and decommissioning of access for departing users is the 

responsibility of the relevant manager.  
• Users must not perform any activity that adversely affects the confidentiality, integrity or available of 

Council’s information systems, networks and devices.  
• The Shire has ownership of all files and email messages stored on Shire devices and reserves the right 

to examine all data and software on its ICT assets to monitor usage to ensure compliance with this 
policy. 
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• Any devices provided are for the business purposes of the Shire.  The Shire is not responsible for 
meeting any costs resulting from either misuse of ICT assets or the use of ICT assets for non-business 
related purposes. 

 

Software and Hardware 

• Only authorised equipment, software, and applications (apps) can be connected to or installed on the 
Shire's ICT assets. 

• Users are prohibited from purchasing, installing, copying, or using any software or hardware without 
prior written authorisation from the Manager or ICT Support in accordance with the ICT Procurement 
and Replacement Policy. 

• Installation or use of files subject to Copyright regulations without written authorisation from the 
copyright owner is prohibited. 

 

Data and Information Security 

• Users must take all reasonable steps to protect the Shire's systems and stored information. 
• Users must maintain the confidentiality and privacy of all information classified as private or 

confidential. 
• Users must report any suspected or actual security incidents, policy violations, or system 

vulnerabilities immediately to their Manager or ICT Support. 
 

Records Management 

• All Council Information including correspondence, minutes of meetings, memos, file notes, reports 
etc.  must be captured and stored in the Shire’s Records Keeping System in accordance with the State 
Records Act 2000 (WA) and the Shire’s Records Management Policy. 

 

Messaging tools (Email, Teams, Sharepoint etc.)  

Messaging tools are provided to Shire employees to send, receive and store work related information.  All 
messages must be professional, respectful and reflect the Shire’s values.  This includes but is not limited to:    

• messaging tools are provided for work-related activities and the use of these for private use must be 
minimal  

• work emails must not be forwarded to personal email addresses  
• non-workrelated email addresses and telephone numbers must not be included in work related 

correspondence (with the exception of personal mobile phone numbers if approved for official use).  
• users must ensure that any communication messages containing personal opinions on any subject 

are not sent to groups. Unsolicited messages containing personal opinions may have the potential to 
be misconstrued and can potentially offend  

• all communications sent or received from Council’s systems remain the property of Council 
• consideration should be given to the appropriateness of email where other Council systems are better 

placed, particularly if communicating with large numbers of recipients or attachments are included.    
 
 
 
 
 

155



 

Shire of Halls Creek  
 

 
Operational Policy | OP-ICT-001 Acceptable Use Policy 

Draft Version: 0.1 | Page 1 of 2 

 
Internet Use 

While using Council systems to access the internet, users must: 
• take all reasonable care when downloading, accessing or executing files on or from internet services 

This includes due care in completing on-line application forms. 
• never share any usernames or passwords associated with Council on the internet. If accessing a site 

that requires a username and password, create a separate username and password that is completely 
different to your Council username and password  

• carefully consider the type and nature of information requested when completing on-line application 
forms to ensure Council’s information and network security are not compromised.  

• Understand that Council may choose to block access to some sites, as well as record internet usage 
and sites visited.  Access to these log files will be restricted to persons designated to perform relevant 
reporting and/or security controls.  

 
 
Prohibited and Unacceptable Use 
Users must not use the Shire's ICT assets to engage in activities that are illegal, cause damage, waste 
resources, or reflect negatively upon the Shire's reputation. Prohibited activities include, but are not limited 
to: 

• Offensive, Unlawful, or Illegal Behaviour: Accessing, sending, receiving, storing, or printing material 
that is discriminatory, racist, sexist, sexually explicit, abusive, profane, or otherwise objectionable or 
illegal. 

• Misconduct and Harassment: Engaging in cyber bullying, harassment, or discrimination against 
persons in contravention of State or Federal laws. 

• System Integrity: Creating, propagating, or attempting to introduce Malware (e.g., viruses, worms, 
spyware, ransomware). 

• Security Bypass: Attempting to bypass security controls or gain unauthorised access to systems, data, 
or accounts. 

• Spam: Sending unsolicited commercial messages  
• Commercial/Private Gain: Promoting commercial or personal interests, running a personal business, 

or conducting outside employment. 
 
 
Monitoring 
The Shire reserves the right to monitor and record all use of its ICT assets, including internet history, email 
content, and file storage. This monitoring may occur without notice to ensure compliance with this Policy. 
 
 
Non-Compliance 
A breach of this Policy may result in: 

• The immediate withdrawal of access to the Shire’s ICT assets. 
• Disciplinary action, including warnings, suspension, or termination of employment/contract. 
• Reporting the issue to the police or other authorities if illegal activity is suspected 
• Investigation and resolution under the Shire’s disciplinary procedures 
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Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995 (WA) 
Sate Records Act 2000 (WA) 
Privacy Act 1988 (Commonwealth) 
 

SoHC Policies: 

Social Media Policy 
Code of Conduct 
ICT Incident Management Policy 
Password Policy 
Records Management Policy 
AI Policy 
ICT Procurement and Replacement Policy. 
ICT Management and Cybersecurity Policy 

SoHC Procedures and 
Processes: 

 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:  Document Management Ref: EDRMS- 

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-002| Artificial Intelligence (AI) Policy 
Policy Objective 
The objective of this policy is to: 

• ensure the responsible and ethical use of Artificial Intelligence (AI) in the workplace, that does not 
compromise the confidentiality of any sensitive corporate information of the Shire, a Council 
Member, an employee or a member of the public.  

• ensure the use of AI technology within the Shire is consistent with state laws and regulations.   
 

Policy Scope 
This policy applies to  

• all Shire of Halls Creek elected members, staff, contractors and volunteers who are involved in the 
development, deployment, or use of AI technologies during their official Councill duties. 

• All ICT systems used by the Shire, including those managed by third party providers 
 

Definitions 
“Artificial Intelligence (AI)” refers to technology that mimics human intelligence to perform tasks including 
content generation, data curation, problem-solving, and learning from experience. 
“AI Tools” means any generative tools that uses artificial intelligence to produce content. This includes but is 
not limited to Google AI, ChatGPT, Claude AI, Perplexity AI, Gamma.app, and Microsoft Copilot.  
“CEO” means the Chief Executive Officer of the Shire 
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“Generative AI” (GenAI) means a range of technologies that leverage data, machine learning and prompts 
to create new data (such as text, images, video, audio and similar content). 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
 

Policy Statement  
The Council is committed to the responsible, ethical and transparent use of AI to improve community 
outcomes through innovation and efficiency, and service quality.  This policy provides principles and 
guidelines to ensure AI protects privacy, security and data integrity in line with line with community 
expectations, relevant legislation, standards and best practice. 
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Risk Appetite  
The Council has a low appetite for risks that may compromise community safety, privacy, compliance with 
laws and regulations, or the integrity of Council decision making. 
 
The Council has a moderate appetite for risks that enable innovation, service improvements or efficiency 
gains, provided that these risks are well understood, actively managed and deliver a clear benefit to the 
community 
 
The Shire should only use AI platforms in low-risk situations and take the appropriate risk mitigation 
strategies described in this policy.  Some examples of low-risk use include using tools to brainstorm ideas or 
options, or to do initial drafting of content, emails, and reports.   
 
The scenarios below pose unacceptable risk to Council, they include but are not limited to:  

• cases requiring the input of any amount of Council data considered to be sensitive or confidential 
information;  

• cases where services will be directly delivered by AI, or decisions made by AI; and  
• cases where coding outputs will be used in government systems. 

 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives.  Set the Council’s appetite for 
use of generative AI in Council 
CEO – Oversees implementation and allocates resources.  Overall responsibility for Shire’s AI use.  
Responsible for external communications.  Report significant risks or incidents to Council. 
 
Managers/Supervisors – Ensure compliance, provide guidance, and monitor outcomes within their business 
units. 
Staff and Volunteers – Follow the policy in day-to-day activities.  Ensure any incidents are immediately 
reported and complete mandatory training. 
ICT Service Provider – Ensure the technical infrastructure supports secure and ethical AI use. Provide 
technical support and guidance to employees and people leaders as required. 
Contractors/Partners –Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council –Retains overall authority and approves the policy 
CEO –Delegated authority to implement and enforce the policy and make operational decisions relating to 
AI.  Approve the adoption and use of AI tools within the organisation where consistent with this policy, the 
approved budget, and Council’s risk appetite. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Staff, Volunteers, Contractors/Partners – Carry out tasks in line with the policy but cannot make decisions 
outside their role. 
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Policy 
General Usage   

• AI tools must be used responsibly, ethically, and transparently.  
• AI must support, not replace, human decision-making in critical or legally binding matters.  
• AI must not be used to make autonomous decisions such as Council decisions, recruitment, grants, 

procurement, development approvals, or compliance.  
• AI may support research or preliminary analysis but final decisions must rest with authorised 

personnel. 
• The use of generative AI tools on the Shire owned devices is restricted to work related purposes and 

for limited personal use that does not interfere with their work or compromise the organisation.  
• The use of generative AI tools must be done in accordance with the Shire’s Acceptable Use Policy. 
• All AI generated content used in official Council documents or communications must include a 

disclosure statement. 
• Users are responsible for reviewing and validating AI outputs before use 

 

Approved AI Tools 

• Publicly available (free) AI tools must only be used with documented approval from a line manager 
or the CEO, and only where data risks are appropriately managed.   

• If not using a Council approved or provided AI platform, then the ability for the model to use data 
for training/learning should be disabled.  If this cannot be guaranteed, then AI can only be used for 
generic research and should not include any Council data in prompts. 

• Users must not distribute or click on any links provided or generated by public AI platforms or bots. 
These links could lead to phishing sites or malware downloads. Only click on links from trusted 
sources.  

 

Privacy and Security  

• Only information that is already public or approved for release may be entered into AI tools. 
• Inputs to AI must be treated as potential disclosures and must not include confidential, private, or 

sensitive data. 
• Information that could enable fraud, identity theft, or unauthorised access must never be entered. 
• Where possible, disable settings that allow data storage, model training, or sharing with third 

parties. 
 

Incidents Reporting  

• Any incident related to data leak through AI tools must be reported immediately to the Director 
Sustainability and Governance and/or the CEO.  The incident must be handled as per the Shire’s ICT 
Incident Management Policy, 

 

Review 

This policy is to be reviewed at least every two years or after a major incident. 
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Document Control 
Other relevant/related documents 
 

Legislation: 
Freedom of Information Act 1992  
Local Government Act 1995 (WA) 
State Records Act 2000 

SoHC Policies: 
Acceptable Use Policy 
ICT Incident Management Policy 
ICT Management and Cybersecurity 

SoHC Procedures and 
Processes: 

  

 
Document responsibilities 
 

Custodian:  Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-003| Digital Accessibility Policy 
Policy Objective 
The objective of this policy is to ensure all Shire of Halls Creek digital content, systems and services are 
designed, maintained and delivered in a way that is inclusive, accessible and user friendly for all community 
members.  This is to ensure all members of our community, including people with remote-area access 
limitations, disability, older residents and those using assistive technologies, have equal access to our digital 
services, information and online platforms. 

Policy Scope 
This policy applies to all new digital content and services provided or commissioned by the Shire of Halls 
Creek from the date of approval, including, but not limited to: 
• the Shire’s website and online portals 
• mobile applications and digital tools 
• documents and forms published online 
• social media content and communications 
 
Retroactive changes to digital content to comply with this policy will be carried out where economically and 
technically appropriate. 

Definitions 
“CEO” means the Chief Executive Officer of the Shire  
“Digital Content” means information created, stored or published in digital form.  This includes, but is not 
limited to, text, images, video, audio, documents, social media posts, web pages and online formed 
produced or commissioned by the Shire 
“Digital Services” means online tools, system and platforms used by the Shire to deliver information, 
programs or transactions to the community.  This includes websites, mobile applications and online services. 
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
“Web Content Accessibility Guidelines (WCAG) 2.2 Level AA”.  WCAG provide website accessibility techniques 
and principles that apply to web technologies, Apps, and documents. WCAG 2.2 Level AA describes items 
that users could work around, provided they have access to the right technology and skills 
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Policy Statement  
The Shire is committed to ensuring that all digital content, systems and services are accessible, inclusive 
and compliant with relevant legislation and standards.   This policy provides principles to ensure all 
members of our community, including people with remote-area access limitations, disability, older 
residents and those using assistive technologies, have equal access to our digital services, information and 
online platforms in line with community needs, relevant legislation, standards and best practice. 
This policy supports the Shire’s Disability Access and Inclusion Plan, specifically contributing to Outcome 3 
(accessible information) and Outcome 6 (accessible public consultation) by ensuring digital content and 
services are designed inclusively from the outset. 

Risk Appetite  
The Council has a low appetite for non-compliance with accessibility legislation or standards such as WCAG 
however recognises that legacy systems or budget constraints may impact the Shire’s ability to achieve full 
accessibility.  Where an issue is identified, a clear plan for progressive improvement must be developed. 
 
The Council has a low appetite for excluding members of our community from accessing essential 
information and services online however recognises that legacy systems or budget constraints may impact 
the Shire’s ability to achieve full accessibility.  Where an issue is identified, a clear plan for progressive 
improvement must be developed.  Alternative options should also be put in place. 
 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives. 
CEO –Oversees implementation and allocates resources. Ensure accessibility is embedded into digital 
strategies and decision making. 
Director Sustainability and Governance – Ensure all new digital projects comply with the policy.  Ensure ICT 
Service Providers comply with the policy and monitors the performance of the ICT Service Provider.   
Managers/Supervisors –Ensure compliance, provide guidance, and monitor outcomes within their business 
units. Monitor risks and escalate issues where accessibility cannot be met. 
Staff and Volunteers –Follow the policy and ensure documents, forms and communications published online 
are accessible and meet the relevant standards. 
ICT Service Provider – Comply with policy requirements when delivering services on behalf of the Shire. 
Contractors/Partners – Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council – Approves the policy.  Sets overall expectations for accessibility and inclusion. 
CEO –Delegated authority to implement the policy and make operational decisions.  Holds ultimate 
responsibility for the Shire’s compliance with digital accessibility. 
Director Sustainability and Governance – Ensure all new digital projects comply with the policy.  Ensure ICT 
Service Providers comply with the policy.   
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility.   
ICT Service Provider – Carry out tasks in line with the policy but cannot make decisions outside their role. 
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Policy 
Website and online services 

The Shire’s website, digital systems and online services should  
• maintain compliance with Web Content Accessibility Guidelines (WCAG) 2.1 at Level AA standards, 

in line with the Shire’s DAIP commitment to accessible information (Outcome 3) 
• Use plain English where possible 
• Provide online forms, which can be completed online without the need to print and scan to submit 
• Ensure consistent, logical navigation and compatibility with all devices 
• Follow best practice for accessibility standards 
• Include clear guidance, help resources, and user feedback mechanisms 
 
Where it is not possible to publish the information in an accessible format, accessible information will be 
provided to a member of the public upon request or via a meeting to describe the information either by 
face to face, phone, or Teams. 
 
The Shire will inform the community that documents are available in alternative formats on request as per 
the DAIP Strategy 3.1.  This includes: 

• Providing a statement on the website and at service counters that alternative formats are available 
• Ensuring staff are aware how to provide information in alternative formats 
• Using plain English across all digital communications 
• Considering the communication needs of different language groups within the community 

Monitoring 

The Shire will regularly audit and update content to ensure compliance with accessibility standards. 
 

Review 

This policy is to be reviewed at least every two years. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Web Content Accessibility Guidelines (WCAG) 2.1 
Disability Discrimination Act 1992 (Commonwealth) 

SoHC Policies: 
Acceptable Use Policy 
Password Policy 
Disability Access and Inclusion Plan (DAIP) 2022-2027 
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SoHC Procedures and 
Processes: 

  

 
Document responsibilities 
 

Custodian:  Director Sustainability 
and Governance 

Custodian Unit:  Sustainability 
and Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-004| Social Media Policy 
Policy Objective 
The objective of this policy is to protect the Shire’s reputation, promote responsible and lawful 
communication, and ensure compliance with legal, ethical, and governance requirements in the use of the 
Shire’s social media platforms.   

Policy Scope 
This policy applies to: 

• all Shire of Halls Creek elected members, staff, contractors and volunteers who use social media on 
behalf of the Shire. 

• Official Shire of Halls Creek social media accounts, platforms, and channels. 
• Any personal use of social media by Shire of Halls Creek staff, contractors, elected members or 

volunteers that may reasonably be seen to represent or impact the Shire. 
 

Definitions 
“Administrator” means an individual who has been granted permission by the Shire to post, edit and remove 
content on the Shire’s social media accounts.    
“CEO” means the Chief Executive Officer of the Shire 
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“Social Media” includes any social media platform used by the Shire to community externally.  Examples of 
social media include, but are not limited to: blogs, social networks (e.g. Facebook, Instagram, Twitter (X) and 
LinkedIn), podcasts, video (e.g. YouTube, Tik Tok), wikis, forums, message boards. 

Policy Statement  
The Shire is committed to using social media as an effective and responsible communication tool to connect 
with community, share information and provide timely updates.  Social media can provide an effective way 
for the Shire to engage with the community, keep the community informed, promote services, engage 
residents, announce local events, address community enquiries and provide timely updates during 
emergencies or urgent situations.  
 
This policy provides principles for the appropriate use of social media to ensure open, accurate and 
respectful engagement with the community, while protecting the Shire from reputational, legal and ethical 
risks, in line with community expectations, relevant legislation, standards and best practice. 
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Risk Appetite  
The Council has a low appetite for risks that could harm its reputation, misrepresent Council decisions or 
undermine community confidence.   
 
The Council has a low appetite for risks that could breach legislation including the Equal Opportunity Act or 
Privacy Act. 
 
The Council has a moderate appetite for open discussion and community feedback recognising our 
community is diverse and people will have different views.  Some discussion may be challenging however 
the Shire will not allow any post that is offensive, discriminatory or defamatory.  
 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives.  Comply with the policy when 
posting on social media platforms in an official capacity.  Report any inappropriate use, breaches or risks. 
CEO – Overall responsibility for the management of the Shire’s official social media presence.  Oversee 
implementation, monitoring and review of the policy and allocate resources.   
Managers/Supervisors –Ensure compliance, provide guidance, and report any inappropriate use, breaches 
or risks. 
Staff and Volunteers –Follow the Shire’s code of conduct and this policy when posting on social media 
platforms in an official capacity.  Ensure social media activity is captured in accordance with the Shire’s 
Records Management Policy.  Report any inappropriate use, breaches or risks to management. 
Contractors/Partners –Comply with policy requirements when delivering services. 
 

Delegation 
Council – Approves the policy and provides strategic direction and key priorities. 
CEO –Delegated authority to implement the policy and make operational decisions.  Approve creation of 
new social media accounts. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Other Staff/Contractors – Only those approved to manage social media accounts can post to the Shire’s 
official social media accounts. 
 
 

Policy 
Use of Social Media 

The Shire of Halls Creek will use social media to: 
• Share information about Shire services, facilities, programs, and community events. 
• Promote and raise awareness of Council projects, initiatives, and activities. 
• Engage with the community to encourage participation in local decision-making. 
• Provide timely updates during emergencies or urgent situations. 
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Roles and Responsibilities 

• Only authorised administrators may create, post, edit, or remove content on official Shire social media 
accounts. 

• Only authorised administrators may interact with the community on social media platforms 
• Staff and elected members may use personal social media accounts but must make it clear that their 

opinions are their own and not the Shire’s. 
• Staff and elected members must ensure compliance with the Local Government Act 1995, privacy 

laws, copyright, and other applicable legislation. 

Acceptable Use 

• Any information published must comply with all Council policies. 
• All official social media content must be professional, accurate, and respectful. 
• Users must not post offensive, discriminatory, defamatory, or misleading content.  
• Shire social media accounts must not be used for political campaigning or personal gain. 
• Shire social media accounts are to be kept up to date with informative and relevant content about 

the Shire and community 
• Shire social media accounts must not be used to discuss personal opinions or to conduct personal 

business 

Conduct and Reputation Management 

• The Shire reserves the right to remove content from its social media pages.  Administrators have the 
discretion to remove or delete content in accordance with this policy. 

• Community engagement must be conducted in a respectful, fair, and transparent manner. 
• False or fake personas may not be used when representing the Shire of Halls Creek on social media. 
• Employees who become aware of any negative comment made about the Shire, operations or 

services on any social media platform must not respond directly to such postings where their 
posting could be construed as representing the official view of the Shire. 

• Comments received via social media that may be deemed as defamatory or damaging to the Shire’s 
reputation must be referred to the CEO or delegate for review and guidance.   

• Offensive, abusive, defamatory, or irrelevant comments may be hidden or removed at the discretion 
of the Shire.  

• Prior to hiding or removing the content, a record of the comments must be taken (e.g., screenshot) 
and recorded in the Shire’s record management system. 
 

Privacy and Confidentiality 

• Social media content must not disclose personal information about employees, councillors, 
contractors, or community members without their consent. Personal information includes names, 
addresses, contact details, images, or any identifiable information. 

• Social media must not be used to share confidential or sensitive Council information.  Only publicly 
available information is to be disclosed and it is the responsibility of the publisher/editor to ensure 
that only this information is displayed.   
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Content and Copyright 

• Content published on official Shire accounts must be consistent with the Shire’s branding, visual 
identity, and tone of voice, ensuring a professional and unified public image 

• Any information published must be free from personal opinion, view or biases 
• All social media posts and content are to be properly managed as part of the Shire’s Record 

Management Policy.  Content published on social media may be subject to Freedom of Information 
requests and should be treated as official Council information. 

• Material which is copyrighted (applications, publications, audio, video, graphics, images, photographs 
of employees/elected members not owned by the Shire of Halls Creek) will not be used unless prior 
consent is obtained from the creator or copyright owner and the original author or source of the 
material is acknowledged.   

 

Blocking or Banning 

• Users who repeatedly breach the Shire’s community guidelines may be blocked or banned from the 
social media platform(s)  

• Prior to blocking or banning a person from a social media platform, the person must, where 
practicable, be advised of the intention to block or ban them from the platform/all platforms and be 
given a chance to respond. Any submission made by the person must be considered prior to a 
determination being made to block or ban them.  

• Where a determination is made to block or ban a person from a social media platform/all social media 
platforms, the person must, where practicable, be notified in writing of the decision and the reasons 
for it.  The written notice must also advise the person which social media platforms they are blocked 
or banned from and the duration of the block or ban and inform them of their rights of review.  

• A person may request a review of a decision to block or ban then from a Council social media platform. 
The request must be made in writing to the CEO and state the grounds on which the request is being 
made 

 

Establishment of Shire of Halls Creek Social Media Platforms 

• A new Shire of Halls Creek social media platform or a social media platform proposed by a Shire 
related entity (e.g. committee), can only be established with written permission from the CEO or 
delegate.   

 

Monitoring and Moderation 

• Social media accounts will be regularly monitored to ensure accuracy, timeliness, and appropriateness 
of content.   

• Any issues or risks identified will be escalated to management for appropriate action. 
• An annual audit of all Shire of Halls creek social media presence will be undertaken to review their 

continuing effectiveness and appropriateness to Council needs.  Social media accounts no longer 
required will be deleted following consultation with the CEO or delegate. 

 

170



 

Shire of Halls Creek  
 

 
Operational Policy | OP-ICT-004 Social Media Policy  

Draft Version: 0.1 | Page 1 of 2 

Induction and training 

• To ensure consistent and compliant use of social media across the Shire of Halls Creek, all new 
employees, contractor, elected members and authorised users must formally acknowledge their 
understanding of, and agreement to comply with, these social media policies as part of their initial 
induction process. 

 

Breach of Policy 

• Breaches of this policy by employees may result in disciplinary action. 
• Breaches by elected members may be managed in accordance with the Local Government Act 1995. 

 

Review 

• This policy is to be reviewed at least every two years. 
 

Document Control 
Other relevant/related documents 
 

Legislation: 

Privacy Act 1988 (Commonwealth) 
State Records Act 2000 (WA) 
Local Government Act 1995 (WA) 
Copyright Act 1968 (Commonwealth) 

SoHC Policies: 
A15 Records Management Policy 
Acceptable Use Policy 
 

SoHC Procedures and 
Processes: 

 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:  Document Management Ref: EDRMS- 

 
Document management 
 
Version Decision reference Synopsis of changes 
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Council Policy 

OP-ICT-005| Digital Device Use by Elected Members 
Policy Objective 
The objective of this policy is to ensure the use of BYOD used by Council members is controlled in order to 
protect Council information and systems from unauthorised access, loss or compromise. 

Policy Scope 
This policy applies to all elected members of the Shire of Halls Creek who use personal electronic devices to 
access Council systems, networks or information for official Council business.  It governs the use of any 
personally owned or leased device approved for such purposes. 
 
This policy does not apply to Shire employees, contractors or other personnel as the Shire provides and 
manages dedicated equipment for staff to perform their duties.  Shire staff are not permitted to use their 
own personal devices to access Council systems. 
 

Definitions 
“Bring Your Own Devices (BYO Devices)” means any electronic device owned, leased or operated by Shire 
employees, contractors or councillors that are approved for use by the Shire in undertaking their Council role, 
such as smart phones, tablets and other devices.   
“CEO” means the Chief Executive Officer of the Shire 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.   
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
“Mobile Device Management (MDM)” is software that allows the Shire (or its ICT Service Provider) to 
remotely manage, configure and secure mobile devices used to access Council information and systems.  
MDM allows the ICT Service Provider to set up security features on the device such as enforcing passwords, 
updating software and if a device is lost or stolen, enables the ICT Service Provider to lock access to Council 
information or remove the information from the device remotely. 

Policy Statement  
The Shire is committed to supporting elected members in the secure and responsible use of BYO Devices 
for Council business.  This policy provides guidelines and principles for the use of BYO Devices when 
accessing the Shire of Halls Creek’s systems, networks and information to protect Council Information and 
systems and ensure compliance with relevant legislative, security standard and best practice. 
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This policy applies to elected members only.  Shire Staff are not permitted to use BYO Devices for council 
business.  The Shire will provide the equipment required for staff to perform their duties. 
 
 
 

Risk Appetite  
The Shire has a low appetite for risks that may compromise the confidentiality, integrity or availability of 
Council Information and systems accessed through personal electron devices. 
 

Roles and Responsibilities  
Council –Approves the policy.  Elected members must comply with this policy and ensure responsible use of 
BYO Devices.  Ensure the security and confidentiality of Council information accessed via their BYO Devices.  
Report any loss, theft or unauthorised access of their BYO Devices immediately to the CEO and ICT Service 
Provider. 
CEO –Oversees implementation and enforcement of the policy.  Provides guidance and support for elected 
members.  
Director Sustainability and Governance – Oversees ICT service provider in implementing technical controls 
and security protocols. Maintains Schedule 1 – Approved Systems for BYO Devices. 
ICT Service Provider – Implement technical controls and security protocols on BYO devices on behalf of 
council.  Report incidents to Shire Management.  Provide guidance and support for elected members in line 
with this policy and the service contract.  Notifies the Shire of any breaches of this policy. 
 

Delegation 
Council –Retains overall authority and approves the policy. 
CEO –Delegated authority to implement and enforce the policy and make operational decisions.  
Director Sustainability and Governance: Delegated authority to instruct the ICT Service provider to 
implement technical controls, security requirements and support arrangements for elected members 
devices. 
ICT Service Provider – Delegated authority to escalate breaches and maintain records of approvals under 
this policy 
 

Policy 
Authorisation and Registration 

• Elected members must formally acknowledge their understanding of, and compliance with, this 
policy as a condition of using a BYOD device to access council systems, networks or information.   

• All BYO devices must be registered with the Shire and access formally approved by the CEO, or their 
delegate, before connecting to the council systems or networks. 

• BYO Devices may only be used to access approved systems and applications listed in Schedule 1 – 
Approved Systems for BYO Devices.  This schedule identifies systems and applications that may be 
accessed using personal BYO Devices, as well as those that are restricted.  Schedule 1 document 

174



 

Shire of Halls Creek  
 

 
Council Policy | OP-ICT-005 Digital Device Use by Elected Members Policy 

Draft Version: 0.1 | Page 1 of 2 

forms part of this policy and will be maintained by the Director Sustainability and Governance (or 
delegate) 

• Council information and systems, including email, can only be accessed using approved devices. 
 

Security 

• In order to prevent unauthorised access, devices must be configured with password, PIN, or biometric 
authentication.   

• The device must lock itself if it’s idle for two to three minutes. 
• The Shire reserves the right to remotely wipe, lock, or disable features in the event of device loss, 

theft, or non-compliance.  Approved mobile device management (MDM) software, anti-virus and anti-
malware will be installed by the Shire’s ICT Service Provider on all BYO devices for this purpose.  A 
BYO Device must not be used to access Shire information and assets unless it is approved and MDM 
software has been installed and enabled on the device. 

• If the MDM software is removed from a device, Council information and systems can no longer be 
accessed from the device. 

• Lost or stolen devices or devices that have been accessed by someone other than the elected 
member must be reported immediately to the ICT Service Provider and the CEO. 

• Devices must comply with Council-approved security standards, including up-to-date operating 
systems, routine software and security patching, antivirus protection, and device encryption. 

• Council information must not be stored on a device unless it is encrypted. 
 

Termination/Resignation 

• Upon resignation or termination of contract, all access to the Shire of Halls Creek systems, networks 
and information will be revoked. 

• The ICT Support provider will conduct a remote wipe or remove council managed applications and 
data from BYO devices. 

• Users are required to confirm in writing that no council data remains on their personal devices. 
 

Liability 

• The elected member/owner of the device is personally liable for all costs associated with his or her 
device. 

• The Shire of Halls Creek accepts no liability for functionality, serviceability or performance associated 
with the device and any responsibility with regard to warranty will reside solely between the owner 
of the device and the supplier/manufacturer. 

• The Shire is not liable for replacement of damaged, broken, lost or stolen BYO devices. 
• Excess data usage on a BYO Device is the elected member/owner’s responsibility and the Shire is not 

liable for any excess data charges. 
 

Support 

• The ICT Service Provider will not support troubleshooting issues of the device other than providing 
support for the MDM software and connectivity to the Councils information and security in line with 
the Service Agreement.   
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Review 

This policy is to be reviewed at least every two years. 
Changes to Schedule 1 may be made administratively to reflect any changes in available systems or access 
requirements with the approval of the CEO.  Such changes do not require formal Council endorsement or 
policy review provided they do not alter the intent of this policy. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995(WA) 
State Records Act 2000 (WA) 
Privacy Act 1988 (Commonwealth) 

SoHC Policies: Password Policy 

SoHC Procedures and 
Processes: 

 

 
Document responsibilities 
 

Custodian:  ?? Custodian Unit:   Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-006| ICT Disaster Recovery and Backup Policy 
Policy Objective 
The objective of this policy is to ensure minimal disruption and the continuation of the Shire of Halls Creek 
critical business operations in the event of a significant impact to the Shire’s Information Communication 
Technology infrastructure, functionality or services.  
 

Policy Scope 
This policy applies to: 

• all ICT systems, networks, applications and information assets that the Shire owns, leases, licences 
or has under its management or control, including those managed by external ICT service providers 
on behalf of the Shire. 

• staff and contractors involved in ICT-related activities 
• the ICT Service Provider(s), responsible for outsourced ICT operations or managing the Shires ICT 

assets 

Definitions 
“Business Continuity” means the plan and process the Shire has in place to keep its services running during 
and after an unexpected event or disaster.  
“Business Continuity Plan” means the documented procedures that guide the Shire to respond, recover, 
resume and restore operations in the event of a disruptive incident.  
“Business Impact Analysis” means the process of analysing activities and the effect that a business disruption 
might have upon them. 
“CEO” means the Chief Executive Officer of the Shire 
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.  
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“Disaster Recovery” means the process of restoring organisations systems, data, technologies, and 
infrastructure following a disruptive event or disaster impacting the Shire’s ICT.   
“Disaster Recovery Plan” means a structured and documented approach to how the Shire will respond to 
and recover from disruptive ICT incidents.  The DRP also includes processes and strategies to prepare for and 
prevent a disruptive event or disaster.   
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
“Recovery Point Objectives (RPO)” means the maximum acceptable amount of data loss, measured in time, 
that a business can tolerate during a disruption or failure of systems.  RPO focuses on how far back in time 
the data recovery process must go to ensure the business can continue operating effectively.  This is used to 
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determine how often backups should be performed.  A shorted RPO would mean more frequent backups.  A 
longer RPO allows for less frequent backups.  The acceptable data loss is based on how critical the data is to 
operations and the organisation’s risk tolerance. 
“Recovery Time Objectives (RTO)” means the maximum acceptable amount of time that a system, 
application, or process can be unavailable after a disruption before causing significant damage to the 
business. It defines the time frame within which operations must be restored to avoid unacceptable 
consequences. 
 

Policy Statement  
The Council is committed to ensuring key essential services can be quickly restored in the event of an ICT 
disruption, disaster or cyber incident.  This policy provides the principles for ICT disaster recovery to ensure 
the data and services are protected and can be recovered quickly in line with community needs and 
expectations and legislative and regulatory requirements. 
 

Risk Appetite  
The Council has a low appetite for risks that could affect the continuity of essential services to the 
community. 
The Council has a low appetite for risks that could affect its compliance with legislation. 
 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives. 
CEO –Oversee implementation, monitoring and review of the policy.  Allocate necessary resources and 
funding.  Ensure ICT disaster recovery is regularly tested.  Report significant ICT incidents to Council. 
Director Sustainability and Governance - Arrange for ICT disaster recovery testing to be conducted.  Produce 
reports on significant ICT incidents for Council.  Ensure ICT Service Providers cooperate with ICT disaster 
recovery testing and ensure ICT service providers manage ICT Disaster Recovery incidents as part of their 
service agreement. Ensure risks are identified, assessed and mitigated in partnership with the ICT service 
provider.   
ICT Service Provider – In collaboration with the Shire, manage an ICT disaster, conduct disaster recovery 
testing and implement ICT controls or mitigation actions identified through the testing.  Ensures service 
levels are met in line with the ICT Service Agreement. 
Managers/Supervisors –Ensure compliance, provide guidance, and monitor outcomes. 
Staff and Volunteers –Report incidents promptly and support recovery efforts. 
Contractors/Partners –Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council –Retains overall authority and approves the policy.  Makes decisions on high-risk issues & actions 
arising from an ICT Disaster event. 
CEO –Delegated authority to implement the policy and make operational decisions. 
Director Sustainability and Governance – Arrange ICT testing and manage the ICT Service Provider.  Can 
approve minor actions if within budget tolerances and the impact is minimal. 
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ICT Service Provider –Carry out ICT disaster recovery testing, actions or recommendations identified in the 
security audit and approved by Council. 
Managers/Supervisors – Sub-delegated authority to apply the policy within their areas of responsibility. 
Other Staff/Contractors –Carry out tasks in line with the policy but cannot make decisions outside their role. 
 

Policy 
In order to ensure minimal downtime to the Shire’s critical business functions and protect critical data, the 
Shire adopts the following policies: 

• The Shire shall develop and maintain a comprehensive ICT Disaster Recovery Plan (DRP) that 
explicitly details how ICT systems would remain operational in scenarios involving severe natural 
disasters, power outages, or major cyber incidents.  The BCP shall encompass clearly defined 
strategies and actions for maintaining critical ICT services, communications infrastructure, desktop 
computing capabilities, network operations, remote access technologies, and essential software 
systems during significant disruptions.  It shall also address server data replication and cloud-based 
backups. 

• A formal risk assessment and Business Impact Assessment (BIA) shall be undertaken on a regular 
basis (at least annually) to identify critical systems and data.  The BIA will guide recovery efforts. 

• The DRP and backups shall be periodically tested through tabletop exercises and simulated recovery 
events to ensure that it can be implemented in an emergency and that management and staff 
understand how it is to be executed 

• The DRP shall define the roles and responsibilities of all staff involved in ICT disaster recovery 
activities, including that of the ICT Service Provider 

• All staff must be made aware of the DRP and their respective responsibilities 
• All legal contracts with external suppliers of disaster recovery related services and critical systems 

are to include a clause that commits the supplier to assist with the recovery and support in the 
event of a disaster.  

• DRP efforts shall align with the Recovery Point Objectives (RPO) and Recovery Time Objectives (RTO) 
identified by the BIA. 

• The DRP is to align with the Shire’s Business Continuity Plan (BCP) 
• The DRP is to work in conjunction with the existing Emergency management documents the Shire of 

Halls Creek has ratified including the Local Recovery Plan. 
 

Backups 

• Regular backups of all critical data and systems must be maintained.   
• Backup copies must be stored securely, including off-site or in the cloud.   
• Backup retention periods must meet legislative and regulatory requirements.   
• Backup security measures, including access controls and encryption, must be applied. 
• Critical servers and/or applications and services must be replicated to secondary locations to ensure 

availability in the event of the primary server failing. 
 

Review 

This policy is to be reviewed at least every two years. 
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Document Control 
Other relevant/related documents 
 
Legislation: Emergency Management Act 2005 

 

SoHC Policies: ICT Incident Management Policy 
ICT Management and Cybersecurity Policy 

SoHC Procedures and 
Processes: 

ICT Disaster Recovery Plan 
Business Continuity Plan 
Local Recovery Plan 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-007| ICT Incident Management Policy 
Policy Objective 
The objective of this policy is to ensure ICT incidents affecting the Shire are identified, reported and 
resolved quickly and effectively in order to minimise disruption to services, protect the Shire’s information 
and systems, meet all legal and regulatory obligations and maintain community trust in the Shire’s 
operations. 

Policy Scope 
This policy applies to: 

• All ICT systems used by the Shire, including those managed by third party providers 
• All elected members, staff, contractors and volunteers who access or interact with Shire information 

or ICT systems. 
• All ICT equipment and resources owned or leased by the Shire, including computers, networks, data 

and information systems, mobile devices, cloud services, email, and communication tools 
• Any incident that may impact confidentiality, integrity or availability of the Shire’s information or 

systems 
It does not cover minor operational issues unrelated to risk, safety, or ICT systems. 

Definitions 
“CEO” means the Chief Executive Officer of the Shire  
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Cybersecurity” means the protection of ICT systems and data from unauthorised access, attack, damage or 
loss 
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Incident” means any event that threatens the confidentiality, integrity or availability of the Shire’s 
information or systems.  
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
“ITIL Framework" means the Information Technology Infrastructure Library (ITIL) framework is a best 
practice for managing and improving IT services 
“Major Incident” – An ICT incident likely to cause significant damage to confidentiality, integrity, or 
availability of information or services. 
“Minor Incident” – An ICT incident unlikely to significantly impact confidentiality or integrity, or cause long-
term unavailability.   
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Policy Statement  
The Shire is committed to effectively managing ICT incidents to protect its information, systems and 
services, and minimise disruption to operations.  This policy provides guidance to ensure ICT incidents are 
promptly reported, assessed and resolved in a timely manner in line with community expectations, relevant 
legislation, standards and best practice. 
 

Risk Appetite  
The Council has a low risk appetite for ICT incidents that could breach legislation, compromise sensitive 
information, disrupt essential services or damage community trust.   

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives. 
CEO –Oversees implementation and allocates resources.  Overall accountability for Shire’s ICT incident 
response.  Responsible for external communications. 
Director Sustainability and Governance – Oversee the ICT Service Provider(s) in ensuring the ICT incident is 
resolved and monitors the performance of the ICT Service Provider. 
Managers/Supervisors –Ensure compliance, provide guidance, and monitor outcomes within their business 
units. 
Staff and Volunteers – Ensure any incidents are immediately reported and complete mandatory training.  
ICT Service Provider – Lead technical investigation and resolution of the incident in line with service 
agreement and ITIL aligned processes.  Provide timely updates to the Shire’s representative.  Maintain an 
ICT Incident Register, ensuring all incidents are reported and tracked from initial report to resolution.  
Provide periodic reporting to the Shire on incidents. 
Contractors/Partners –Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council –Retains overall authority and approves the policy 
CEO –Delegated authority to implement the policy and make operational decisions relating to ICT incident 
management. 
Director Sustainability and Governance -– Sub-delegated authority to manage the response to ICT incidents, 
oversee ICT incidents and liaise with ICT Service Provider(s).  Escalate significant risks or costs to CEO. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
ICT Service Provider – Delegated contractual authority to manage ICT incidents in accordance with the 
Service Agreement. 
Staff, Volunteers, Contractors/Partners – Carry out tasks in line with the policy but cannot make decisions 
outside their role. 
 

Policy 
ICT Incident includes, but is not limited to: 

• Unauthorised access to systems or data 
• Malware or ransomware infections 
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• Phishing or social engineering attacks 
• System or network outages 
• Data loss or corruption 
• Breaches of security policies or regulatory requirements 

 
An ICT incident may originate internally, externally, or via the outsourced ICT Service Provider. 
 
All ICT incidents or suspected incidents must be reported immediately to the Director Sustainability and 
Government or ICT Support. 
 
 

Incident Management Process 

All incidents will be managed through the following structured process: 
• All incidents, regardless of severity, must be recorded in an official ICT Incident Register. The register 

must detail the incident's description, severity, actions taken, findings, and remediation measures. 
• Upon reporting, the incident is assessed to determine its severity and potential impact on 

operations. This triage process classifies the incident into one of the following categories: 
o Minor Incident: An incident with limited impact, unlikely to significantly affect the 

confidentiality, integrity, or availability of critical systems or data. 
o Major Incident: An incident with a significant actual or potential impact on the confidentiality, 

integrity, or availability of systems, or one that causes a major interruption to services. 
• Immediate actions shall be taken to contain the incident and prevent further damage. This may 

include isolating affected systems, disabling compromised accounts, or implementing emergency 
security controls. 

• If there is a regular occurrence of an incident, it must be reclassified as a problem (in accordance 
with the ITIL framework).  All identified problems must undergo a comprehensive root cause 
analysis to determine and eliminate the underlying cause, so that the problem can be resolved and 
the original incidents should no longer occur. This process includes identifying all affected systems 
and data and collecting evidence for future analysis and reporting. 

• Once the incident has been reported and contained, affected systems and data shall be 
restored/recovered to their pre-incident state. This may involve using data backups, rebuilding 
systems, and re-establishing security controls. 

 

Notification and Communication 

• Internal stakeholders must be informed of the incident and its status.  
• Where required by law, regulation, or operational necessity, external parties will be notified.  
• All external communication will be handled exclusively by the Chief Executive Officer (CEO) or a 

designated spokesperson. 
 

Type  Organisation to Notify 
Ransomware Australian Signals Directorates Australian Cyber Security Centre 
Data breach Office of the Australian Information Commissioner 
Insurance Insurance provider (LGIS) 
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Post-Incident Review 

• Following the resolution of a major incident, a formal review will be conducted to: 
o Determine the root cause of the incident. 
o Identify weaknesses in current systems or processes. 
o Recommend and implement improvements to prevent similar incidents from reoccurring. 

• Major incidents must be reported to the Audit and Risk Committee for review and oversight. 
 

External Reporting 

All external communications and reporting regarding an ICT incident, including to media, regulatory bodies, 
or the public, are the sole responsibility of the CEO or a delegated spokesperson. Employees and 
contractors are not authorised to communicate externally about an incident. 
 

Review 

This policy is to be reviewed at least every two years or after a major incident. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995 (WA) 
Local Government (Audit) Regulations 1996 (WA) 
WA Government Cyber Security Policy 2024 

SoHC Policies: 
ICT Disaster Recovery and Backup Policy 
ICT Management and Cybersecurity Policy 
Acceptable Use Policy 

SoHC Procedures and 
Processes: 

 ICT Disaster Recovery Plan 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-008| ICT Management Policy 
Policy Objective 
The objective of this policy is to ensure the Shire’s ICT systems, infrastructure, data and services are 
managed securely, efficiently and in alignment with relevant legislation in order to minimise risks, 
disruptions, and impacts to staff, stakeholders, and community services. 

Policy Scope 
This policy applies to all ICT systems, infrastructure, data and services that Shire owns, leases, licenses, or has 
under its management or control, whether operated internally or through external providers.  
 
The policy applies to: 

• Council staff and volunteers 
• External ICT service providers delivering or managing ICT services on behalf of the Shire. 
• Any stakeholders involved in the initiation, approval, or management of ICT functions or changes. 

 

Definitions 
 
“CEO” means the Chief Executive Officer of the Shire 
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.  
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 

Policy Statement  
The Council is committed to maintaining secure, reliable and compliant ICT systems.  While ICT services are 
outsourced to external providers, the Council retains overall responsibility and accountability for its ICT 
systems and data.  This policy outlines the principles for ensuring all ICT operations, upgrades and changes 
are managed consistently, securely and in line with community expectations, relevant legislation, standards 
and best practice. 
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Risk Appetite  
The Council has a low appetite for risks that could compromise public trust, breach legislation or cause 
financial loss. 
The Council has a moderate appetite for risks that could cause a minor disruption to Council services. 

Roles and Responsibilities  
Council –Approve the policy and ensure compliance with legislation and community expectations.   
CEO –Oversee implementation, monitoring and review of the policy and allocate resources.  Report 
significant ICT decisions and incidents to Council. 
Managers/Supervisors –Implement the policy within their areas of responsibility, ensure compliance, 
provide guidance, and report any operational impacts on services to the public. 
Director Sustainability and Governance – Responsible for the ICT function and manages the contractual 
arrangements with the ICT Service Provider and reports of their performance against service level 
agreements. 
Staff and Volunteers –Use ICT systems responsibly and report any data breaches, suspicious emails or 
activity or ICT incidents immediately.    
Contractors/Partners – Comply with policy requirements when delivering services. 
ICT Service Provider – Comply with policy requirements when delivering services on behalf of the Shire.  
Monitor the Shire’s ICT systems and notify the Shire of all ICT incidents or security breaches.  Ensure all 
systems, applications and infrastructure managed by the service provider are maintained in line with 
vendor and industry best practice or standards.   

Delegation 
Council –Retains overall authority and approves the policy.  Approves any major changes with budget or 
policy implications. 
CEO –Delegated authority to implement the policy and make operational decisions.  Approves major / high 
risk changes or security measures. 
Director Sustainability and Governance – Approves low to medium risk changes or security measures within 
corporate delegation or budget.  Approves emergency change requests, with retrospective reporting. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Other Staff/Contractors – Carry out tasks in line with the policy but cannot make decisions outside their 
role. 
ICT Service Provider –Implement and maintain the Shire’s ICT environment in line with this policy and the 
service agreement. 
 

Policy  
Service Level Agreements/Contracts 

• All externally managed ICT services must have a formal Service Level Agreement (SLA) in place   
• SLAs must cover security, incident response, how often systems are updated (including security 

patches) and system availability. 
• SLAs should be reviewed at least once a year. 
• SLAs should include the right for the Shire (or an independent contractor assessor or auditor), to 

check the Service Providers systems and processes that relate to the Shire 
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• The Service Provider must disclose and gain approval for any subcontractors who access the Shires 
data or systems 

• The Service Provider must provide regular reports to the Shire on security, patching compliance and 
incidents 

• The Service Provider must maintain an up to date list of all hardware, software and cloud services 
used by the Shire 

• SLAs must clearly define how issues will be escalated between the Shire and the ICT Service 
provider 

• Access to the Shire’s systems and data must be removed immediately on termination of the 
contract.  The ICT Service Provider must terminate access for any employee who leaves their 
employment. 

 

General 

• All ICT changes or upgrades (e.g. software version updates, hardware replacements etc) must follow 
a structured and documented process to ensure transparency and consistency. 

• ICT changes must be assessed before implementation, with controls in place to minimise disruption 
to Council operations and community services.  All changes must be assessed for 

o Impact to the Shire’s service delivery 
o Budget implications 
o Compliance and legal obligations 
o Reputational impact 
o Cybersecurity or privacy risks 

• Changes must be approved by the appropriate authority before implementation.  
• Contingency and rollback procedures must be established for significant changes. 
• Critical and security related updates/patches must be prioritised and applied within vendor 

recommended timeframes.   
• All of the Shire’s systems, applications and infrastructure must be maintained in line with vendor and 

industry best practice or standards. 
• Systems and infrastructure should not operate beyond their supported lifecycle. 
• Any deferred updates or end of life systems must be reported to the CEO with associated risks and 

mitigation plans. 
• All users must comply with the Shires Acceptable Use policy 

 
Systems and Software Upgrades 

• All systems and software must be kept current with vendor-supported versions to maintain security, 
compliance and operational reliability 

• Upgrades required to maintain compliance with current legislation must be prioritised 
• Security related upgrades and patches must be applied as a priority 
• Operating systems (such as Windows) and core business applications must be upgraded to new 

versions within 12 months of the vendor’s release, unless a documented risk assessment and 
mitigation plan has been approved by the CEO 

• Systems or software that fall more than one major version behind the current release must not be 
used where their use compromises legislative requirements, security requirements or vendor support 
arrangements 
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• Where upgrades cannot be implemented within the required timeframes, a formal expectation must 
be documented including identified risks, approved by the Ris Committee 

• The ICT Service Provider must conduct an annual assessment of all systems and software to ensure 
any system or software approaching or exceeding its supported life cycle is identified and reported to 
the Director Sustainability and Governance. 

 
Infrastructure Capacity Planning 

• The ICT Service provider must conduct an annual infrastructure capacity assessment to ensure 
current and future storage space, processing power and network requirements can be met.  Annual 
Infrastructure Capacity reports must be provided to the Director Sustainability and Governance.  

• Capacity planning must include forecast storage requirements for the next three years taking into 
account any expected growth in data storage requirements, backup and disaster recovery storage 
requirements, network requirements, server capacity and user growth 

• The ICT Service Provider must advise the Shire when any system nears full capacity and make a 
recommendation on any upgrades or changes required. 

 
Data  

• The Shire retains full ownership of all data, including backups. 
• All Shire data must be stored (physically and logically) in Australia, except where a risk assessment 

has been completed and approved by the CEO (e.g. for cloud-based solutions hosted overseas). 
 

Change Coordination and Communication 

• ICT changes must be coordinated with relevant business areas, staff and stakeholders to minimise 
service disruption. 

• All ICT Changes must be categorised and treated appropriately: 
Change Type Description Requirements Approval Required 
Standard changes routine, low-risk changes 

with pre-approved 
procedures (e.g. password 
resets, adding new users) 
 

can be implemented 
by the ICT Service 
Provider without prior 
approval but must be 
documented and 
reported on a monthly 
basis to the Shire 
(Change Request 
register) 

No prior approval 
required 

Normal changes planned changes that 
require an assessment and 
approval (e.g. software 
updates and hardware 
replacements) 
 

• Complete Change 
request form 

• Assess risks and 
impacts 

• Create 
implementation and 
backup plans 

• Test where practical 
• notify users 

Yes (Director 
Sustainability and 
Governance. 
High Risk changes 
must be approved by 
the CEO 
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Emergency 
changes 

urgent changes needed to 
fix critical problems or 
security issues (e.g. critical 
security patches, fixes for 
system outages, urgent 
fixes to restore services) 

• Implement 
immediately 

• Document within 24 
hours  

• Report to CEO within 
48 hours 

• Review after 
completion 

Yes (Director 
Sustainability and 
Governance or CEO) 

• The ICT Service Provider must maintain a change log/register recording all changes 
• Changes should be scheduled during low-impact times where possible to minimise disruption to 

services 
 
Systems Documentation 
The ICT Service Provider must maintain and provide upon request a current logical diagram showing all 
systems, data repositories and interfaces.  The service provider documentation must clearly identify whether 
each system is hosted on -premises or delivered as Software as a Service (SaaS), specify where the data resides 
for each system and document which user groups access which systems and data.  The service provider must 
update the documentation whenever significant changes occur to the Shire’s ICT environment.  

Review 

This policy is to be reviewed at least every two years or after any major ICT or cybersecurity incidents. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995(WA) 
Privacy Act 1988 (Commonwealth) 
Australian Cyber Security Centre (ACSC) Essential Eight 

SoHC Policies: 

ICT Security Audit Policy 
Acceptable Use Policy 
Password Policy 
ICT Disaster Recovery and Backup Policy 
ICT Incident Management Policy 

SoHC Procedures and 
Processes:  

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
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Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-009| ICT Procurement & Replacement Policy 
Policy Objective 
The objective of this policy is to manage the procurement, placement and disposal of the Shire’s ICT assets 
in order to ensure the Shire’s ICT assets are reliable, secure and cost-effective. 
 

Policy Scope 
This policy applies to all ICT hardware and devices owned, leased, or otherwise managed by the Shire of 
Halls Creek, including but not limited to: 

• Desktop computers and laptops,  
• Mobile devices (tablets and mobile phones) 
• Servers, storage devices, and networking equipment 
• Printers, scanners, and multifunction devices 
• Audio-visual equipment 
• Any other ICT-related hardware used to support Council operations 

This policy does not apply to BYO Devices. 

Definitions 
“Bring Your Own Devices (BYO Devices)” means any electronic device owned, leased or operated by Shire 
employees, contractors or councillors that are approved for use by the Shire in undertaking their Council role, 
such as smart phones, tablets and other devices.   
“CEO” means the Chief Executive Officer of the Shire 
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.  
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Assets” means hardware (e.g. desktop computers, laptops, tablets, mobile phones, printers, scanners), 
software and applications (including SaaS and cloud-based tools), data and records, networks (e.g. intranet, 
WiFi, VPN), communication tools (e.g. email, VoIP), digital platforms (e.g. intranet, websites), and storage 
devices that are owned, managed or used by the Shire of Halls Creek. 
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
 

Policy Statement  
The Shire is committed to making sure its ICT assets remain reliable, are safe from security risks and are 
managed properly throughout their lifecycle.  This policy provides principles to ensure the procurement, 
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use, maintenance, replacement and disposal of ICT assets are consistent, cost effective and secure and 
Council information is protected in line with legislative requirements, community expectations, and best 
practice standards. 
 
 

Risk Appetite  
The Shire has a low appetite for risks that could impact information security, service continuity, and 
financial stability.   These could result from outdated hardware, unsupported software, insecure cloud 
services or non-compliance with legislative and contractual requirements. 
 
 

Roles and Responsibilities  
Council –Approves the policy and ensures alignment with strategic objectives.  
CEO – Oversees implementation and allocates resources.  Overall responsibility for Shire’s procurement and 
management of ICT assets.   
Director Sustainability and Governance – Authority to approve all ICT asset procurement, replacement or 
disposal, within delegated limits.  Overall responsibility for the maintenance of the Shire’s ICT Asset 
Register.  Prepare an annual ICT Asset Replacement Schedule as part of the budget preparation process, in 
consultation with the ICT Service Provider 
Managers/Supervisors – Ensure compliance, provide guidance, and monitor outcomes within their business 
units. 
Staff and Volunteers – Follow the policy in day-to-day activities.  Ensure any incidents are immediately 
reported and complete mandatory training.  Staff must not independently purchase ICT assets or software. 
ICT Service Provider – Maintain an up-to-date ICT Asset Register on behalf of the Shire.  Provide 
recommendations to the Shire on ICT Assets requiring replacement. Assist the Shire in decommissioning 
and disposing of ICT assets, including removing data or Council information. Ensure compliance with 
cybersecurity, privacy and legislative requirements. Provide annual recommendations on ICT asset 
replacement priorities to inform the budget preparation process. 
Contractors/Partners –Comply with policy requirements when delivering services on behalf of the Shire. 
 

Delegation 
Council –Retains overall authority and approves the policy 
CEO –Delegated authority to implement and enforce the policy and make operational decisions relating to 
the procurement and management of the Shire’s ICT Assets.  Approve budget allocations for ICT 
procurement, maintenance and replacement. Where expenditure exceeds the CEO’s delegated limit, 
approval must be sought from council. 
Director Sustainability and Governance – Authority to approve all ICT asset procurement, replacement or 
disposal, within allocated budget and delegation limits. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Staff, Volunteers, Contractors/Partners – Carry out tasks in line with the policy but cannot make decisions 
outside their role. 
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ICT Service Provider – Delegated authority to procure or replace ICT Assets for the Shire within the 
approved budget. 
 
 
 
 

Policy 
Budget Planning 

• ICT Asset procurement, maintenance and replacement needs must be identified and planned as 
part of the Shire’s annual budget preparation cycle 

• The Director Sustainability and Governance, in consultation with the ICT Service Provider, shall 
prepare an annual ICT Asset Replacement schedule identifying assets requiring replacement in the 
coming financial year.  The ICT Asset Replacement schedule will inform budget submissions 

• Business units requiring new or upgraded ICT assets must submit requests through the budget 
preparation process for consideration and approval. 

• Emergency or unplanned ICT asset replacement outside the approved budget must be approved by 
the CEO or Council, depending on delegation limits. 

 

Procurement 

• All ICT asset procurement must be included in the approved annual budget, except for emergency 
replacements approved by the CEO or Council as required 

• All ICT asset purchases included in the approved budget must be reviewed and approved by the ICT 
Service Provider or the Director Sustainability and Governance prior to purchase. 

• All ICT Assets must be recorded on an ICT Asset Register, maintained by the ICT Service Provider.  
Details shall include age, specifications (CPU, RAM, storage capacity), software versions, current 
operational condition, warranty details, asset location, and assigned users. 

• Staff or business units must not purchase any ICT hardware or software without prior written 
approval from the Director Sustainability and Governance. 

• Staff are responsible for notifying the ICT Service Provider immediately upon any purchase of an ICT 
asset to ensure the details are recorded on the Shire’s ICT Asset Register and to install and manage 
any required software (e.g. Mobile Device Management (MDM), antivirus, encryption) on the 
device. 

• All ICT purchases must meet the Shire’s minimum hardware and software standards as 
recommended by the ICT Service Provider. 

• Devices must be compatible with existing systems and support the required security controls. 
 

Asset Lifecyle and Replacement 

• The ICT Asset Register shall be reviewed annually as part of the budget preparation cycle to identify 
assets requiring replacement in the upcoming financial year 

• ICT Assets that are outdated, no longer supported by the vendor, cannot support the required 
security protocols or fail to meet operational requirements must be prioritised for replacement.  
This includes devices with obsolete operating systems such as older versions of Windows. 
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• ICT assets shall be replaced in accordance with the lifecycle guidelines defined in the Asset 
Management Procedure 

• Each Shire location shall be sufficiently provisioned with individually assigned ICT resources to 
ensure staff have reliable access to the technology they need to perform their role and to eliminate 
the need for computer sharing. 

Maintenance and Inspections 

• Regular inspections of PCs, laptops, multifunction devices (MFDs), monitors, servers, and related 
peripheral hardware should be carried out by the ICT Service Provider to identify any ICT Assets that 
are at the end of their useful life or need to be replaced to strengthen security, improve operational 
effectiveness or are no longer supported.  

 

Disposal 

• Where applicable, ICT assets must undergo secure data wiping before disposal. 
• For highly sensitive information, physical destruction of storage media may be required 
• ICT Assets must be disposed of, or recycled, in accordance with e-waste regulations 
• Records of all ICT asset disposals must be retained for compliance and audit purposes  

 
 

Review 

This policy is to be reviewed at least every two years. 
 
 
 
 
 
 

Document Control 
Other relevant/related documents 
 
Legislation:  

SoHC Policies: Acceptable Use Policy 

SoHC Procedures and 
Processes: 

 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
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Next review due:  Document Management Ref: EDRMS- 

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-010| ICT Risk Management Strategy 
Policy Objective 
The Shire of Halls Creek ICT Risk Management Strategy provides a structured approach to identifying, 
assessing, managing and monitoring information and communication technologies (ICT) related risks within 
the Shire.  It aims to protect the confidentiality, integrity and availability of information, systems and ICT 
infrastructure that support the delivery of the Shires services and operations.  This strategy supports and 
aligns with the Shire of Halls Creek Risk Management Policy (A17).   

Policy Scope 
This strategy applies to: 

• All Shire ICT systems, infrastructure, and data, whether internal or provided by third parties, under 
the control or influence of the Shire of Halls Creek.   

• ICT risks arising from operational, strategic, and outsourced service delivery. 
• Staff, contractors, and third party partners involved in ICT-related activities. 
• The ICT Service Provider, responsible for outsourced ICT operations 

Definitions 
“CEO” means the Chief Executive Officer of the Shire  
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
 

Policy Statement  
The Shire is committed to safeguarding its information, systems, and ICT infrastructure to support the 
delivery of reliable and secure services and operations.  This policy provides a structured approach to 
identifying, assessing, managing, and monitoring ICT-related risks to ensure the confidentiality, integrity, 
and availability of information in line with the Shire’s Risk Management Policy, community needs, relevant 
legislation, standards and best practice. 
 

Risk Appetite  
The Shire has a low appetite for risks that could affect the confidentiality, integrity and availability of its 
information, systems and ICT infrastructure. 
The Shire has a moderate appetite for risks that support the adoption of innovative ICT solutions and 
service improvements where such risks are well managed and align with the Shire of Halls Creek Strategic 
Community Plan. 

197



 

Shire of Halls Creek  
 

 
Operational Policy | OP-ICT-010 ICT Risk Management Strategy  

Approved Version: 1.0 | Page 1 of 2 

 

Roles and Responsibilities  
Council – Approves the policy and ensures alignment with strategic objectives.   
CEO –Oversees implementation and allocates resources. Promote Risk awareness across the organisation. 
Endorse risk controls/mitigations strategies for high and very high rated risks. 
Director Sustainability and Governance – Oversees the implementation and maintenance of the ICT Risk 
Management Strategy. Responsible for maintaining the organisations ICT Risk Register.  Provides advice on 
ICT risk management matters.  Oversees ICT risk assessments and monitors the performance of the ICT 
Service Provider. 
Managers/Supervisors –Ensure compliance, provide guidance, and monitor outcomes within their business 
units. 
Staff and Volunteers –Follow the policy in day-to-day activities, complete mandatory training and report 
suspicious activity or incidents. 
ICT Service Provider –Comply with policy requirements when delivering services on behalf of the Shire. 
 
 

Delegation 
Council – Retains overall authority and approves the policy. 
CEO –Delegated authority to implement the policy and make operational decisions relating to ICT risk 
management.   
Director Sustainability and Governance - Sub-delegated authority to manage the ICT risk function, oversee 
ICT risk assessments and liaise with ICT Service Provider(s). 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Staff, Volunteers, Contractors/Partners Carry out tasks in line with the policy but cannot make decisions 
outside their role. 
ICT Service Provider – Delegated contractual authority to manage ICT operations, implement risk controls 
and respond to incidents, in accordance with the Service Agreement. 
 

Process 
As per the Shire of Halls Creek Risk Management Policy, ICT risks are managed through the following steps: 
 

1. Identify ICT Risks. 
All operational and strategic ICT risks are identified and documented in the ICT Risk Register.  ICT Risks 
may be identified through 

• Regular ICT risk assessments 
• System audits and vulnerability assessments 
• User and stakeholder feedback 
• Incident and near-miss reporting 
• Threat intelligence  

 
Each ICT Project should also have an ICT Risk Register specific to the project, managed by the Project 
Manager. 
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2. ICT Risk Assessment and Categorisation 

• Officers will consider the likelihood and consequence of each risk and determine the risk 
rating according to the Shire of Halls Creek Risk Management Framework 

• ICT Risks will be aligned to the ISO 31000:2018 Risk Management Framework and recorded in 
an ICT specific risk register for detail tracking 

 
3. Treatment 

• An appropriate treatment plan / controls are applied to mitigate, avoid, transfer or accept ICT 
risks.  For example, antivirus software, user access restrictions, staff training. 

• All controls are to be tracked in alignment with the Shire of Halls Creek Risk Management 
Policy. 

• Approved controls and mitigation strategies are to be implemented by the ICT Service Provider 
and overseen by the Director Sustainability and Governance. 

 
4. Monitoring and Reviewing 

ICT Risks are to be continuously monitored and the ICT Risk Register updated.  The Director 
Sustainability and Governance is responsible for maintaining the ICT Risk Register and ensuring any  
significant risks (High or Very High) are escalated to the Shire of Halls Creek Organisational Risk 
Register for Council oversight.   
 
The progress of ICT Risk Mitigation actions and controls should be monitored to ensure they are on 
track, deliver the intended outcomes and continue to align with the Shire’s overall risk management 
framework.    
 

5. Reporting 
 

Reporting provides a structured mechanism for communicating progress and accountability.  
Regular reporting ensures that decision makers, including the CEO, and the Audit Committee have 
clear visibility of the ICT risk landscape and the effectiveness of mitigation efforts. 
The following reporting on risks shall be conducted: 
 

Frequency Activity Responsibility Purpose/Output 

Monthly Internal review of mitigation 
action progress with ICT 
Service provider 

Director Sustainability and 
Governance 

Track status & identify 
delays or issues 
requiring escalation 

Quarterly ICT Risk Mitigation progress 
report presented to Audit & 
Risk Committee / CEO  

Director Sustainability and 
Governance 

Provide summary of 
completed, ongoing, 
and planned actions; 
highlight key residual 
risks and any control 
failures for review to 
ensure progress is 
being made 
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Annually Comprehensive review of ICT 
Risk Register and Mitigation 
Plan 

Director Sustainability and 
Governance in 
consultation with ICT 
Service Provider 

Ensure risks, controls, 
and actions remain 
current; incorporate 
lessons learned from 
incidents, audits, or 
service changes. 

As required Incident or audit triggered 
review of ICT Risk Register 
and/or Mitigation Plan 

Director Sustainability and 
Governance 

Reassess mitigation 
effectiveness and 
initiate new actions if 
control weaknesses 
are identified. 

 
 

Review 

The ICT Risk Management Strategy will be reviewed at least every two years or when significant changes 
occur in the ICT environment, technology, or risk profile. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995 (WA)  
Local Government (Audit) Regulations 1996 (WA) 

SoHC Policies: Risk Management Policy (A17).   

SoHC Procedures and 
Processes: 

Risk Management Framework 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS- 

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-011| ICT Security Assessment Policy 
Policy Objective 
The objective of this policy is to ensure regular independent ICT security assessments are conducted in 
order to: 

• Identify any risks or vulnerabilities within the Shire’s ICT systems and services 
• Ensure compliance with relevant legislation,  policies and the Essential 8 security framework (Level 1) 
• Assess readiness for the Office of the Auditor General (OAG) audits 
• Provide assurance that outsourced ICT providers are meeting agreed security obligations 
• Protect the Shire’s reputation and community trust 
• Identify required improvements to strengthen the Shire’s security position 

 

Policy Scope 
This policy applies to all ICT systems, networks, applications and information assets that the Shire owns, 
leases, licenses, or has under its management or control, including those managed by external ICT service 
providers on behalf of the Shire. 

Definitions 
“CEO” means the Chief Executive Officer of the Shire  
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.  
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“Essential 8” means the cybersecurity framework developed by the Australian Cyber Security Centre (ACSC) 
comprising eight mitigation strategies to protect against cyber threats. 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 
“OAG” means the Office of the Auditor General in Western Australia.  The OAG is an independent office that 
audits WA public sector entities. 
 

Policy Statement  
The Council is committed to safeguarding the confidentiality, integrity, and availability of its information and 
technology systems by conducting regular security assessments.   
The OAG conducts ICT audits of local governments in Western Australia on an annual basis, however not all 
local governments are audited every year.  To ensure ongoing compliance, the Shire will conduct its own 
independent ICT Security Assessments through qualified external advisors to check compliance and identify 
any require improvements in advance of an OAG audit. 
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This policy provides principles for security assessments to ensure they are regularly conducted in compliance 
with relevant legislative, security standard, including the Essential 8 framework (level 1 minimum) and best 
practice.  Results of ICT security assessments will be used to strengthen ICT governance, risk management 
and compliance practices. 
 

Risk Appetite  
The Council has a low appetite for risks that could compromise community or personal data, disrupt the 
delivery of essential services or breach legislation or regulatory requirements.   
Any residual risk exceeding acceptable levels will be escalated to Council.  
 
 

Roles and Responsibilities  
Council –Approve the policy and ensure alignment with legislation.  Ultimate accountable for the security of 
the Shire’s information and technology lies with Council. 
CEO –Oversee implementation, monitoring and review of the policy.  Allocate necessary resources and 
funding.  Ensure ICT security assessments are arranged and completed.  Ensure security assessment 
findings are considered and appropriate actions/recommendations are taken.  Ensure significant risks 
identified in security assessments are presented to Council. 
Director Sustainability and Governance - Arrange for independent ICT security assessments to be conducted 
and produce reports on significant risks identified through security assessments for Council.  Ensure ICT 
Service Providers cooperate with assessment requirements and ensure ICT service providers act on 
assessment recommendations as part of their service agreement. Ensure risks are identified, assessed and 
mitigated in partnership with the ICT service provider.  Coordinate mandatory cybersecurity awareness 
training for all staff. 
ICT Service Provider – Provide access to assessment evidence and support assessment activities.  
Implement ICT controls or mitigation actions identified through a security assessment.  Maintain security 
controls in accordance with the Essential 8 framework (at min Level 1). 
 

Delegation 
Council –Holds ultimate accountability for ICT security decisions and approvals.  Makes decisions on high-
risk issues & actions arising from an assessment. 
CEO –Delegated authority to implement the policy and make operational decisions.  Decides what areas will 
be assessed.  Can appoint independent external assessors.  Approves routine fixes and low to medium risk 
actions. 
Director Sustainability and Governance – Arrange ICT security assessment and manage the ICT Service 
Provider.  Can approve minor actions if within budget tolerances and the impact is minimal. 
ICT Service Provider – Carry out actions or recommendations identified in the security assessment and 
approved by the CEO or Council. 
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Policy 
The Shire of Halls Creek will ensure ICT security is monitored and maintained through regular independent 
security assessments conducted by qualified external advisors.   
As a standard, the Shire will maintain compliance with the Essential 8 framework at a minimum of Level 1. 
 
ICT Security Assessments will cover: 

• Cybersecurity controls, including Essential 8 compliance 
• User access and account management 
• Data protection including encryption, backups and secure storage) 
• Incident response readiness 
• Network security and infrastructure controls 
• Vulnerability and threat identification 

 
Cybersecurity Requirements 

• All ICT systems and services must have security measures in place that match the level of risk i.e. that 
match how important or sensitive the information is.  

• Sensitive and personal information must be kept safe using Multi-factor Authentication (MFA), strong 
passwords, encryption and limiting access to only those who require it 

• All Shire staff shall complete mandatory cybersecurity awareness training on an annual basis 
 
Regular Testing and Review: 

• ICT systems must be tested and reviewed at least once a year to ensure they are secure 
• Vulnerability scanning and annual penetration testing should be conducted on a regular basis for all 

critical systems 
 
Monitoring and Reporting 

• Critical ICT systems and infrastructure must be continuously monitored by the ICT Service Provider to 
detect and respond to threats quickly 

• Assessment findings and recommendations should be transparently reported to the Executive 
Leadership team to enable informed strategic decision making, targeted risk mitigation strategies and 
continuous improvement initiatives. 

 
Assessment Frequency 
An ICT Security Assessment shall be conducted every two years or in preparation for an anticipated OAG 
audit.  An ICT Security Assessment may also be conducted after a major ICT incident or there are changes in 
technology, legislation or service arrangements. 

Review 

This policy is to be reviewed at least every two years. 
 
 

Document Control 
Other relevant/related documents 
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Legislation: 

Privacy Act 1988 (Commonwealth) 
State Records Act 2000 (WA) 
Local Government Act 1995 (WA) 
Essential 8 Framework – Australian Cyber Security Centre 

SoHC Policies: ICT Management Policy 

SoHC Procedures and 
Processes: 

  

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:  Document Management Ref: EDRMS- 

 
Document management 
 
Version Decision reference Synopsis of changes 
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Operational Policy 

OP-ICT-012| Password Policy 
Policy Objective 
The objective of this policy is to establish a standard for creating, managing and protecting passwords used 
to access systems, networks and resources within the Shire of Halls Creek in order to protect the Shires 
systems, applications and data from unauthorised access and ensure compliance with relevant legislation, 
standards and best practice. 

Policy Scope 
This policy applies to: 

• all Shire of Halls Creek elected members, staff, contractors, volunteers, and any other authorised 
users with access to the Shire’s systems or information; 

• all electronic systems, applications, and platforms used to create, store, or transmit Shire 
information, including cloud-based services; 

• all information classified as Council Information, regardless of format or storage location. 
 

The policy also applies to users who contribute to external websites and identify themselves as associated 
with the Shire of Halls Creek. 

Definitions 
“Authorised User” means an individual who has been granted permission by the Shire to access its 
information, systems, networks or resources, in accordance with their role and responsibilities.  Authorised 
Users may include employees, Council, Contractors, Volunteers and any other individuals who are granted 
access to council information, systems, networks or resources. 
“CEO” means the Chief Executive Officer of the Shire 
“Contractor” means any external person or company engaged by the Shire to provide goods or services. 
“Council” means the elected members of the Shire of Halls Creek. 
“Council Information” means all electronically stored information, whether on local devices or external 
systems including on cloud-based systems, that is created, received, held or managed by the Shire in the 
course of performing its functions and delivering service.  
“Director Sustainability and Governance” means the officer responsible for ICT oversight 
“ICT” means Information and Communications Technology.   
“ICT Service Provider” means the external ICT company contracted to provide and manage the Shires ICT 
systems. 

Policy Statement  
The Shire is committed to ensuring its information, systems, networks and resources are protected by 
promoting safe password practices.  This policy provides principles to reduce the risk of unauthorised 
access, ensure compliance with relevant legislative, security standard and best practice. 
 
 

206



 

Shire of Halls Creek  
 

 
Operational Policy | OP-ICT-012 Password Policy  

Draft Version: 0.1 | Page 1 of 2 

Risk Appetite  
Council has a low appetite for risks that could compromise the confidentiality, integrity or availability of its 
information, systems, networks and resources through weak or inappropriate password practices.   
At the same time, Council has a moderate appetite for risks associated with implementing password 
controls where user experience or operational convenience is negatively impacted. 

Roles and Responsibilities  
Council –Approve the policy and ensure compliance with legislation and community expectations. 
CEO –Oversee implementation, monitoring and review of the policy and allocate resources. 
Director Sustainability and Governance - Provide ongoing security awareness campaigns to reinforce 
compliance. 
Managers/Supervisors –Implement the policy within their areas of responsibility, ensure compliance, 
provide guidance, and report any breaches or issues.   
Staff and Volunteers –Follow the policy in day-to-day activities.  Report suspected compromises or phishing 
attempts immediately 
ICT Service Provider – Implement and enforce password standards and technical controls on behalf of 
council.  Report incidents to Shire Management.  Provide guidance and support for password management 
as agreed in the service contract. 
Contractors/Partners – Comply with policy requirements when delivering services on behalf of the Shire. 

Delegation 
Council –Retains overall authority and approves the policy. 
CEO –Delegated authority to implement the policy and make operational decisions. 
Managers/Supervisors –Sub-delegated authority to apply the policy within their areas of responsibility. 
Other Staff/Contractors –Manage their own passwords in line with the policy. 
ICT Service Provider – Authority to implement technical controls to enforce password standards on behalf of 
council.  Does not have authority to amend the policy. 

Policy  
General Password Construct Guidelines: 

• All passwords should utilise strong passwords that contain the following characteristics: 
o Be a minimum of 10 characters in length. 
o contain a combination of uppercase and lowercase letters, numbers, and special characters e.g. 

3 7 9 H b F P ! # @ ^ % * [ ?. 
o not be based on easily guessable information such as “123456”, “password”, names, birthdates, 

or other easily discoverable information.  
 

• All new and existing systems implemented in the Shire that support the password policies must enforce 
strong password requirements.  Legacy systems that are technically unable to enforce these 
requirements may continue to operate without until they are upgraded or replaced. 

• Each employee must have unique, individualised credentials clearly linked to their identity to ensure 
accountability, traceability, and compliance with security standards.  Usernames and passwords must 
not be shared across individuals or teams. 

• User access must be revoked immediately following employee or contractor departures. 

207



 

Shire of Halls Creek  
 

 
Operational Policy | OP-ICT-012 Password Policy  

Draft Version: 0.1 | Page 1 of 2 

Password Protection  

All employees are responsible for the protection and integrity of their own password/s or any other system 
password/s by following the standards below: 

• Passwords must be kept secure and confidential. 
• Passwords should not be written down or stored in an unencrypted format.  
• Passwords must not be shared with anyone, including administrative assistants, secretaries, 

managers, co-workers, and family members.   
• All passwords are to be treated as sensitive, confidential Shire of Halls Creek information. 
• Passwords must not be recorded in a manner where they may be accessible to others. 
• Passwords should not be transmitted over unsecured channels such as email or instant messaging. 

Password Security Policy  

• Default passwords provided by IT systems or devices must be changed immediately upon initial 
login. 

• All new or existing systems implemented in the Shire that support Multi-Factor Authentication 
(MFA) must have it enabled.  Legacy systems that cannot support MFA may continue to operate 
without MFA until they are upgraded or replaced. 

Reporting and Response 

• All employees have a responsibility to report security incidents and breaches of this policy so that 
appropriate action can be taken to remedy breaches.  Suspected or actual password breaches must 
be reported to the Shire of Halls Creek ICT Support and/or Director Sustainability and Governance 
immediately.   

• The ICT Service Provider should report all reported breaches to the Director Sustainability and 
Governance 

• Passwords must be changed immediately if you suspect they have been compromised 
• Users should not attempt to investigate or remediate password-related issues on their own. 

Monitoring and Enforcement  

• The Shire of Halls Creek reserves the right to monitor password usage and compliance with this 
policy.   

• Non-compliance of this policy will be investigated, and appropriate disciplinary action will be taken 
as necessary. 

 

Review 

This policy is to be reviewed at least every two years. 
 
 

Document Control 
Other relevant/related documents 
 

Legislation: 
Local Government Act 1995(WA) 
State Records Act 2000 (WA)  
Privacy Act 1988 (Commonwealth) 
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SoHC Policies: 
Acceptable Use Policy 
ICT Incident Management Policy 
ICT Management and Cybersecurity Policy 

SoHC Procedures and 
Processes: 

 

 
Document responsibilities 
 

Custodian: Director Sustainability 
and Governance 

Custodian Unit: Sustainability and 
Governance 

Decision Maker: Council 

 
Review management 
 

Next review due:   Document Management Ref: EDRMS-  

 
Document management 
 
Version Decision reference Synopsis of changes 
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6.5 Council Policies (Fraud and Corruption, Integrated Planning and 
Separation of Duties) 

 

Matters for Consideration  
1. The Committee is requested to review the draft: 

a. Fraud and Corruption Policy; 
b. Integrated Planning and Reporting Policy; and 
c. Separation of Duties Policy, 
d. and consider endorsing the policies for presentation to Council at the 25 June 

2026 Ordinary Council Meeting.  
 

(ARIC-2026/019) Committee Decision 
Mover: Shire President Brenda Garstone 
Seconder: Deputy Shire President Raymond Simpson 
  

That the Audit, Risk and Improvement Committee recommend to Council that it: 

 
1. receives the Council Policies report; 
2. reviews the draft Fraud and Corruption Policy, Integrated Planning and Reporting 

Policy and Separation of Duties Policy; 
3. endorses the draft policies for presentation to Council for adoption at the 25 June 

2026 Ordinary Council Meeting; and 
4. recommends Council adopt the policies. 

 

 CARRIED UNOPPOSED (4/0) 

 
 

 

 
For:  Independent Presiding Member Baptiste Isambert, Deputy Presiding Member 

Duy Vo, Shire President Brenda Garstone, Deputy Shire President Raymond 
Simpson.  

 
Against:   Nil 
 
 
Notes:   Nil 
 

Reporting Officer Director Governance and Sustainability  

Authorising Officers Chief Executive Officer 

Voting Recruitments Simple Majority 

Attachments Attachment 1 – Fraud and Corruption Policy   
Attachment 2 – Integrated Planning and Reporting Policy  
Attachment 3 – Separation of Duties Policy  
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Background 
2. Officers continue to progress a broader governance, compliance and internal control 

improvement programme aimed at strengthening organisational governance 
frameworks, accountability, risk management and legislative compliance across the 
organisation. 

3. As part of this programme, officers have undertaken a review of several governance and 
compliance frameworks and identified the need to develop and modernise key 
governance policies to support improved organisational governance maturity and 
operational consistency. 

4. The draft Fraud and Corruption Policy, Integrated Planning and Reporting Policy and 
Separation of Duties Policy have been developed as part of the Shire’s broader 
governance uplift programme and ongoing response to audit findings, governance 
reviews and organisational internal control improvements. 

5. Officers note that the proposed policies are considered critical governance documents 
intended to strengthen governance oversight, accountability frameworks, compliance 
monitoring and organisational risk management across the organisation. 

 
Comments 
6. Officers note that governance policies play a critical role in establishing organisational 

expectations, governance responsibilities, decision-making frameworks and internal 
control standards across the organisation. 

7. The proposed policies have been developed to strengthen organisational governance 
maturity and provide clearer governance frameworks regarding fraud prevention, 
strategic planning, accountability, governance roles and operational responsibilities. 

8. The draft Fraud and Corruption Policy has been developed to strengthen the Shire’s 
governance framework regarding fraud prevention, corruption risk management, 
reporting obligations and organisational accountability. 

9. The policy is intended to support improved awareness of fraud and corruption risks, 
strengthen reporting pathways and reinforce the Shire’s commitment to ethical conduct, 
transparency and public sector integrity principles. 

10. The draft Integrated Planning and Reporting Policy has been developed to strengthen the 
Shire’s long-term strategic planning and reporting framework and improve alignment 
between strategic planning, operational planning, financial planning and organisational 
reporting requirements. 

11. Officers note that integrated planning and reporting frameworks are a key governance 
requirement for local governments and form an important component of long-term 
organisational sustainability, accountability and resource planning. 

12. The draft Separation of Duties Policy has been developed in response to the Local 
Government Amendment Act 2024 and recent governance reform requirements relating 
to the separation between the role of Council and the operational responsibilities of the 
Administration. This policy is intended to provide clearer guidance regarding governance 
roles, operational responsibilities, communication protocols and appropriate interaction 
between Elected Members and Administration. 

13. Officers note that the development of these policies also supports the Shire’s broader 
Regulation 17 internal control review process and ongoing governance reform 
programme. 
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14. The proposed policies are considered critical governance documents requiring Council 

consideration and adoption to strengthen governance oversight, internal controls and 
organisational accountability across the organisation. 

15. Officers are seeking endorsement from the Audit, Risk and Improvement Committee prior 
to presentation of the policies to Council for formal consideration at the June 2026 
Ordinary Council Meeting. 
 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.2  Consistent and impartial application of Council 
policies and provision of services 

 

Legislation and Policy   

Legislation:   Local Government Act 1995 

Local Government Amendment Act 2024 

Local Government (Financial Management) Regulations 1996 

Corruption, Crime and Misconduct Act 2003 

Public Interest Disclosure Act 2003 

Policy:  Risk Management Framework 

Code of Conduct (Councillor and Employees) 

Recordkeeping Policies and Procedures 

 

Financial Implications  
16. The development of the draft policies has been undertaken internally utilising existing 

organisational resources. 
17. Implementation of the policies is expected to improve governance oversight, reduce 

organisational risk and strengthen internal control frameworks across the organisation. 
 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
adoption of the officer’s recommendation. 

Economic:  Improved governance oversight, compliance management and long-term 
organisational sustainability through strengthened internal controls and 
accountability frameworks. 

Social:  Improved organisational transparency, ethical conduct, accountability 
and community confidence in local government governance processes. 

Risk Type:  Governance and Risk 

Risk Category:  Internal Controls, Legislative Compliance and Organisational 
Accountability 
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Cause:  Inadequate or outdated governance frameworks, policies and internal 
control processes. 

Effect Increased governance, compliance, fraud, misconduct and operational 
risks. 

Risk Treatment  Treat 

Development and implementation of updated governance and compliance policies aligned 
with legislative requirements and contemporary local government governance practices. 

 

Further Information 
18. Nil  
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ŦƻǎǘŜǊƛƴƎ ŀ ŎǳƭǘǳǊŜ ƛƴ ǿƘƛŎƘ ŦǊŀǳŘ ŀƴŘ ŎƻǊǊǳǇǝƻƴ ŀǊŜ ƴƻǘ ǘƻƭŜǊŀǘŜŘΣ ŜƴŎƻǳǊŀƎƛƴƎ ŜƳǇƭƻȅŜŜǎΣ 
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10.2 Local Emergency Management Committee – Minutes 23 June 2026  
 

Author:  Director Health and Regulatory Services 

Authorising Officers:  Chief Executive Officer 

Voting Requirements:  Simple Majority  

Disclosure of Interest:  The Author and Authorising Officer declare that they do not have 
any conflicts of interest in relation to this item. 

Attachments:  Attachment 1:  Unconfirmed Minutes 23 June 2026  

 

Matters for Consideration  
1. The purpose of this report is to present the minutes of the Local Emergency Management 

Committee (LEMC) meeting held on 23 June 2026 for Council's consideration. The report 
seeks Council's endorsement of the Committee's recommendations and 
acknowledgement of the emergency management matters discussed. 

 

Recommendation 
That Council:  

1. receives the minutes of the Local Emergency Management Committee meeting 
held on 23 June 2026; and 

2. adopts all recommendations and actions contained within the minutes. 

 

 

Background 
2. The Local Emergency Management Committee (LEMC) is established under the 

Emergency Management Act 2005 and is responsible for supporting the development, 
maintenance and review of the Shire's Local Emergency Management Arrangements 
(LEMA), promoting inter-agency coordination, and strengthening the community's 
preparedness for emergencies. 

3. The Committee comprises representatives from the Shire of Halls Creek, emergency 
services, State Government agencies, health providers, industry and other key 
stakeholders with responsibilities for emergency management within the district. 

4. The Local Emergency Management Committee met on 23 June 2026 to receive agency 
updates, consider matters relating to bushfire preparedness and emergency 
management, and review initiatives aimed at improving coordination and resilience 
across the Shire and surrounding communities. 

5. In accordance with the Committee's Terms of Reference, the minutes of the meeting are 
presented to Council for consideration and endorsement. 

Comments 
6. The Local Emergency Management Committee considered a range of emergency 

management matters affecting the Shire, with a particular focus on bushfire 
preparedness, inter-agency collaboration and regional emergency planning. 



Ordinary Council Meeting 
23 July 2026 

7. The Committee received operational updates from member agencies on current 
activities, infrastructure, emergency response capability and preparedness for the 2026 
bushfire season. 

8. A key outcome of the meeting was the endorsement of the Shire's Bushfire Risk 
Management Plan by the Office of Bushfire Risk Management, enabling the Shire to 
submit applications under the 2026–27 Mitigation Activity Fund. The funding 
applications seek to deliver mitigation works within several high-risk communities to 
reduce bushfire risk and improve community resilience. 

9. The Committee also discussed opportunities to strengthen regional collaboration 
through the development of a bushfire stakeholder responsibility roadmap and 
improved coordination between local government, State agencies and emergency 
service providers. Members further considered initiatives to improve community 
preparedness through culturally appropriate emergency messaging and Aboriginal 
language resources. 

10. The minutes are presented to Council for information and endorsement of the 
Committee's recommendations. 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.1  Provide strong, effective and functional 
governance and leadership in the Shire  

 

Legislation and Policy   

Legislation:   Local Government Act 1995 

Local Government Amendment Act 2024 

Local Government (Financial Management) Regulations 

Emergency Management Act 2005 

Emergency Management Regulations 2006 

Bush Fires Act 1954 

Policy:  State Emergency Management Policy Framework 
Local Emergency Management Arrangements (LEMA) 
Bushfire Risk Management Plan 

 

Financial Implications  
11. There are no direct financial implications arising from the officer's recommendation. Any 

expenditure associated with emergency management, bushfire mitigation or resilience 
initiatives will be funded through the Shire's adopted budget, external grant funding, or 
will be the subject of a separate report to Council where additional funding or budget 
amendments are required. 
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Sustainability Implications 
Sustainability   

Environmental:  Continued emergency management planning and bushfire mitigation activities 
assist in protecting the natural environment, biodiversity and public 
infrastructure from the impacts of bushfires and other emergency events. 

Economic:  Effective emergency management reduces the potential financial impacts of 
natural disasters on Council assets, local businesses and the broader community, 
while supporting access to external mitigation funding opportunities. 

Social:  Strong emergency management arrangements enhance community safety, 
preparedness, resilience and inter-agency collaboration, contributing to 
improved outcomes during emergency events. 

 

Risk Type:  Strategic 

Risk Category:  Emergency Management 

Cause:  Failure to maintain effective emergency management arrangements, inter-
agency coordination and bushfire mitigation planning. 

Effect: Increased risk to life, property, critical infrastructure and the environment, 
together with reduced community resilience and legislative compliance. 

Risk 
Treatment:   

Treat – Continue implementing the Local Emergency Management 
Arrangements, Bushfire Risk Management Plan and actions arising from the Local 
Emergency Management Committee to strengthen emergency preparedness, 
reduce bushfire risk and support coordinated emergency response across the 
district. 

 

Further information 
12. Nil   
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11. Reports of Officers 

11.1 Office of Chief Executive Reports  

 11.1.1 Notice of Motion – Revocation of Council Resolution 2026/027 

Author:  Chief Executive Officer 

Authorising Officers:  Chief Executive Officer 

Voting Requirements:  Absolute Majority  

Disclosure of Interest:  The Author and Authorising Officer declare that they do not have 
any conflicts of interest in relation to this item. 

Attachments:  Attachment 1:  Notice of Motion  

Attachment 2:  Letter Cr Robson Petition Outcome  

 

Matters for Consideration  
13. This report has been prepared pursuant to Regulation 10 of the Local Government 

(Administration) Regulations 1996 and Part 14(3) of the Shire of Halls Creek Standing 
Orders Local Law 2015.  

14. As implementation of Council Resolution 2026/027 has commenced, Council is required 
to consider a statement prepared by the Chief Executive Officer outlining the financial, 
operational and reputational implications of the proposed revocation before 
determining the Notice of Motion. 

15. In accordance with Regulation 10(2) of the Local Government (Administration) 
Regulations 1996, the motion to revoke Council Resolution 2026/027 must be carried by 
an absolute majority. 

16. If Motion 1 is not carried by an absolute majority, Council Resolution 2026/027 will 
remain in force, the Notice of Motion will lapse, and Administration will continue 
implementing the corporate branding project in accordance with the existing Council 
resolution. 

17. If Motion 1 is carried by an absolute majority, Council may then consider Motion 2 to 
determine the future direction of the Shire's corporate branding project. 
 

Recommendation 
That Council:  

1. receives the Chief Executive Officer's statement of implications prepared pursuant 
to Regulation 10 of the Local Government (Administration) Regulations 1996 and 
Part 14(3) of the Shire of Halls Creek Standing Orders Local Law 2015. 

2. considers the following Notice of Motion. 

Notice of Motion 

Motion 1 – Revocation (Absolute Majority Required) 

3. that Council revoke Resolution 2026/027 relating to the adoption of the Shire's 
corporate logo and branding. 
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Background 
18. At the Ordinary Council Meeting held on 26 March 2026, Council resolved to adopt a 

new corporate logo and branding under Resolution 2026/027. 
19. The Shire of Halls Creek Standing Orders Local Law 2015 and the Local Government 

(Administration) Regulations 1996 provide elected members with several opportunities 
to seek changes to proposed or adopted Council decisions. 

20. These include: 
a. prior to an Ordinary Council Meeting through the lodgement of a Notice of 

Motion for inclusion in the agenda; 
b. during the Council meeting by moving an amendment or alternative motion 

before Council has made its decision; and 
c. after Council has made a resolution by lodging a Notice of Motion to revoke or 

substantially change the decision in accordance with Regulation 10 of the 
Local Government (Administration) Regulations 1996 and Part 14 of the 
Standing Orders Local Law. 

21. In addition, elected members have the opportunity to raise concerns, seek clarification 
from Administration and discuss proposed officer recommendations during Agenda 
Briefing Sessions, and may engage with the Chief Executive Officer prior to the Ordinary 
Council Meeting regarding matters they intend to raise or propose for Council's 
consideration. Administration notes that no amendments to the officer recommendation 
or alternative motions were proposed prior to or during Council's consideration of 
Resolution 2026/027. 

22. The legislative framework is intended to encourage elected members to raise concerns 
and propose amendments before or at the time Council determines a matter. Where a 
Notice of Motion to revoke is lodged after Administration has commenced implementing 
a lawful Council resolution, additional financial, operational and administrative 
consequences may arise.  

23. This is the reason Part 14(3) of the Standing Orders Local Law requires the Chief 
Executive Officer to provide Council with a statement of the implications of the proposed 
revocation before Council determines the motion. 

24. Following Council's resolution, Administration commenced implementation of the 
corporate branding project in accordance with Council's direction. Implementation 
activities have included;  

a. website redesign commenced;  
b. rate notices and invoices updated;  
c. social media updated;  

If Motion 1 is carried, Council then considers: 

Motion 2 (Simple Majority) 

That Council: 

4. cease implementation of the corporate branding project;  
5. continue using the existing corporate logo pending further Council consideration; 

and  
6. request the Chief Executive Officer to prepare a report to the August 2026 Ordinary 

Council Meeting outlining options for the future corporate branding of the Shire.  
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d. email signatures;  
e. branding guidelines;  
f. procurement discussions; and  
g. external and internal stakeholder communications. 

25. Subsequently, a Notice of Motion seeking to revoke Council Resolution 2026/027 was 
submitted by Councillor Paul Robson in accordance with Regulation 10 of the Local 
Government (Administration) Regulations 1996 and Part 14 of the Shire of Halls Creek 
Standing Orders Local Law 2015. The Notice of Motion was co-signed by Councillor 
Stretch and Councillor Mackay, satisfying the statutory requirement for support by the 
prescribed number of elected members (attachment 1). 

26. The Notice of Motion was received by the Shire on 16 June 2026. As the agenda for the 
June Ordinary Council Meeting had been distributed on 12 June 2026, the Notice of 
Motion was received after the agenda had been finalised and issued. 

27. In addition, preparation of the required report involved consideration of the legislative 
requirements under Regulation 10 of the Local Government (Administration) Regulations 
1996 and Part 14 of the Shire of Halls Creek Standing Orders Local Law 2015, including 
the requirement for the Chief Executive Officer to provide a statement regarding the 
implications of the proposed revocation where implementation of the original Council 
resolution had commenced.  

28. Given the statutory requirements under Regulation 10 and Part 14 of the Standing 
Orders Local Law, together with the requirement to prepare the Chief Executive Officer's 
statement of implications following commencement of implementation, it was not 
practicable to complete the report before the June agenda was issued. 

29. Accordingly, this report has been prepared to fulfil the Chief Executive Officer's 
obligations under Regulation 10 of the Local Government (Administration) Regulations 
1996 and Part 14(3) of the Shire of Halls Creek Standing Orders Local Law 2015. The 
purpose of the report is to ensure Council is fully informed of the financial, operational 
and reputational implications of the proposed revocation before determining the Notice 
of Motion and to enable Council to make an informed decision in accordance with the 
legislative requirements. 

Comments 
30. Pursuant to Regulation 10 of the Local Government (Administration) Regulations 1996 

and Part 14(3) of the Shire of Halls Creek Standing Orders Local Law 2015, this section 
constitutes the Chief Executive Officer's statement regarding the implications of the 
proposed revocation of Council Resolution 2026/027. 

31. Administration has commenced implementation of Council Resolution 2026/027 
following its adoption by Council on 26 March 2026. While implementation remains in 
the early stages, a number of actions have already been undertaken in reliance on 
Council's decision, including project planning, stakeholder engagement, branding 
implementation activities and preparatory work associated with the rollout of the Shire's 
new corporate identity. 

32. Should Council resolve to revoke Resolution 2026/027, implementation of the corporate 
branding project would cease pending further direction from Council. Administration 
would be required to suspend current implementation activities, review work 
undertaken to date and prepare a further report outlining options for Council's 
consideration regarding the future corporate branding of the Shire. 

33. The proposed revocation has the following implications: 
a. Financial Implications 
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Revocation may result in: 
i. duplication of expenditure associated with work already completed; 
ii. additional costs associated with redesign and replacement of branding 

materials; 
iii. supplier variation or cancellation costs where commitments have been 

entered into; 
iv. additional staff resources required to suspend, amend or reverse 

implementation activities. 
b. The full financial impact cannot be accurately quantified until Council 

determines the future direction of the branding project. 
c. Operational Implications 

Revocation would: 
i. suspend implementation of the current branding project; 
ii. delay the rollout of a consistent corporate identity across the 

organisation; 
iii. require further administrative resources to manage the transition; 
iv. necessitate preparation of a future report and implementation plan 

should Council determine to pursue an alternative branding approach. 
d. Reputational Implications 

The adoption of the new corporate logo and branding has attracted 
considerable public interest and discussion within the community. 
Revocation of a recently adopted Council resolution after implementation has 
commenced may: 

i. reduce confidence in Council's strategic planning and long-term 
decision-making;  

ii. affect confidence among funding agencies, suppliers and other 
external stakeholders;  

iii. create uncertainty for the community, staff, contractors and 
government stakeholders;  

iv. require additional communication to explain Council's revised position;  
v. affect stakeholder confidence in the continuity and consistency of 

Council's strategic decision-making; and  
vi. delay implementation of the Shire's corporate identity and associated 

organisational initiatives.  
34. Administration also notes that a petition opposing Council Resolution 2026/027 was 

assessed separately in accordance with the Shire's Standing Orders Local Law. 
Following that assessment, the petition was determined not to satisfy the 
requirements of an effective petition and has been treated as ordinary 
correspondence/community feedback. That administrative assessment does not 
determine the merits of the Notice of Motion and is not a factor that prevents Council 
from exercising its legislative authority to revoke a previous resolution. 

35. Upon election, councillors are required to perform their functions in accordance with 
the Local Government Act 1995 and the Local Government (Model Code of Conduct) 
Regulations 2021. This includes representing the interests of electors, ratepayers and 
residents of the district, facilitating communication between the community and 
Council, participating in collective decision-making, and acting in the best interests of 
the local government. Once Council has made a decision by resolution, 
Administration is responsible for implementing that decision unless and until Council 
lawfully resolves otherwise. 
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36. At the date of this report, Administration is not aware of any legal impediment 
preventing Council from revoking Resolution 2026/027. However, revocation will not 
automatically reverse administrative actions already undertaken or contractual 
commitments already entered into. The Shire retains ownership of the copyright and 
intellectual property associated with the approved corporate logo and branding. 

37. Additional Operational Considerations;  
a. Staff resources already committed to implementation cannot be recovered 

and further officer time will be required to suspend implementation, review 
completed work and prepare future reports.  

b. Any procurement activities commenced as a consequence of Resolution 
2026/027 may require review or cessation, resulting in additional 
administrative effort and potential cost. 

c. Revocation of a Council resolution after implementation has commenced is an 
established mechanism under the Local Government (Administration) 
Regulations 1996. However, frequent changes to strategic decisions following 
implementation may reduce organisational certainty, increase administrative 
workload and affect the efficient delivery of Council's adopted programs and 
priorities. 

38. The Chief Executive Officer has a statutory obligation under section 5.41 of the Local 
Government Act 1995 to implement lawful decisions of Council. Accordingly, 
Administration has no discretion to disregard or delay implementation of Council 
Resolution 2026/027 unless directed by a subsequent Council resolution or otherwise 
required by law. 

39. This statement has been prepared to satisfy the requirements of Regulation 10 of the 
Local Government (Administration) Regulations 1996 and Part 14(3) of the Shire of 
Halls Creek Standing Orders Local Law 2015. It is not intended to express a view on 
the merits of the Notice of Motion but to ensure Council is fully informed of the 
financial, operational, legal and reputational implications of the proposed revocation 
before determining the motion. 

 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.1  A local government that is respected and 
accountable 

Strategy:  Civic - 4.1.3  Council decisions are consistent, reliable and 
transparent 

 

Legislation and Policy   

Legislation:   Local Government Act 1995 (WA) 
Local Government (Administration) Regulations 1996 – 
Regulation 10 (Revoking or changing decisions) 
Shire of Halls Creek Standing Orders Local Law 2015 – Part 
14 (Revoking or changing decisions) 
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Local Government (Model Code of Conduct) Regulations 
2021 (where referenced in the report) 
Local Government Amendment Act 2024 (where applicable) 

 

Policy:  Nil 

 

Financial Implications  
40. Implementation of Council Resolution 2026/027 has commenced and some project 

costs have already been incurred. Should Council resolve to revoke the resolution, 
additional costs may be incurred in suspending implementation, reviewing completed 
work, redesigning or replacing branding materials, varying or cancelling supplier 
arrangements, and preparing a revised corporate branding proposal.  

41. The full financial impact cannot be quantified until Council determines the future 
direction of the corporate branding project.  

42. No additional budget allocation is sought through this report. 

 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
Council's consideration of the Notice of Motion. 

Economic:  Revocation of Council Resolution 2026/027 may result in additional 
expenditure associated with suspending implementation, reviewing 
completed work, redesigning branding materials, varying contractual 
arrangements and future implementation activities. 

Social:  The decision may influence community confidence in Council's strategic 
direction and corporate identity. Regardless of the outcome, clear 
communication with the community will assist in maintaining transparency 
and public confidence. 

Risk Type:  Governance / Strategic / Financial / Reputation 

Risk Category:  High 

Cause:  Revocation of a Council resolution after implementation has commenced. 

Effect: Additional project costs, increased administrative workload, project 
delays, stakeholder uncertainty, and potential impacts on confidence in 
Council's decision-making processes. 

Risk 
Treatment:   

Treat – Council has been provided with the Chief Executive Officer's 
statement in accordance with Regulation 10 of the Local Government 
(Administration) Regulations 1996 and Part 14(3) of the Shire of Halls 
Creek Standing Orders Local Law 2015 to ensure an informed decision is 
made. Should the resolution be revoked, Administration will cease 
implementation, manage any contractual or operational impacts, and 
prepare a further report outlining financial implication and future branding 
options as directed by Council. 
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Further information 
43. Nil  
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11.2 Governance and Sustainability [Nil] 

11.3 Health and Regulatory Services [Nil] 
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11.4 Community Development Reports  

11.4.1 Disposal of Local Government Property: Part of 8 Egan Street Halls Creek 

 

Author:  Director Community Development 

Authorising Officers:  Chief Executive Officer 

Voting Requirements:  Simple Majority 

Disclosure of Interest:  The Author and Authorising Officer declare that they do not have 
any conflicts of interest in relation to this item. 

Attachments:  Attachment 1:  Images Office Location  

 

Matters for Consideration  
1. Council is requested to consider the disposal by lease of part of Lot 69 on Deposited Plan 

205582, being part of 8 Egan Street, Halls Creek, to Garnduwa Amboorny Wirnan 
Aboriginal Corporation (Garnduwa), in accordance with section 3.58 of the Local 
Government Act 1995.  

2. The proposed lease is at less than market value and therefore constitutes a disposition of 
property under section 3.58 of the Local Government Act 1995. Council is required to 
determine whether the disposal is in the public interest, having regard to the community 
benefit provided and following completion of the statutory public advertising process. 

 

Recommendation 
That Council:  

1. notes that the statutory requirements of section 3.58 of the Local Government Act 
1995 have been satisfied;  

2. approves the lease of part of Lot 69 on Deposited Plan 205582, being part of 8 Egan 
Street, Halls Creek, to Garnduwa Amboorny Wirnan Aboriginal Corporation;  

3. approves a peppercorn rental of $1.00 per annum for the leased premises together 
with an annual utilities contribution of $3,000 towards electricity consumption;  

4. approves the continuation of exemption from the Shire's Facility Hire Fees and 
Charges for recreational activities for the duration of the lease, recognising the 
significant community benefit delivered by Garnduwa;  

5. requires Garnduwa to:  
a. maintain appropriate public liability and contents insurance for the leased 

premises;  
b. provide a refundable key deposit;  
c. replace any lost keys or swipe cards at the full replacement cost; and  

6. authorises the Chief Executive Officer to execute all documentation necessary to give 
effect to the lease. 
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Background 
3. Garnduwa has maintained a strong partnership with the Shire since 2014, delivering 

sporting and recreation programs that provide significant benefits to the Halls Creek 
community and surrounding district.  

4. Throughout this partnership, the Shire has provided office accommodation and access to 
Council facilities without rental or facility hire charges in recognition of the important 
community services delivered by the organisation. This arrangement has enabled 
Garnduwa to maximise funding towards community program delivery while supporting 
the Shire's objective of increasing participation in sport and recreation.  

5. When Garnduwa relocated to the Recreation Centre, the organisation contributed 
approximately $10,000 towards the construction of an internal partition wall to provide 
privacy within the shared office area.  

6. Over time, the existing co-location arrangement within the Recreation Centre has become 
operationally unsuitable. Security incidents involving lost keys, unauthorised access by 
young people to the aquatic facility, and the need to improve separation between public 
and administrative areas have demonstrated that an alternative office arrangement is 
required.  

7. Garnduwa currently operates with approximately two full-time equivalent (2 FTE) 
employees and requires a modest office together with secure storage for sporting 
equipment and program resources.  

8. During refurbishment of the Recreation Centre, office accommodation within the former 
gym facility at 8 Egan Street was identified as suitable for Garnduwa's operational 
requirements. The office provides secure, self-contained accommodation with 
independent access, amenities and additional storage, while the surrounding rooms are 
currently surplus to the Shire's operational requirements.  

9. Relocating Garnduwa to the former gym facility will improve security, provide greater 
operational independence for both organisations, and support the continued delivery of 
community sporting and recreation programs.  

Comments 
7. Garnduwa is a longstanding community partner of the Shire and delivers sporting and 

recreation programs throughout Halls Creek and the wider East Kimberley on behalf 
of State sporting organisations and government agencies. 

8. The proposed lease formalises an arrangement that has existed since 2014 and 
provides greater governance certainty by clearly defining the rights and 
responsibilities of both parties in relation to occupation, access, maintenance, 
insurance, utilities and security. 

9. The proposed office provides independent access, improved security and access to 
shared amenities, allowing Garnduwa to operate independently while remaining 
within the Recreation Centre precinct. 

10. A dedicated storeroom will also be provided to allow secure storage of sporting 
equipment and program resources. 

11. The proposed lease has been structured to be cost neutral to the Shire and 
ratepayers. While the lease will be granted at a peppercorn rental of $1.00 per 
annum (if demanded), Garnduwa will contribute $3,000 per annum towards 
electricity costs. 

12. Garnduwa will also be responsible for maintaining all required insurance, providing a 
refundable key deposit and meeting the cost of replacing any lost keys or swipe cards. 
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13. Since commencement of the partnership, Garnduwa has not been charged office 
rental or facility hire fees in recognition of the significant community benefit 
generated through its programs. Administration considers it appropriate that this 
arrangement continue under the proposed lease through an exemption from the 
Shire's adopted Facility Hire Fees and Charges. 

14. Administration considers that the disposal of the lease at less than market value is 
justified, having regard to the substantial social and community benefits delivered by 
Garnduwa and the importance of maintaining quality sporting and recreation services 
within Halls Creek. 

 

Strategic, Legislation and Policy Implications  
Strategic Pillar 

Objective 4. Civic: Working together to strengthen leadership and 
effective governance. 

Outcome:  Civic - 4.7 A strong and professionally developed Council 
providing effective advocacy for the Shire’s interests 

Strategy:  Civic - 4.7.2  Develop and maintain strong and effective 
working relationships with government departments to obtain 
the best outcomes for our community 

 

Legislation and Policy   

Legislation:   Local Government Act 1995 

Local Government Amendment Act 2024 

Local Government (Financial Management) Regulations 

Policy:  Nil 

 

Financial Implications  
15. The proposed lease will be structured to be cost neutral to the Shire and ratepayers.  
16. Garnduwa will occupy the premises under a peppercorn lease of $1.00 per annum (if 

demanded) and will contribute $3,000 per annum towards electricity consumption.  
17. Garnduwa will be responsible for maintaining all required insurance, providing a 

refundable key deposit and replacing any lost keys or swipe cards at the full 
replacement cost.  

18. The proposed exemption from the Shire's Facility Hire Fees and Charges reflects the 
longstanding partnership between the Shire and Garnduwa and recognises the 
significant social and community outcomes achieved through its programs. 

 

Sustainability Implications 
Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
adoption of the officer’s recommendation. 
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Economic:  The proposal supports the continued delivery of externally funded 
community programs while ensuring the arrangement remains cost 
neutral to the Shire. 

Social:  The proposal strengthens the partnership between the Shire and 
Garnduwa and supports the ongoing delivery of sporting and recreation 
opportunities that contribute to healthier, more active and connected 
communities. 

Risk Type:  Operational 

Risk Category:  Asset Management 

Cause:  Leasing part of a Shire-owned facility to an external organisation. 

Effect Without a formal lease, responsibilities relating to occupation, insurance, 
access, maintenance and security may be unclear, exposing the Shire to 
governance and operational risks. 

Risk Treatment  Treat 

Execute a formal lease clearly defining responsibilities for insurance, maintenance, utilities, 
security, key management, replacement of access devices and occupation of the premises. 

 

 

Further information 
19. Nil  
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Attachment 1: Photos 
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11.5 Infrastructure and Asset Reports  

 11.5.1 Shire of Halls Creek – Proposed Roads to Recovery Allocation for 2026-27 

Author:  Director Infrastructure and Assets 

Authorising Officers:  Chief Executive Officer 

Voting Requirements:  Simple Majority 

Disclosure of Interest:  The Author and Authorising Officer declare that they do not have 
any conflicts of interest in relation to this item. 

Attachments:  Nil 

 

Matters for Consideration  

1. Review and endorse the proposed allocation of the Shire’s Roads to Recovery Funding 
for 2026-27 
 

Recommendation 

That Council:  

1. endorse the proposed allocation of the Shire’s 2026-27 Roads to Recovery funds. 
  

 

Background 

1. The Shire of Halls Creek is responsible for the maintenance and upgrade of an extensive 
road network of approximately 1,600km.  

2. The Shire receives various grants to assist with the required maintenance and upgrade 
work including the Main Road WA Direct Grant, Road Project Grants (RPG), Remote 
Access Roads (RAR) and Roads to Recovery (R2R) grants.  

3. The RPG and RAR grants require that the Shire make co-contributions of 1/3rd and 
2/3rds respectively for these programs. Historically, the Shire has used the Direct Grant 
and a portion of its R2R allocation as the Shire’s co-contributions. By doing so, the Shire 
is effectively able to leverage grant funding rather than Shire own-source funds to meet 
its co-contribution commitments.  

4. For the 2026/27 period, the Shire is expected to receive the following RPG and RAR grant 
funding:  

a. RPG 
i. Duncan Rd Slk 14.3 – 16.1  $480,767.93 
ii. Duncan Rd Slk 16.1 – 17.6  $416,317.16 

b. RAR 
i. Tanami Rd Slk 97 – 99   $83,333.33 
ii. Balgo Rd Slk 8 – 11   $50,000 
iii. Lake Gregory Rd Slk 4 – 6  $40,000 

5. Based on needing to make a co-contribution of 1/3rd to the RPG projects and 2/3rds to 
the RAR projects, the Shire needs to provide a total co-contribution of $795,209.22.  
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6. The Shire’s Direct Grant for 2026-27 is expected to be $332,621 of which 100% of this is 
proposed to be used towards the required co-contribution. This leaves a balance of 
$462,588.22 which is proposed to be funded from the Shire’s 2026-27 R2R allocation.  

7. The Shire’s 2026-27 R2R total allocation is $951,882. After accounting for the proposed 
amount required for the balance of the co-contribution ($462,588.22), there is 
$489,293.78 remaining which needs to be allocated to road works.  

8. The Shire has identified the following projects that it is recommended to fund from this 
remaining allocation.  

a. Pothole repair program (Halls Creek Townsite & Warmun) $200,000 
b. Yiyili Community Rd (reform and resheet)   $289,293.78 

9. Pothole Repair Program 
a. There is a significant number of sealed pavement failures in both the Halls 

Creek townsite and the Warmun community.  
b. Once the gravel pavement is exposed to water, potholes will develop and will 

continue to deteriorate until the pavement is repaired and the surfacing 
reinstated.  

c. The Shire already has a contract in place for bitumen sealing services 
(Downer) who will be in the Shire for other works towards the end of 2026.  

d. It is proposed that the pavement repairs are completed by the Shire’s existing 
road construction contractor (THEM Earthmoving) and then sealed by Downer 
in late 2026.  

10. Yiyili Community Rd 
a. The Yiyili Community Rd is generally of a poor to average standard and is 

comprised of a formed subgrade layer however it lacks appropriate drainage 
and gravel sheeting materials in various areas.  

b. As a result, the road requires frequent maintenance and also is routinely 
damaged following the wet season.  

c. It is proposed that reforming and resheeting of specific segments of the road 
is completed which will improve the standard of the highest priority areas of 
this road.  

d. It is likely that additional funding in subsequent years will be needed to 
complete reforming and resheeting of the full length of the road.  

 
Strategic, Legislation and Policy Implications  

Strategic Pillar 

Objective 1. Social: Vibrant and connected communities.  We support 
cultural and language diversity. 

Outcome:  Social - 1.4  Our community has access to appropriate 
transport networks and services, including a regional and 
interstate transport system.  

Strategy:  Social - 1.4.4  Maintain and renew roads and ancillary 
infrastructure in accordance with the Shire Asset 
Management Plan including identified access roads into 
communities 
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Legislation and Policy   

Legislation:   Local Government Act 1995 

Local Government Amendment Act 2024 

Local Government (Financial Management) Regulations 

Policy:  Nil 

 

Financial Implications  

1. The financial implication is that by endorsing the proposed allocation of the 2026-27 
R2R funds, the Shire will have met its co-contribution obligations for the RPG and RAR 
programs as well as progressed several additional road renewal projects.  

2. As all of the funding discussed in this item is grant funding, there is no direct impact 
to the Shire’s own source funds.  

 

Sustainability Implications 

Sustainability   

Environmental:  There are no significant identifiable environmental impacts arising from 
adoption of the officer’s recommendation. 

Economic:  There are no significant identifiable economic impacts arising from 
adoption of the officer’s recommendation. 

Social:  There are no significant identifiable social impacts arising from adoption of 
the officer’s recommendation. 

Risk Type:  Nil 

Risk Category:  Nil 

Cause:  Nil 

Effect Nil 

Risk Treatment  Nil 

Nil 

 

 

Further information 

3. Nil  
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11.4 Financial Reports [Nil] 
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12. New Business of an Urgent Nature (Late Items) 

12.1 Monthly Financial Report for the period ending 30 June 2026 

12.2 Accounts paid by Authority (Summary) June 2026 

13. Motions of Which Previous Notice has been given 

Nil 

14. Matters for Which Meeting May be Closed (Confidential Matter) 

Nil 

15. Closure  

15.1 Date of Next Meeting 
The next Agenda Briefing of Council will be held on Wednesday 19 August 2026 commencing 
at 3.00 pm.  

The next Ordinary Meeting of Council will be held on Thursday 27 August 2026 commencing 
at 4.30 pm.  

15.2 Closure 
Presiding Member declared the meeting closed. 

Members are reminded that matters not included on the published agenda cannot be raised 
for discussion or determination at the meeting. Should Members wish to raise a matter 
outside the agenda, they are encouraged to submit their enquiry by email to the Chief 
Executive Officer and Shire President for consideration and appropriate action. 


